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Understanding Behavioural Detection:

Definition and Core Principles
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6. Text

6HOHFW�RQH

What is the primary reason for establishing a
"baseline" of normal behaviour in a public setting
like a train station?

Scenario: Vigilance at the Train Station

:HOFRPH�WR�WKH�FHQWUDO

WUDLQ�VWDWLRQ�GXULQJ�SHDN

UXVK�KRXU��,W
V�D�EXVWOLQJ

HQYLURQPHQW��IXOO�RI

FRPPXWHUV��WRXULVWV��DQG

GDLO\�DFWLYLW\��2XU�MRE�LV�WR

PDLQWDLQ�VHFXULW\�E\

REVHUYLQJ�DQG�LGHQWLI\LQJ

DQ\WKLQJ�RXW�RI�WKH

GL :K W
 WK ì W

,
P�REVHUYLQJ�WKH�JHQHUDO�íRZ

RI�SHRSOH��ORRNLQJ�IRU�DQ\RQH

ZKR�VHHPV�RXW�RI�SODFH�RU�LV

PRYLQJ�DJDLQVW�WKH�FURZG
V

QDWXUDO�UK\WKP�

,
P�IRFXVHG�RQ�WKH�WUDLQ

VFKHGXOHV�DQG�HQVXULQJ

SDVVHQJHUV�DUH�ERDUGLQJ

HîFLHQWO\�

*RRG��1RZ��ORRN�RYHU�QHDU

WKH�PDLQ�HQWUDQFH��E\�WKH

ODUJH�GLJLWDO�GLVSOD\��'R

\RX�VHH�DQ\RQH�ZKRVH

EHKDYLRXU�VWDQGV�RXW"

<HV��WKHUH
V�D�SHUVRQ

UHSHDWHGO\�FKHFNLQJ�WKHLU

ZDWFK��ìGJHWLQJ��DQG�VFDQQLQJ

WKH�DUHD�ZLWK�TXLFN��QHUYRXV

JODQFHV��HYHQ�WKRXJK�WKHLU

WUDLQ�LVQ
W�GXH�IRU�D�ZKLOH�

,�VHH�D�SHUVRQ�RQ�WKHLU�SKRQH�

ZKLFK�LV�FRPPRQ��1RWKLQJ

VHHPV�SDUWLFXODUO\�XQXVXDO

DERXW�WKHP�

<RX
YH�LGHQWLìHG�D�SHUVRQ

H[KLELWLQJ�QHUYRXV

EHKDYLRXU��+RZ�ZRXOG�\RX

DSSO\�GHWHFWLRQ�WHFKQLTXHV

WR�IXUWKHU�DVVHVV�WKH

VLWXDWLRQ�ZLWKRXW�GUDZLQJ

DWWHQWLRQ"

,
G�VXEWO\�REVHUYH�WKHLU�ERG\

ODQJXDJH��ORRNLQJ�IRU

LQFRQVLVWHQFLHV��DQG�WU\�WR

HVWDEOLVK�FRQWH[W�IRU�WKHLU

DFWLRQV�Ë�DUH�WKH\�ZDLWLQJ�IRU

VRPHRQH��RU�LV�WKHLU�DQ[LHW\

XQSURYRNHG"

,
G�DSSURDFK�WKHP�GLUHFWO\�DQG

DVN�LI�WKH\�QHHG�DVVLVWDQFH��WR

VHH�WKHLU�UHDFWLRQ�XS�FORVH�

$IWHU�IXUWKHU�REVHUYDWLRQ�

\RX�FRQìUP�WKHLU

EHKDYLRXU�UHPDLQV

XQXVXDO�DQG�ZLWKRXW�D

FOHDU�LQQRFHQW�H[SODQDWLRQ�

1RZ�FRPHV�WKH�GHFLVLRQ�

NL :K K OG

,�ZRXOG�QRW�LQWHUYHQH�GLUHFWO\

EXW�LPPHGLDWHO\�UHSRUW�P\

REVHUYDWLRQV�WR�D�VXSHUYLVRU

RU�FRQWURO�URRP��SURYLGLQJ�D

GHWDLOHG�GHVFULSWLRQ�RI�WKH

LQGLYLGXDO�DQG�WKHLU�EHKDYLRXU�

DOORZLQJ�WKHP�WR�GHFLGH�RQ

WKH�QH[W�VWHSV�

,
G�FRQWLQXH�WR�REVHUYH�WKHP

FORVHO\�XQWLO�,
P�DEVROXWHO\

FHUWDLQ�RI�DQ�LPPLQHQW�WKUHDW

EHIRUH�WDNLQJ�DQ\�DFWLRQ�

<RX
YH�GHFLGHG�WR�UHSRUW�

:KDW�NH\�LQIRUPDWLRQ

ZRXOG�\RX�LQFOXGH�LQ�\RXU

UHSRUW�WR�HQVXUH�LW
V

HëHFWLYH"

,
G�EULHí\�PHQWLRQ�D��QHUYRXV

SHUVRQ��QHDU�WKH�HQWUDQFH�DQG

OHW�WKH�FRQWURO�URRP�ìJXUH�RXW

WKH�UHVW�

,
G�SURYLGH�D�FOHDU�GHVFULSWLRQ

RI�WKH�LQGLYLGXDO��WKHLU�H[DFW

ORFDWLRQ��WKH�VSHFLìF

VXVSLFLRXV�EHKDYLRXUV

REVHUYHG��DQG�WKH�GXUDWLRQ�RI

WKH�REVHUYDWLRQ��LQFOXGLQJ�DQ\

XQXVXDO�LWHPV�WKH\�PLJKW

KDYH�

Try again

<RXU�REVHUYDWLRQV�DQG�UHSRUWLQJ�ZHUH�H[HPSODU\��$

VHFXULW\�WHDP�ZDV�GLVSDWFKHG��DQG�WKH�LQGLYLGXDO�ZDV

IRXQG�WR�EH�DFWLQJ�VXVSLFLRXVO\�DQG�ZDV�VDIHO\

TXHVWLRQHG��7KLV�VFHQDULR�KLJKOLJKWV�WKH�LPSRUWDQFH�RI

NHHQ�REVHUYDWLRQ�DQG�WLPHO\��DFFXUDWH�UHSRUWLQJ�LQ

PDLQWDLQLQJ�SXEOLF�VDIHW\��:HOO�GRQH�

7R�SUHGLFW�WUDLQ�DUULYDO�WLPHV�PRUH

DFFXUDWHO\�
1

7R�HîFLHQWO\�PDQDJH�FURZG

FRQWURO�GXULQJ�SHDN�KRXUV�
2

7R�HQVXUH�DOO�SDVVHQJHUV�DUH

IROORZLQJ�VWDWLRQ�UXOHV�DQG

UHJXODWLRQV�

3

7R�LGHQWLI\�GHYLDWLRQV�RU�DQRPDOLHV

WKDW�PD\�LQGLFDWH�VXVSLFLRXV

DFWLYLW\�
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Crucial for Anomaly Detection

8QGHUVWDQGLQJ�EDVHOLQH�EHKDYLRXU�LV�WKH�cornerstone�RI�HëHFWLYH�EHKDYLRXUDO

GHWHFWLRQ��:LWKRXW�LW��HYHU\�XQXVXDO�DFWLRQ�PLJKW�VHHP�VXVSLFLRXV��OHDGLQJ�WR�IDOVH

DODUPV�DQG�ZDVWHG�UHVRXUFHV��RU��FRQYHUVHO\��WUXO\�VXVSLFLRXV�DFWLYLWLHV�PLJKW�EH

RYHUORRNHG�EHFDXVH�WKHUH
V�QR�UHIHUHQFH�SRLQW�IRU�DEQRUPDOLW\��$�ZHOO�HVWDEOLVKHG

EDVHOLQH�DOORZV�VHFXULW\�SHUVRQQHO�WR�TXLFNO\�ìOWHU�RXW�EHQLJQ�GHYLDWLRQV�DQG�IRFXV

RQ�SDWWHUQV�WKDW�JHQXLQHO\�ZDUUDQW�IXUWKHU�LQYHVWLJDWLRQ��,W�SURYLGHV�WKH�FRQWH[W

QHFHVVDU\�WR�LQWHUSUHW�DFWLRQV�DFFXUDWHO\�

Examples in Practice

&RQVLGHU�WKHVH�VFHQDULRV�ZKHUH�EDVHOLQH�NQRZOHGJH�LV�FULWLFDO�

Airport Security:�$�SHUVRQ�VWDQGLQJ�VWLOO�IRU�DQ�H[WHQGHG�SHULRG�LQ�D�KLJK�

WUDîF�DUHD��REVHUYLQJ�RWKHUV�UDWKHU�WKDQ�PRYLQJ�WRZDUGV�D�JDWH�RU�EDJJDJH

FODLP��GHYLDWHV�IURP�WKH�EDVHOLQH�RI�SXUSRVHIXO�PRYHPHQW�

Retail Environment:�$�VKRSSHU�UHSHDWHGO\�HQWHULQJ�DQG�H[LWLQJ�D�VWRUH

ZLWKRXW�PDNLQJ�D�SXUFKDVH��RU�ORLWHULQJ�QHDU�HPHUJHQF\�H[LWV��FRQWUDVWV�ZLWK

WKH�EDVHOLQH�EHKDYLRXU�RI�EURZVLQJ�DQG�WUDQVDFWLQJ�

Public Event:�$Q�LQGLYLGXDO�ZHDULQJ�KHDY\�FORWKLQJ�RQ�D�ZDUP�GD\��RU

DWWHPSWLQJ�WR�DYRLG�VHFXULW\�FKHFNSRLQWV��VWDQGV�RXW�DJDLQVW�WKH�W\SLFDO�DWWLUH

DQG�FRPSOLDQFH�RI�HYHQW�JRHUV�

,Q�HDFK�FDVH��LW
V�WKH�GHYLDWLRQ�IURP�WKH�expected�RU�normal�WKDW�WULJJHUV�VXVSLFLRQ�

QRW�WKH�DFWLRQ�LQ�LVRODWLRQ�

6HOHFW�RQH

Why is it critical for security personnel to
understand the "cultural and situational contexts"
when establishing a behavioural baseline?

Understanding Baseline Behaviour

%DVHOLQH�EHKDYLRXU�UHIHUV�WR�WKH�HVWDEOLVKHG�SDWWHUQ�RI�QRUPDO�RU�H[SHFWHG�DFWLRQV�

LQWHUDFWLRQV��DQG�DSSHDUDQFHV�ZLWKLQ�D�VSHFLìF�HQYLURQPHQW�RU�IRU�D�SDUWLFXODU

LQGLYLGXDO��,W�VHUYHV�DV�D�FUXFLDO�UHIHUHQFH�SRLQW��HQDEOLQJ�VHFXULW\�SHUVRQQHO�WR

UHFRJQLVH�GHYLDWLRQV�WKDW�PD\�VLJQDO�SRWHQWLDO�WKUHDWV�RU�VXVSLFLRXV�DFWLYLWLHV��:LWKRXW

D�FOHDU�XQGHUVWDQGLQJ�RI�ZKDW�LV��QRUPDO���LW�EHFRPHV�H[FHHGLQJO\�GLîFXOW�WR�LGHQWLI\

ZKDW�LV��DEQRUPDO��


Hy\P\N� ^i[;Z�
HO;rP^mi

:KDW�FRQVWLWXWHV�QRUPDO�EHKDYLRXU�LV�KLJKO\�GHSHQGHQW�RQ�WKH�HQYLURQPHQW��FRQWH[W�

DQG�WKH�LQGLYLGXDOV�SUHVHQW��,Q�D�EXV\�DLUSRUW��IRU�H[DPSOH��UXVKLQJ��FKHFNLQJ�OXJJDJH�

DQG�ORRNLQJ�DW�GHSDUWXUH�ERDUGV�DUH�QRUPDO��+RZHYHU��WKHVH�VDPH�DFWLRQV�PLJKW�EH

XQXVXDO�LQ�D�TXLHW�OLEUDU\��6HYHUDO�IDFWRUV�LQíXHQFH�ZKDW�LV�FRQVLGHUHG�EDVHOLQH

EHKDYLRXU�

Environmental Context:�7KH�SK\VLFDO�VHWWLQJ��H�J���D�SDUN��D�FRQFHUW��DQ�RîFH�

GLFWDWHV�W\SLFDO�DFWLYLWLHV�

Time of Day/Week:�%HKDYLRXU�SDWWHUQV�VKLIW��UXVK�KRXU�GLëHUV�IURP�ODWH�QLJKW�

Cultural Norms:�'LëHUHQW�FXOWXUHV�KDYH�YDU\LQJ�H[SUHVVLRQV�RI�HPRWLRQ�

SHUVRQDO�VSDFH��DQG�LQWHUDFWLRQ�VW\OHV�

Demographics:�7KH�DJH��JHQGHU��DQG�VRFLR�HFRQRPLF�EDFNJURXQG�RI�LQGLYLGXDOV

FDQ�LQíXHQFH�WKHLU�W\SLFDO�EHKDYLRXU�

Situational Events:�6SHFLDO�HYHQWV��HPHUJHQFLHV��RU�SXEOLF�KROLGD\V�FDQ

WHPSRUDULO\�DOWHU�QRUPDO�SDWWHUQV�

Direct Observation:�6SHQG�WLPH�LQ�WKH�HQYLURQPHQW��REVHUYLQJ�KRZ�SHRSOH

JHQHUDOO\�PRYH��LQWHUDFW��DQG�UHDFW��1RWH�FRPPRQ�DFWLYLWLHV��QRLVH�OHYHOV��DQG

WUDîF�íRZ�

Documentation:�.HHS�UHFRUGV�RI�REVHUYDWLRQV��7KLV�FRXOG�LQFOXGH�QRWLQJ�SHDN

WLPHV��FRPPRQ�DWWLUH��W\SLFDO�LQWHUDFWLRQV��H�J���JUHHWLQJV��WUDQVDFWLRQV���DQG

HYHQ�FRPPRQ�H[SUHVVLRQV�RU�SRVWXUHV�

Utilise Technology:�&&79�IRRWDJH�FDQ�SURYLGH�KLVWRULFDO�GDWD�RQ�QRUPDO

PRYHPHQW�SDWWHUQV�DQG�FURZG�GHQVLW\�RYHU�WLPH�

Community Engagement:�)RU�SXEOLF�VSDFHV��XQGHUVWDQGLQJ�WKH�ORFDO

FRPPXQLW\
V�KDELWV�DQG�URXWLQHV�FDQ�EH�LQYDOXDEOH�

Cultural Sensitivity:�%H�DZDUH�WKDW�EHKDYLRXUV�FRQVLGHUHG�QRUPDO�LQ�RQH

FXOWXUH�PLJKW�EH�XQXVXDO�LQ�DQRWKHU��$YRLG�LPSRVLQJ�D�VLQJOH�VWDQGDUG��)RU

H[DPSOH��GLUHFW�H\H�FRQWDFW�LV�D�VLJQ�RI�UHVSHFW�LQ�VRPH�FXOWXUHV��ZKLOH�LQ

RWKHUV��LW�FDQ�EH�VHHQ�DV�FRQIURQWDWLRQDO�

Situational Awareness:�$OZD\V�FRQVLGHU�WKH�LPPHGLDWH�FLUFXPVWDQFHV��$

SHUVRQ�UXQQLQJ�PLJKW�EH�VXVSLFLRXV��EXW�LI�D�EXV�LV�SXOOLQJ�DZD\��LW
V�OLNHO\

QRUPDO�EHKDYLRXU�

7R�VLPSOLI\�WKH�SURFHVV�RI

REVHUYDWLRQ�E\�IRFXVLQJ�RQO\�RQ

XQLYHUVDO�LQGLFDWRUV�RI�WKUHDW�

1

7R�DYRLG�PLVLQWHUSUHWLQJ�FXOWXUDOO\

VSHFLìF�RU�FRQWH[W�GULYHQ�DFWLRQV

DV�VXVSLFLRXV�

2

7R�HQVXUH�DOO�LQGLYLGXDOV�FRQIRUP

WR�D�XQLYHUVDO�VWDQGDUG�RI��QRUPDO�

EHKDYLRXU�

3

7R�SULPDULO\�LGHQWLI\�LQGLYLGXDOV

ZKR�DUH�QRW�QDWLYH�WR�WKH�REVHUYHG

HQYLURQPHQW�
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Verbal Anomalies

9HUEDO�DQRPDOLHV�LQYROYH�inconsistencies or unusual patterns in spoken

communication��7KLV�FDQ�LQFOXGH�FKDQJHV�LQ�VSHHFK�SDWWHUQV��VXFK�DV�VWXWWHULQJ�

VSHDNLQJ�WRR�TXLFNO\�RU�VORZO\��RU�DQ�XQXVXDO�WRQH�RI�YRLFH��,W�DOVR�HQFRPSDVVHV

GLVFUHSDQFLHV�LQ�D�SHUVRQ
V�VWRU\��HYDVLYH�DQVZHUV��RU�WKH�XVH�RI�VSHFLìF�MDUJRQ�WKDW

VHHPV�RXW�RI�SODFH�IRU�WKH�VLWXDWLRQ��)RU�H[DPSOH��VRPHRQH�SURYLGLQJ�RYHUO\

GHWDLOHG�RU�UHKHDUVHG�DQVZHUV�WR�VLPSOH�TXHVWLRQV�PLJKW�EH�H[KLELWLQJ�D�YHUEDO

DQRPDO\�

Non-Verbal Anomalies

1RQ�YHUEDO�DQRPDOLHV�DUH�SHUKDSV�WKH�PRVW�FRPPRQO\�REVHUYHG�DQG�LQFOXGH�

deviations in body language, facial expressions, and physical movements�

([DPSOHV�LQFOXGH�H[FHVVLYH�ìGJHWLQJ��XQXVXDO�RU�SURORQJHG�H\H�FRQWDFW��RU

DYRLGDQFH�RI�LW���LQDSSURSULDWH�IDFLDO�H[SUHVVLRQV�IRU�WKH�VLWXDWLRQ��H�J���VPLOLQJ

ZKHQ�GLVFXVVLQJ�D�VHULRXV�WRSLF���ULJLG�SRVWXUH��RU�PRYHPHQWV�WKDW�VHHP�RXW�RI�V\QF

ZLWK�WKH�HQYLURQPHQW��$�SHUVRQ�FRQVWDQWO\�VFDQQLQJ�WKHLU�VXUURXQGLQJV�QHUYRXVO\�

HYHQ�ZKHQ�WKHUH
V�QR�DSSDUHQW�WKUHDW��LV�D�VWURQJ�QRQ�YHUEDO�DQRPDO\�

Situational Anomalies

6LWXDWLRQDO�DQRPDOLHV�UHIHU�WR�behaviours or characteristics that are inconsistent

with the immediate environment or context��7KLV�PLJKW�LQYROYH�DQ�LQGLYLGXDO

ZHDULQJ�LQDSSURSULDWH�DWWLUH�IRU�WKH�ZHDWKHU�RU�ORFDWLRQ��FDUU\LQJ�DQ�XQXVXDO�LWHP�

ORLWHULQJ�LQ�DQ�DUHD�ZLWKRXW�D�FOHDU�SXUSRVH��RU�HQJDJLQJ�LQ�DFWLYLWLHV�WKDW�GRQ
W�ìW

WKH�W\SLFDO�íRZ�RI�WKH�SXEOLF�VSDFH��)RU�LQVWDQFH��VRPHRQH�VWDQGLQJ�DORQH�IRU�DQ

H[WHQGHG�SHULRG�LQ�D�KLJK�WUDîF�DUHD��QRW�HQJDJLQJ�ZLWK�RWKHUV�RU�WKHLU�SKRQH�

FRXOG�EH�D�VLWXDWLRQDO�DQRPDO\�

6HOHFW�DOO�WKDW�DSSO\

Which of the following combinations of behaviours
would most strongly indicate a cluster of anomalies
warranting further investigation in a busy public
transport hub?

Identifying Anomalies

$QRPDOLHV��LQ�WKH�FRQWH[W�RI�EHKDYLRXUDO�GHWHFWLRQ��UHIHU�WR�deviations from

established baseline behaviours�WKDW�PD\�LQGLFDWH�XQXVXDO�RU�VXVSLFLRXV�DFWLYLW\�

7KHVH�DUH�DFWLRQV��H[SUHVVLRQV��RU�FKDUDFWHULVWLFV�WKDW�VWDQG�RXW�DV�LQFRQVLVWHQW�ZLWK

WKH�H[SHFWHG�QRUPV�RI�DQ�HQYLURQPHQW�RU�LQGLYLGXDO��5HFRJQLVLQJ�WKHVH�GHYLDWLRQV�LV

FUXFLDO�IRU�VHFXULW\�SHUVRQQHO��DV�WKH\�RIWHQ�VHUYH�DV�HDUO\�LQGLFDWRUV�RI�SRWHQWLDO

WKUHDWV�RU�LOOLFLW�LQWHQWLRQV��,W
V�QRW�DERXW�MXGJLQJ�DQ�LQGLYLGXDO��EXW�UDWKHU�DERXW

LGHQWLI\LQJ�EHKDYLRXUV�WKDW�ZDUUDQW�IXUWKHU��GLVFUHHW�REVHUYDWLRQ�

Detecting Anomalies

'HWHFWLQJ�DQRPDOLHV�UHTXLUHV�D�NHHQ�H\H�DQG�HDU��FRXSOHG�ZLWK�D�VROLG�XQGHUVWDQGLQJ

RI�EDVHOLQH�EHKDYLRXUV��7KH�FRUH�WHFKQLTXH�LQYROYHV�spotting deviations from this

established norm��7KLV�LV�DFKLHYHG�WKURXJK�FRQWLQXRXV��VXEWOH�REVHUYDWLRQ�DQG�DFWLYH

OLVWHQLQJ�

Observation skills�LQYROYH�V\VWHPDWLFDOO\�VFDQQLQJ�DQ�HQYLURQPHQW��QRWLQJ�JHQHUDO

SDWWHUQV��DQG�WKHQ�IRFXVLQJ�RQ�LQGLYLGXDOV�ZKR�SUHVHQW�EHKDYLRXUV�WKDW�GLëHU�IURP

WKH�EDVHOLQH��7KLV�LQFOXGHV�REVHUYLQJ�WKHLU�JDLW��SRVWXUH��H\H�PRYHPHQWV��LQWHUDFWLRQV

ZLWK�RWKHUV��DQG�WKHLU�RYHUDOO�GHPHDQRXU��,W
V�DERXW�ORRNLQJ�IRU�ZKDW�shouldn't�EH

WKHUH��RU�ZKDW�is�WKHUH�EXW�shouldn't�EH�DFWLQJ�WKDW�ZD\�

Active listening skills�JR�EH\RQG�VLPSO\�KHDULQJ�ZRUGV��,W�LQYROYHV�SD\LQJ�DWWHQWLRQ

WR�WKH�WRQH��SDFH��DQG�FRQWHQW�RI�VSHHFK��DV�ZHOO�DV�DQ\�LQFRQVLVWHQFLHV�EHWZHHQ

YHUEDO�DQG�QRQ�YHUEDO�FXHV��)RU�H[DPSOH��D�SHUVRQ�FODLPLQJ�WR�EH�UHOD[HG�EXW

H[KLELWLQJ�WHQVH�ERG\�ODQJXDJH�LV�D�VLJQLìFDQW�GHYLDWLRQ�WKDW�DFWLYH�OLVWHQLQJ�DQG

REVHUYDWLRQ�FDQ�UHYHDO��%RWK�VNLOOV�ZRUN�LQ�WDQGHP�WR�FUHDWH�D�FRPSUHKHQVLYH�SLFWXUH

RI�DQ�LQGLYLGXDO
V�EHKDYLRXU�

$�SHUVRQ�UXVKLQJ�WR�FDWFK�D

GHSDUWLQJ�WUDLQ�ZKLOH�IUHTXHQWO\

FKHFNLQJ�WKHLU�ZDWFK�

1

$Q�LQGLYLGXDO�ZHDULQJ�D�KHDY\�FRDW

RQ�D�ZDUP�GD\��VWDQGLQJ

PRWLRQOHVV�IRU�DQ�H[WHQGHG�SHULRG

QHDU�DQ�H[LW��DQG�DYRLGLQJ�H\H

FRQWDFW�ZLWK�SDVVHUV�E\�

2

$�JURXS�RI�WRXULVWV�FRQVXOWLQJ�D

PDS�DQG�VSHDNLQJ�ORXGO\�LQ�D

IRUHLJQ�ODQJXDJH�

3

6RPHRQH�UHSHDWHGO\�FKHFNLQJ�WKHLU

SKRQH��VLJKLQJ��DQG�ORRNLQJ

IUXVWUDWHG�ZKLOH�ZDLWLQJ�IRU�D

GHOD\HG�VHUYLFH�DQQRXQFHPHQW�

4

$�SHUVRQ�FDUU\LQJ�DQ�RYHUVL]HG�

HPSW\�EDFNSDFN��PDNLQJ�UHSHDWHG�

TXLFN�JODQFHV�DW�VHFXULW\�FDPHUDV�

DQG�DWWHPSWLQJ�WR�EOHQG�LQWR

GLëHUHQW�JURXSV�ZLWKRXW

LQWHUDFWLQJ�
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Evaluating and Responding to Anomalies



1. Dialogue

2. Dialogue

3. Dialogue

4. Text

5. Dialogue

6. Dialogue

7. Text

8. Dialogue

9. Text

6HOHFW�RQH

In a retail environment, which of the following
behaviours, when observed together, would be the
strongest indicator of suspicious activity,
warranting further discreet observation or
reporting?

Scenario: Unusual Behaviour in a Retail Store

:HOFRPH�WR�
7KH�5HWDLO

+XE
��D�EXV\�GHSDUWPHQW

VWRUH��,W
V�6DWXUGD\

DIWHUQRRQ��DQG�WKH�VWRUH�LV

EXVWOLQJ�ZLWK�VKRSSHUV�

)DPLOLHV��FRXSOHV��DQG

LQGLYLGXDOV�DUH�EURZVLQJ�

WU\LQJ�RQ�FORWKHV��DQG

PDNLQJ�SXUFKDVHV��$V�D

LW WL

,
P�IRFXVLQJ�RQ�WKH�VDOHV

GLVSOD\V�WR�HQVXUH�WKH\�DUH

WLG\�DQG�DWWUDFWLYH�WR

FXVWRPHUV�

,
P�HVWDEOLVKLQJ�D�EDVHOLQH�RI

QRUPDO�FXVWRPHU�íRZ�

REVHUYLQJ�KRZ�SHRSOH

W\SLFDOO\�PRYH��LQWHUDFW��DQG

HQJDJH�ZLWK�PHUFKDQGLVH�

5HPHPEHU��RXU�IRFXV�LV�RQ

KXPDQ�EHKDYLRXU��:KDW

HOHPHQWV�RI�KXPDQ�DFWLYLW\

ZRXOG�\RX�SULRULWLVH�LQ�D

EXV\�UHWDLO�VHWWLQJ�WR

HVWDEOLVK�D�EDVHOLQH"

,�ZRXOG�REVHUYH�FXVWRPHU

HQJDJHPHQW�ZLWK�SURGXFWV�

W\SLFDO�ZDONLQJ�SDWWHUQV��DQG

FRPPRQ�LQWHUDFWLRQV�EHWZHHQ

VKRSSHUV�DQG�VWDë�

,�ZRXOG�ORRN�IRU�FXVWRPHUV

ZKR�VHHP�WR�EH�VSHQGLQJ�WRR

PXFK�WLPH�LQ�RQH�VHFWLRQ�

1RZ�WKDW�\RX�KDYH�D

EDVHOLQH��REVHUYH�WKH

HOHFWURQLFV�VHFWLRQ�QHDU

WKH�EDFN�RI�WKH�VWRUH��'R

\RX�QRWLFH�DQ\RQH

H[KLELWLQJ�EHKDYLRXU�WKDW

G L W I WK "

<HV��WKHUH
V�D�SHUVRQ�LQ�D�GDUN

KRRGLH��UHSHDWHGO\�ORRNLQJ

RYHU�WKHLU�VKRXOGHU��DYRLGLQJ

H\H�FRQWDFW�ZLWK�VWDë��DQG

VSHQGLQJ�DQ�XQXVXDOO\�ORQJ

WLPH�QHDU�WKH�KLJK�YDOXH

ODSWRSV�ZLWKRXW�DFWXDOO\

WRXFKLQJ�RU�H[DPLQLQJ�WKHP�

,�VHH�D�WHHQDJHU�ORRNLQJ

LQWHQWO\�DW�D�JDPLQJ�FRQVROH�

7KH\�VHHP�H[FLWHG��ZKLFK�LV

QRUPDO�IRU�WKDW�DJH�JURXS�

Continue

,W
V�HDV\�WR�RYHUORRN�VXEWOH�FXHV�LQ�D�EXV\�HQYLURQPHQW�

5HPHPEHU�WR�ORRN�IRU�EHKDYLRXUV�WKDW�DUH�LQFRQVLVWHQW

ZLWK�WKH�SXUSRVH�RI�EHLQJ�LQ�D�UHWDLO�VWRUH��HVSHFLDOO\�QHDU

YDOXDEOH�LWHPV��/HW
V�UH�HYDOXDWH�

<RX
YH�LGHQWLìHG�D

SRWHQWLDOO\�VXVSLFLRXV

LQGLYLGXDO��+RZ�ZRXOG�\RX

DSSO\�GHWHFWLRQ�WHFKQLTXHV

WR�JDWKHU�PRUH

L I WL GL WO

,�ZRXOG�LPPHGLDWHO\�DSSURDFK

WKHP�DQG�DVN�LI�WKH\�QHHG

DVVLVWDQFH��PDNLQJ�GLUHFW�H\H

FRQWDFW�WR�JDXJH�WKHLU

UHDFWLRQ�

,�ZRXOG�PDLQWDLQ�D�FDVXDO

GLVWDQFH��REVHUYH�WKHLU�ERG\

ODQJXDJH�IRU�VLJQV�RI

QHUYRXVQHVV�RU�UHDGLQHVV�WR

íHH��DQG�QRWH�LI�WKH\

FRPPXQLFDWH�ZLWK�DQ\RQH

HOVH�RU�DWWHPSW�WR�FRQFHDO

LWHPV�

<RXU�REVHUYDWLRQV

FRQWLQXH�WR�VXJJHVW

VXVSLFLRXV�LQWHQW��7KH

LQGLYLGXDO�KDV�QRZ�PRYHG

O W LW WLOO

,�ZRXOG�ZDLW�XQWLO�,�VHH�WKHP

DWWHPSW�WR�FRQFHDO�DQ�LWHP�RU

SDVV�WKH�SRLQW�RI�VDOH�ZLWKRXW

SD\LQJ��WR�EH�DEVROXWHO\

FHUWDLQ�RI�WKHLU�LQWHQW�

,�ZRXOG�QRW�LQWHUYHQH�GLUHFWO\

EXW�LPPHGLDWHO\�UHSRUW�P\

GHWDLOHG�REVHUYDWLRQV�WR�VWRUH

PDQDJHPHQW�DQG�VHFXULW\

FRQWURO��SURYLGLQJ�WKHLU

GHVFULSWLRQ��ORFDWLRQ��DQG

VSHFLìF�EHKDYLRXUV��DOORZLQJ

WKHP�WR�LQLWLDWH�D�FRRUGLQDWHG

UHVSRQVH�

Continue

'HOD\LQJ�D�UHSRUW�XQWLO�DQ�RYHUW�DFW�RFFXUV�FDQ

FRPSURPLVH�VHFXULW\��7KH�JRDO�LV�SUHYHQWLRQ��,W
V�EHWWHU�WR

UHSRUW�VWURQJ�VXVSLFLRQV�HDUO\�VR�WKH�VHFXULW\�WHDP�FDQ

DFW��/HW
V�UHFRQVLGHU�

<RX
YH�GHFLGHG�WR�UHSRUW�

:KDW�VSHFLìF�LQIRUPDWLRQ

LV�FUXFLDO�WR�LQFOXGH�LQ�\RXU

UHSRUW�WR�HQVXUH�DQ

HëHFWLYH�UHVSRQVH�IURP

WK LW W "

,�ZRXOG�VLPSO\�VWDWH


VXVSLFLRXV�SHUVRQ�LQ

HOHFWURQLFV
�DQG�WUXVW�WKH

VHFXULW\�WHDP�WR�ìQG�WKHP

EDVHG�RQ�WKDW�

,�ZRXOG�SURYLGH�D�SUHFLVH

SK\VLFDO�GHVFULSWLRQ��FORWKLQJ�

KHLJKW��GLVWLQJXLVKLQJ

IHDWXUHV���WKHLU�FXUUHQW�H[DFW

ORFDWLRQ��WKH�VSHFLìF

VXVSLFLRXV�DFWLRQV�REVHUYHG�

DQG�WKH�GXUDWLRQ�RI�WKHVH

EHKDYLRXUV�

Try again

<RXU�NHHQ�REVHUYDWLRQ�DQG�SURPSW��GHWDLOHG�UHSRUWLQJ

DOORZHG�WKH�VHFXULW\�WHDP�WR�LQWHUFHSW�WKH�LQGLYLGXDO

EHIRUH�DQ\�WKHIW�RFFXUUHG��7KLV�VFHQDULR�GHPRQVWUDWHV�WKH

FUXFLDO�UROH�RI�EHKDYLRXUDO�GHWHFWLRQ�LQ�SUHYHQWLQJ�ORVV

DQG�PDLQWDLQLQJ�D�VDIH�UHWDLO�HQYLURQPHQW��:HOO�GRQH�

$�FXVWRPHU�WU\LQJ�RQ�PXOWLSOH

RXWìWV�DQG�VSHQGLQJ�D�ORQJ�WLPH�LQ

WKH�FKDQJLQJ�URRP�

1

$�SHUVRQ�UHSHDWHGO\�HQWHULQJ�DQG

H[LWLQJ�WKH�VWRUH�ZLWKRXW�PDNLQJ�D

SXUFKDVH��ZKLOH�IUHTXHQWO\

VFDQQLQJ�VHFXULW\�FDPHUDV�DQG

DYRLGLQJ�H\H�FRQWDFW�

2

$�SDUHQW�VWUXJJOLQJ�WR�PDQDJH�WZR

HQHUJHWLF�FKLOGUHQ�ZKLOH�EURZVLQJ

WKH�WR\�DLVOH�

3

$Q�LQGLYLGXDO�WDONLQJ�ORXGO\�RQ�WKHLU

SKRQH�ZKLOH�ZDONLQJ�WKURXJK�WKH

VWRUH�

4
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Interpreting Body Language and

Facial Expressions

%RG\�ODQJXDJH�LQFOXGHV�SRVWXUH��JHVWXUHV�

H\H�FRQWDFW��DQG�SK\VLFDO�SUR[LPLW\��)RU

LQVWDQFH��FURVVHG�DUPV�RU�OHJV�FDQ�VXJJHVW

GHIHQVLYHQHVV�RU�UHVLVWDQFH��ZKLOH�RSHQ�SDOPV

PLJKW�LQGLFDWH�KRQHVW\��(\H�FRQWDFW�LV

SDUWLFXODUO\�WHOOLQJ��H[FHVVLYH�VWDULQJ�FDQ�EH

DJJUHVVLYH��ZKLOH�DYRLGDQFH�PLJKW�VLJQDO

GLVFRPIRUW�RU�GHFHLW��)DFLDO�H[SUHVVLRQV��VXFK

DV�D�IXUURZHG�EURZ��FRQFHUQ���WLJKW�OLSV

�DQJHU���RU�D�JHQXLQH�VPLOH��KDSSLQHVV���DUH

XQLYHUVDO�LQGLFDWRUV�RI�HPRWLRQ��+RZHYHU��LW
V

FUXFLDO�WR�FRQVLGHU�FXOWXUDO�FRQWH[W��DV�VRPH

H[SUHVVLRQV�RU�JHVWXUHV�PD\�KDYH�GLëHUHQW

PHDQLQJV�DFURVV�FXOWXUHV�

Recognising Micro-expressions

0LFUR�H[SUHVVLRQV�DUH�EULHI��LQYROXQWDU\

IDFLDO�H[SUHVVLRQV�WKDW�íDVK�DFURVV�D�SHUVRQ
V

IDFH�IRU�RQO\�D�IUDFWLRQ�RI�D�VHFRQG��RIWHQ�OHVV

WKDQ�����VHFRQGV��7KH\�UHYHDO�D�SHUVRQ
V�WUXH

HPRWLRQDO�VWDWH�EHIRUH�WKH\�FDQ�FRQVFLRXVO\

VXSSUHVV�RU�PDVN�LW��%HFDXVH�WKH\�DUH�VR

íHHWLQJ�DQG�XQFRQVFLRXV��PLFUR�H[SUHVVLRQV

DUH�LQFUHGLEO\�GLîFXOW�WR�IDNH�DQG�DUH

FRQVLGHUHG�KLJKO\�UHOLDEOH�LQGLFDWRUV�RI

XQGHUO\LQJ�HPRWLRQV�OLNH�IHDU��DQJHU��VXUSULVH�

GLVJXVW��KDSSLQHVV��VDGQHVV��DQG�FRQWHPSW�

'HYHORSLQJ�WKH�DELOLW\�WR�UHFRJQLVH�WKHVH

UHTXLUHV�H[WHQVLYH�WUDLQLQJ�DQG�SUDFWLFH�

6HOHFW�RQH

A person states, "I am perfectly calm," but their
voice is trembling, they are fidgeting with their
hands, and their eyes dart around the room. What
does this scenario primarily highlight in
behavioural detection?

Decoding Human Communication: Verbal and Non-
Verbal Cues

Verbal Cues: The Spoken Word and Its

Nuances

9HUEDO�FXHV�HQFRPSDVV�HYHU\WKLQJ

FRPPXQLFDWHG�WKURXJK�VSRNHQ�ODQJXDJH�

%H\RQG�WKH�OLWHUDO�PHDQLQJ�RI�ZRUGV��WKH�ZD\

VRPHWKLQJ�LV�VDLG�FDQ�UHYHDO�D�ZHDOWK�RI

LQIRUPDWLRQ�DERXW�D�SHUVRQ
V�HPRWLRQDO�VWDWH�

LQWHQWLRQV��RU�FRJQLWLYH�SURFHVVHV��$QDO\VLQJ

WKHVH�FXHV�LV�D�FULWLFDO�VNLOO�LQ�EHKDYLRXUDO

GHWHFWLRQ�

$QDO\VLQJ�6SHHFK�3DWWHUQV�DQG�7RQH�

3D\�FORVH�DWWHQWLRQ�WR�WKH�SDFH��VSHHG���

SLWFK��KLJKQHVV�ORZQHVV���YROXPH

�ORXGQHVV���DQG�UK\WKP�RI�VSHHFK��6XGGHQ

FKDQJHV�LQ�WKHVH�SDWWHUQV��VXFK�DV�DQ

LQFUHDVH�LQ�VSHDNLQJ�VSHHG��D�KLJKHU�SLWFK�

RU�D�VKDN\�YRLFH��FDQ�LQGLFDWH�VWUHVV�

DQ[LHW\��RU�DQ�DWWHPSW�WR�FRQFHDO

LQIRUPDWLRQ��$�PRQRWRQH�YRLFH�PLJKW

VXJJHVW�D�ODFN�RI�HQJDJHPHQW�RU�D

UHKHDUVHG�UHVSRQVH�

,GHQWLI\LQJ�'HFHSWLYH�/DQJXDJH�

'HFHSWLYH�ODQJXDJH�RIWHQ�PDQLIHVWV

WKURXJK�VSHFLìF�YHUEDO�LQGLFDWRUV��7KHVH

FDQ�LQFOXGH�YDJXH�VWDWHPHQWV��TXDOLìHUV

�H�J����WR�EH�KRQHVW����DFWXDOO\����UHSHDWLQJ

WKH�TXHVWLRQ�EHIRUH�DQVZHULQJ��RU�

LQFRQVLVWHQFLHV�LQ�WKH�QDUUDWLYH�

,QGLYLGXDOV�DWWHPSWLQJ�WR�GHFHLYH�PD\�DOVR

XVH�IHZHU�VHOI�UHIHUHQFHV���,����PH���DQG

PRUH�JHQHUDO�WHUPV��RU�WKH\�PLJKW�SURYLGH

RYHUO\�GHWDLOHG��\HW�LUUHOHYDQW��LQIRUPDWLRQ

WR�GLVWUDFW�

Non-Verbal Cues: The Silent Language

1RQ�YHUEDO�FXHV�DUH�WKH�XQVSRNHQ�VLJQDOV�ZH

VHQG�WKURXJK�RXU�ERGLHV�DQG�IDFHV��7KHVH�FXHV

RIWHQ�SURYLGH�D�PRUH�UHOLDEOH�LQVLJKW�LQWR�D

SHUVRQ
V�WUXH�IHHOLQJV�DQG�LQWHQWLRQV��DV�WKH\�DUH

KDUGHU�WR�FRQVFLRXVO\�FRQWURO�WKDQ�YHUEDO

FRPPXQLFDWLRQ�

Integrating Verbal and Non-Verbal Information

)RU�D�FRPSUHKHQVLYH�DVVHVVPHQW��LW�LV�YLWDO�WR�FRPELQH�ERWK�YHUEDO�DQG�QRQ�YHUEDO

FXHV��1HLWKHU�W\SH�RI�FXH�VKRXOG�EH�DQDO\VHG�LQ�LVRODWLRQ��DV�WKHLU�LQWHUSOD\�SURYLGHV

WKH�PRVW�DFFXUDWH�SLFWXUH�RI�DQ�LQGLYLGXDO
V�EHKDYLRXU�DQG�LQWHQWLRQV�

7KDW�QRQ�YHUEDO�FXHV�DUH�DOZD\V

PRUH�UHOLDEOH�WKDQ�YHUEDO�FXHV�
1

7KDW�WKH�LQGLYLGXDO�LV�OLNHO\

H[SHULHQFLQJ�D�WHPSRUDU\�ODSVH�LQ

FRQFHQWUDWLRQ�

2

7KH�LPSRUWDQFH�RI�IRFXVLQJ�VROHO\

RQ�YHUEDO�VWDWHPHQWV�IRU

WUXWKIXOQHVV�

3

7KH�VLJQLìFDQFH�RI�XQGHUVWDQGLQJ

LQFRQVLVWHQFLHV�EHWZHHQ�YHUEDO

DQG�QRQ�YHUEDO�FXHV�

4
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+RZ�&RQWH[W�,QíXHQFHV

%HKDYLRXU�,QWHUSUHWDWLRQ

7KH�FRQWH[W�RI�D�VLWXDWLRQ�SURIRXQGO\

LQíXHQFHV�KRZ�EHKDYLRXUV�DUH�LQWHUSUHWHG��$

SHUVRQ�UXQQLQJ�IUDQWLFDOO\�PLJKW�EH�QRUPDO�DW

D�PDUDWKRQ��EXW�KLJKO\�VXVSLFLRXV�LQ�D�TXLHW

PXVHXP��6LWXDWLRQDO�DZDUHQHVV�DOORZV�VHFXULW\

SHUVRQQHO�WR�DVVHVV�LI�D�EHKDYLRXU�ìWV�WKH

HVWDEOLVKHG�EDVHOLQH�IRU�WKDW�VSHFLìF

HQYLURQPHQW��WLPH��DQG�HYHQW��,W�KHOSV

GLëHUHQWLDWH�EHWZHHQ�EHQLJQ�DFWLRQV�DQG

WKRVH�WKDW�ZDUUDQW�IXUWKHU�LQYHVWLJDWLRQ��)RU

H[DPSOH��D�SHUVRQ�ZHDULQJ�D�KHDY\�FRDW�RQ�D

ZDUP�GD\�PLJKW�EH�VXVSLFLRXV��EXW�LI�WKH\�MXVW

H[LWHG�D�IUHH]HU�XQLW�LQ�D�VXSHUPDUNHW��WKH

FRQWH[W�FKDQJHV�WKH�LQWHUSUHWDWLRQ�

([DPSOHV�RI�6LWXDWLRQDO�)DFWRUV

$ëHFWLQJ�'HWHFWLRQ

6HYHUDO�VLWXDWLRQDO�IDFWRUV�FDQ�VLJQLìFDQWO\

DëHFW�EHKDYLRXUDO�GHWHFWLRQ�

Time of Day/Week:�%HKDYLRXUDO

EDVHOLQHV�VKLIW�GUDPDWLFDOO\�EHWZHHQ�SHDN

KRXUV�DQG�Rë�SHDN�WLPHV��$�SHUVRQ

ORLWHULQJ�DW�D�FORVHG�VKRS�DW���$0�LV�PRUH

VXVSLFLRXV�WKDQ�VRPHRQH�GRLQJ�VR�GXULQJ

EXVLQHVV�KRXUV�

Weather Conditions:�3HRSOH
V�DWWLUH�DQG

PRYHPHQW�SDWWHUQV�FKDQJH�ZLWK�WKH

ZHDWKHU��+HDY\�FORWKLQJ�RQ�D�KRW�GD\�LV

DQ�DQRPDO\��EXW�QRUPDO�LQ�FROG�ZHDWKHU�

Type of Event:�$�FRQFHUW�ZLOO�KDYH

GLëHUHQW�FURZG�G\QDPLFV�DQG�DFFHSWDEOH

EHKDYLRXUV�WKDQ�D�IRUPDO�FRQIHUHQFH�

Known Threats/Intelligence:�$ZDUHQHVV

RI�UHFHQW�LQFLGHQWV�RU�VSHFLìF�LQWHOOLJHQFH

FDQ�KHLJKWHQ�YLJLODQFH�IRU�FHUWDLQ

EHKDYLRXUV�RU�LQGLYLGXDOV�ZLWKLQ�D�JLYHQ

FRQWH[W�

Cultural Factors:�8QGHUVWDQGLQJ�WKH

FXOWXUDO�QRUPV�RI�DQ�DUHD�LV�FUXFLDO�WR

DYRLG�PLVLQWHUSUHWLQJ�FXOWXUDOO\�VSHFLìF

EHKDYLRXUV�DV�VXVSLFLRXV�

6HOHFW�RQH

Why is a robust understanding of "situational
awareness" considered fundamental to effective
behavioural detection, rather than just a
supplementary skill?

Situational Awareness: Perceiving and
Understanding Your Environment

6LWXDWLRQDO�DZDUHQHVV�LV�WKH�DELOLW\�WR�SHUFHLYH�DQG�FRPSUHKHQG�ZKDW�LV�KDSSHQLQJ�LQ

RQH
V�LPPHGLDWH�HQYLURQPHQW�DQG�WR�SURMHFW�KRZ�WKRVH�HYHQWV�PLJKW�XQIROG��,W�LV�WKH

EHGURFN�XSRQ�ZKLFK�HëHFWLYH�EHKDYLRXUDO�GHWHFWLRQ�LV�EXLOW��DOORZLQJ�VHFXULW\

SHUVRQQHO�WR�XQGHUVWDQG�WKH�
QRUPDO
�EHIRUH�LGHQWLI\LQJ�DQ\�
DEQRUPDO
�DFWLYLWLHV�

:LWKRXW�D�FOHDU�JUDVS�RI�WKH�VLWXDWLRQ��HYHQ�REYLRXV�DQRPDOLHV�FDQ�EH�PLVVHG�RU

PLVLQWHUSUHWHG�


Hy\P\N�.Plm;lP^\;Z��s;iH\Hjj

$W�LWV�FRUH��VLWXDWLRQDO�DZDUHQHVV�LQYROYHV�WZR�FULWLFDO�FRPSRQHQWV��understanding

the context of a situation�DQG�assessing the environment and surroundings�

7KHVH�HOHPHQWV�ZRUN�LQ�WDQGHP�WR�FUHDWH�D�FRPSUHKHQVLYH�PHQWDO�PRGHO�RI�WKH

RSHUDWLRQDO�ODQGVFDSH�

Understanding the Context:�7KLV�UHIHUV�WR�JUDVSLQJ�WKH�SXUSRVH��W\SLFDO

DFWLYLWLHV��DQG�H[SHFWHG�EHKDYLRXUV�ZLWKLQ�D�VSHFLìF�VHWWLQJ��)RU�LQVWDQFH��WKH

FRQWH[W�RI�D�VSRUWLQJ�HYHQW�GLëHUV�VLJQLìFDQWO\�IURP�WKDW�RI�D�TXLHW�OLEUDU\��,W

LQYROYHV�NQRZLQJ�ZKR�VKRXOG�EH�WKHUH��ZKDW�WKH\�VKRXOG�EH�GRLQJ��DQG�ZK\�

Assessing the Environment and Surroundings:�7KLV�LQYROYHV�D�FRQWLQXRXV

HYDOXDWLRQ�RI�WKH�SK\VLFDO�VSDFH��LQFOXGLQJ�LWV�OD\RXW��HQWU\�DQG�H[LW�SRLQWV�

SRWHQWLDO�KLGLQJ�VSRWV��FURZG�GHQVLW\��DQG�DQ\�REMHFWV�RU�LQIUDVWUXFWXUH�WKDW

FRXOG�EH�UHOHYDQW�WR�VHFXULW\��,W
V�DERXW�EHLQJ�DZDUH�RI�WKH��ZKR��ZKDW��ZKHQ�

DQG�ZKHUH��RI�\RXU�RSHUDWLRQDO�VSDFH�

�\O;\DP\N�.Plm;lP^\;Z��s;iH\Hjj

,PSURYLQJ�VLWXDWLRQDO�DZDUHQHVV�LV�DQ�RQJRLQJ

SURFHVV�WKDW�UHOLHV�RQ�UHìQLQJ�REVHUYDWLRQ�VNLOOV

DQG�HëHFWLYHO\�XWLOLVLQJ�HQYLURQPHQWDO�FXHV�

7KHVH�WHFKQLTXHV�KHOS�VHFXULW\�SHUVRQQHO�WR

EXLOG�D�PRUH�DFFXUDWH�DQG�G\QDPLF�PHQWDO

SLFWXUH�RI�WKHLU�VXUURXQGLQJV�

Techniques for Improving Observation

Skills:�'HYHORS�V\VWHPDWLF�VFDQQLQJ

SDWWHUQV��VXFK�DV�WKH��]RQH�GHIHQFH�

PHWKRG��WR�HQVXUH�QR�DUHD�LV�RYHUORRNHG�

3UDFWLFH�DFWLYH�REVHUYDWLRQ��PRYLQJ�\RXU

JD]H�LQWHQWLRQDOO\�UDWKHU�WKDQ�SDVVLYHO\

ORRNLQJ��8WLOLVH�SHULSKHUDO�YLVLRQ�WR�GHWHFW

PRYHPHQW�DQG�FKDQJHV�RXWVLGH�\RXU

GLUHFW�IRFXV��)RFXV�RQ�GHWDLOV��EXW�DOVR

PDLQWDLQ�D�EURDG�SHUVSHFWLYH�WR

XQGHUVWDQG�WKH�RYHUDOO�íRZ�

Using Environmental Cues to Detect

Anomalies:�3D\�DWWHQWLRQ�WR�VXEWOH

FKDQJHV�LQ�\RXU�HQYLURQPHQW��7KLV

LQFOXGHV�DXGLWRU\�FXHV��XQXVXDO�VRXQGV�

FKDQJHV�LQ�FURZG�QRLVH���ROIDFWRU\�FXHV

�XQXVXDO�VPHOOV���DQG�YLVXDO�FXHV��RXW�RI�

SODFH�REMHFWV��FKDQJHV�LQ�OLJKWLQJ�

GLVUXSWLRQV�LQ�QRUPDO�SDWWHUQV�RI

PRYHPHQW�RU�DFWLYLW\���7KHVH�FXHV�FDQ

VHUYH�DV�HDUO\�ZDUQLQJ�VLJQV�WKDW

VRPHWKLQJ�LV�DPLVV�

/OH�-^ZH�^M�.Plm;lP^\;Z��s;iH\Hjj�P\


HlHDlP^\

6LWXDWLRQDO�DZDUHQHVV�LV�SDUDPRXQW�LQ

EHKDYLRXUDO�GHWHFWLRQ��DV�LW�SURYLGHV�WKH

QHFHVVDU\�IUDPHZRUN�IRU�LQWHUSUHWLQJ�REVHUYHG

EHKDYLRXUV��:LWKRXW�LW��DFWLRQV�FDQ�EH�HDVLO\

PLVLQWHUSUHWHG��OHDGLQJ�WR�IDOVH�DODUPV�RU��PRUH

FULWLFDOO\��PLVVHG�WKUHDWV�

%HFDXVH�LW�VLPSOLìHV�WKH�VHFXULW\

SURFHVV�E\�UHGXFLQJ�WKH�QHHG�IRU

GHWDLOHG�REVHUYDWLRQ�

1

%HFDXVH�LW�DOORZV�VHFXULW\

SHUVRQQHO�WR�PHPRULVH�HYHU\

LQGLYLGXDO
V�QRUPDO�EHKDYLRXU�

2

%HFDXVH�LW�SULPDULO\�IRFXVHV�RQ

SUHGLFWLQJ�IXWXUH�HYHQWV��ZKLFK�LV

WKH�VROH�SXUSRVH�RI�GHWHFWLRQ�

3

%HFDXVH�LW�HVWDEOLVKHV�WKH�EDVHOLQH

DQG�FRQWH[W�QHFHVVDU\�WR

DFFXUDWHO\�LQWHUSUHW�EHKDYLRXUV

DQG�LGHQWLI\�DQRPDOLHV�

4
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Case Studies: Successful Interventions at Ben Gurion Airport

,VUDHO
V�%HQ�*XULRQ�$LUSRUW��7/9��LV�UHQRZQHG�JOREDOO\�IRU�LWV�UREXVW�VHFXULW\��ODUJHO\

DWWULEXWHG�WR�LWV�HPSKDVLV�RQ�EHKDYLRXUDO�GHWHFWLRQ��5DWKHU�WKDQ�UHO\LQJ�VROHO\�RQ

WHFKQRORJ\�RU�SURìOLQJ�EDVHG�RQ�GHPRJUDSKLFV��VHFXULW\�SHUVRQQHO�DUH�H[WHQVLYHO\

WUDLQHG�WR�REVHUYH�DQG�HQJDJH�ZLWK�SDVVHQJHUV�

([DPSOH��$�SDVVHQJHU�PLJKW�H[KLELW�H[FHVVLYH�QHUYRXVQHVV��HYHQ�ZKHQ�WKHLU�WUDYHO

GRFXPHQWV�DUH�LQ�RUGHU�DQG�WKHLU�OXJJDJH�FOHDU��$�VHFXULW\�DJHQW��WUDLQHG�LQ

EHKDYLRXUDO�DQDO\VLV��PLJKW�LQLWLDWH�D�FDVXDO�FRQYHUVDWLRQ��DVNLQJ�DERXW�WKHLU�WULS�

,QFRQVLVWHQFLHV�LQ�WKHLU�VWRU\��HYDVLYH�H\H�FRQWDFW��RU�KHLJKWHQHG�SK\VLRORJLFDO

VWUHVV�UHVSRQVHV��H�J���UDSLG�EUHDWKLQJ��ìGJHWLQJ��FDQ�WULJJHU�IXUWKHU��PRUH�LQ�GHSWK

TXHVWLRQLQJ��7KLV�DSSURDFK�KDV�UHSRUWHGO\�OHG�WR�WKH�DSSUHKHQVLRQ�RI�QXPHURXV

LQGLYLGXDOV�ZLWK�PDOLFLRXV�LQWHQW��LQFOXGLQJ�WKRVH�DWWHPSWLQJ�WR�VPXJJOH�H[SORVLYHV

RU�FDUU\�RXW�DWWDFNV��RIWHQ�EHIRUH�WKH\�HYHQ�UHDFK�WKH�PDLQ�VHFXULW\�FKHFNSRLQWV�

7KH�IRFXV�LV�RQ�WKH�behaviour�RI�WKH�LQGLYLGXDO��QRW�WKHLU�EDFNJURXQG�

Lessons Learned from Real-World Scenarios

7KH�VXFFHVV�RI�EHKDYLRXUDO�GHWHFWLRQ��SDUWLFXODUO\�LQ�KLJK�VWDNHV�HQYLURQPHQWV�OLNH

DLUSRUWV��RëHUV�VHYHUDO�NH\�OHVVRQV�

7UDLQLQJ�LV�3DUDPRXQW��6HFXULW\�SHUVRQQHO�UHTXLUH�H[WHQVLYH��RQJRLQJ�WUDLQLQJ

LQ�SV\FKRORJ\��QRQ�YHUEDO�FRPPXQLFDWLRQ��LQWHUYLHZ�WHFKQLTXHV��DQG�FXOWXUDO

VHQVLWLYLW\��7KLV�LV�QRW�DQ�LQQDWH�VNLOO�EXW�D�GHYHORSHG�H[SHUWLVH�

,QWHJUDWHG�$SSURDFK��%HKDYLRXUDO�GHWHFWLRQ�LV�PRVW�HëHFWLYH�ZKHQ

LQWHJUDWHG�ZLWK�WHFKQRORJLFDO�VFUHHQLQJ�DQG�LQWHOOLJHQFH�JDWKHULQJ��IRUPLQJ�D

PXOWL�OD\HUHG�VHFXULW\�V\VWHP�

)RFXV�RQ�$QRPDOLHV��1RW�3URìOHV��(ëHFWLYH�EHKDYLRXUDO�GHWHFWLRQ�DYRLGV

JHQHUDO�SURìOLQJ�DQG�LQVWHDG�IRFXVHV�RQ�GHYLDWLRQV�IURP�QRUPDO�EHKDYLRXU�

ZKLFK�FDQ�EH�H[KLELWHG�E\�DQ\RQH��7KLV�HQVXUHV�IDLUQHVV�DQG�HëHFWLYHQHVV�

&RQWH[WXDO�$ZDUHQHVV��8QGHUVWDQGLQJ�WKH�VSHFLìF�HQYLURQPHQW�DQG�LWV

QRUPDO�EDVHOLQH�LV�FUXFLDO�IRU�DFFXUDWHO\�LGHQWLI\LQJ�DQRPDOLHV��:KDW�LV

VXVSLFLRXV�LQ�RQH�FRQWH[W�PLJKW�EH�QRUPDO�LQ�DQRWKHU�

&RQWLQXRXV�$GDSWDWLRQ��6HFXULW\�WKUHDWV�HYROYH��DQG�VR�WRR�PXVW�EHKDYLRXUDO

GHWHFWLRQ�VWUDWHJLHV��UHTXLULQJ�FRQVWDQW�UHYLHZ�DQG�XSGDWLQJ�RI�WUDLQLQJ�DQG

SURWRFROV�

Introduction

Implementing Effective Behavioural Detection
Programs

Establish Baseline Behaviours

Develop Specialised Training Programs

Integrate with Existing Security Measures

Foster a Culture of Vigilance and Reporting

Completed

,PSOHPHQWLQJ�D�VXFFHVVIXO�EHKDYLRXUDO�GHWHFWLRQ�SURJUDP�UHTXLUHV�D�V\VWHPDWLF�DQG

FRPSUHKHQVLYH�DSSURDFK��IRFXVLQJ�RQ�SHUVRQQHO��WUDLQLQJ��DQG�LQWHJUDWLRQ�ZLWK�H[LVWLQJ

VHFXULW\�IUDPHZRUNV�

01

%HIRUH�DQRPDOLHV�FDQ�EH�GHWHFWHG��D�FOHDU�XQGHUVWDQGLQJ�RI�ZKDW�FRQVWLWXWHV��QRUPDO�

EHKDYLRXU�ZLWKLQ�WKH�VSHFLìF�DLUSRUW�HQYLURQPHQW�LV�HVVHQWLDO��7KLV�LQYROYHV�REVHUYLQJ

W\SLFDO�SDVVHQJHU�íRZ��LQWHUDFWLRQV��DQG�UHVSRQVHV�WR�YDULRXV�VLWXDWLRQV��FRQVLGHULQJ

IDFWRUV�OLNH�WLPH�RI�GD\��FXOWXUDO�FRQWH[W��DQG�RSHUDWLRQDO�HYHQWV�

02

&RPSUHKHQVLYH�WUDLQLQJ�LV�WKH�FRUQHUVWRQH��3HUVRQQHO�PXVW�EH�HGXFDWHG�LQ�KXPDQ

SV\FKRORJ\��QRQ�YHUEDO�FRPPXQLFDWLRQ��PLFUR�H[SUHVVLRQV��DFWLYH�OLVWHQLQJ��DQG�QRQ�

FRQIURQWDWLRQDO�LQWHUYLHZ�WHFKQLTXHV��7UDLQLQJ�VKRXOG�LQFOXGH�SUDFWLFDO�H[HUFLVHV�DQG

UHDO�ZRUOG�VFHQDULRV�WR�KRQH�REVHUYDWLRQDO�VNLOOV�

03

%HKDYLRXUDO�GHWHFWLRQ�VKRXOG�QRW�RSHUDWH�LQ�LVRODWLRQ��,W�PXVW�EH�VHDPOHVVO\

LQWHJUDWHG�ZLWK�WHFKQRORJLFDO�VFUHHQLQJ��H�J���;�UD\��ERG\�VFDQQHUV��DQG�LQWHOOLJHQFH

RSHUDWLRQV��,QIRUPDWLRQ�VKDULQJ�EHWZHHQ�EHKDYLRXUDO�GHWHFWLRQ�RîFHUV�DQG�RWKHU

VHFXULW\�WHDPV�LV�FUXFLDO�IRU�D�KROLVWLF�VHFXULW\�SRVWXUH�

04

(QFRXUDJH�DOO�VHFXULW\�SHUVRQQHO��IURP�EDJJDJH�KDQGOHUV�WR�FKHFNSRLQW�RîFHUV��WR�EH

YLJLODQW�DQG�UHSRUW�DQ\�REVHUYHG�DQRPDOLHV��(VWDEOLVK�FOHDU�SURWRFROV�IRU�HVFDODWLQJ

VXVSLFLRXV�EHKDYLRXUV�IRU�IXUWKHU�LQYHVWLJDWLRQ��HQVXULQJ�WKDW�REVHUYDWLRQV�DUH�DFWHG

XSRQ�SURPSWO\�DQG�HëHFWLYHO\�

,PSOHPHQWLQJ�WKHVH�SUDFWLFHV�FUHDWHV�D�SURDFWLYH�DQG�LQWHOOLJHQW�VHFXULW\�V\VWHP�WKDW

VLJQLìFDQWO\�HQKDQFHV�DQ�DLUSRUW
V�DELOLW\�WR�GHWHU�DQG�GHWHFW�WKUHDWV�

6HOHFW�RQH

In the context of airport security, what is the
primary advantage of integrating behavioural
detection with traditional technological screening?

Behavioural Detection in
Airport Security: Real-World
Applications

%HKDYLRXUDO�GHWHFWLRQ�LQ�DLUSRUW�VHFXULW\

UHSUHVHQWV�D�SURDFWLYH�VKLIW�IURP�PHUHO\

VFUHHQLQJ�REMHFWV�WR�XQGHUVWDQGLQJ�KXPDQ

LQWHQW��7UDGLWLRQDO�VHFXULW\�PHDVXUHV��ZKLOH

HVVHQWLDO��RIWHQ�UHDFW�WR�WKUHDWV�DOUHDG\�SUHVHQW�

%\�LQWHJUDWLQJ�EHKDYLRXUDO�DQDO\VLV��DLUSRUWV�FDQ

LGHQWLI\�SRWHQWLDO�ULVNV�EHIRUH�WKH\�PDQLIHVW�

FUHDWLQJ�D�PRUH�UREXVW�DQG�DGDSWLYH�VHFXULW\

SRVWXUH��7KH�SLRQHHULQJ�ZRUN�DW�,VUDHO
V�%HQ

*XULRQ�$LUSRUW�VHUYHV�DV�D�SULPH�H[DPSOH�RI�WKLV

PHWKRGRORJ\
V�HëHFWLYHQHVV��GHPRQVWUDWLQJ�KRZ

WUDLQHG�SHUVRQQHO�FDQ�LGHQWLI\�VXVSLFLRXV

EHKDYLRXUV�WKDW�PLJKW�RWKHUZLVH�JR�XQQRWLFHG�

Overview of Airport Security Measures

&XUUHQW�DLUSRUW�VHFXULW\�SURWRFROV�W\SLFDOO\�UHO\�RQ

D�FRPELQDWLRQ�RI�WHFKQRORJLFDO�VFUHHQLQJ�DQG

SK\VLFDO�FKHFNV��7KLV�LQFOXGHV�;�UD\�PDFKLQHV�IRU

EDJJDJH��PHWDO�GHWHFWRUV��IXOO�ERG\�VFDQQHUV�IRU

SDVVHQJHUV��DQG�PDQXDO�SDW�GRZQV��:KLOH�KLJKO\

HëHFWLYH�DW�GHWHFWLQJ�SURKLELWHG�LWHPV��WKHVH

PHWKRGV�DUH�ODUJHO\�UHDFWLYH��IRFXVLQJ�RQ�WKH

�ZKDW��UDWKHU�WKDQ�WKH��ZKR��RU��ZK\��

&XUUHQW�&KDOOHQJHV�

5HDFWLYH�1DWXUH��7UDGLWLRQDO�VFUHHQLQJ

SULPDULO\�LGHQWLìHV�WKUHDWV�after�WKH\�KDYH

EHHQ�EURXJKW�WR�D�FKHFNSRLQW�

5HVRXUFH�,QWHQVLYH��+LJK�YROXPHV�RI

SDVVHQJHUV�UHTXLUH�VLJQLìFDQW�HTXLSPHQW

DQG�SHUVRQQHO��OHDGLQJ�WR�ORQJ�TXHXHV�DQG

RSHUDWLRQDO�FRVWV�

$GDSWDELOLW\��7HUURULVWV�DQG�FULPLQDOV

FRQWLQXRXVO\�VHHN�QHZ�ZD\V�WR�FLUFXPYHQW

WHFKQRORJLFDO�GHIHQFHV��PDNLQJ�VHFXULW\�D

FRQVWDQW�FDW�DQG�PRXVH�JDPH�

)DOVH�$ODUPV��7HFKQRORJ\�FDQ�JHQHUDWH

IDOVH�SRVLWLYHV��OHDGLQJ�WR�XQQHFHVVDU\

VHFRQGDU\�VFUHHQLQJV�DQG�SDVVHQJHU

GHOD\V�

The Role of Behavioural Detection in

Enhancing Security

%HKDYLRXUDO�GHWHFWLRQ�DGGV�D�FULWLFDO�OD\HU�RI

KXPDQ�LQWHOOLJHQFH�WR�WKHVH�SURWRFROV��,W�LQYROYHV

WUDLQHG�VHFXULW\�SHUVRQQHO�REVHUYLQJ�SDVVHQJHUV

IRU�VSHFLìF�QRQ�YHUEDO�FXHV��DQRPDOLHV��DQG

SDWWHUQV�RI�EHKDYLRXU�WKDW�GHYLDWH�IURP�DQ

HVWDEOLVKHG�EDVHOLQH�RI�QRUPDOF\��7KH�JRDO�LV�WR

LGHQWLI\�LQGLYLGXDOV�ZKR�PD\�KDUERXU�PDOLFLRXV

LQWHQW��UHJDUGOHVV�RI�ZKHWKHU�WKH\�DUH�FDUU\LQJ

SURKLELWHG�LWHPV�\HW�

%\�IRFXVLQJ�RQ�SUH�FULPLQDO�LQGLFDWRUV�

EHKDYLRXUDO�GHWHFWLRQ�DLPV�WR�

3URDFWLYHO\�,GHQWLI\�7KUHDWV��'HWHFW

VXVSLFLRXV�LQWHQW�EHIRUH�DQ�RYHUW�DFW�RU�WKH

SUHVHQWDWLRQ�RI�D�ZHDSRQ�H[SORVLYH�

,QFUHDVH�'HWHUUHQFH��7KH�YLVLEOH�SUHVHQFH

RI�YLJLODQW�VHFXULW\�SHUVRQQHO�DFWV�DV�D

GHWHUUHQW�

,PSURYH�(îFLHQF\��%\�IRFXVLQJ�UHVRXUFHV

RQ�LQGLYLGXDOV�H[KLELWLQJ�DQRPDOLHV��LW�FDQ

VWUHDPOLQH�WKH�SURFHVV�IRU�WKH�YDVW�PDMRULW\

RI�SDVVHQJHUV�

(QKDQFH�$GDSWDELOLW\��+XPDQ�REVHUYDWLRQ

LV�PRUH�íH[LEOH�DQG�KDUGHU�WR�SUHGLFW�RU

FLUFXPYHQW�WKDQ�ì[HG�WHFKQRORJLFDO

V\VWHPV�

,W�DOORZV�VHFXULW\�SHUVRQQHO�WR

IRFXV�H[FOXVLYHO\�RQ�SDVVHQJHU

GHPRJUDSKLFV�IRU�WKUHDW

DVVHVVPHQW�

1

,W�SURDFWLYHO\�LGHQWLìHV�PDOLFLRXV

LQWHQW�E\�REVHUYLQJ�KXPDQ

EHKDYLRXU��FRPSOHPHQWLQJ�UHDFWLYH

REMHFW�EDVHG�VFUHHQLQJ�

2

,W�SULPDULO\�UHGXFHV�WKH�QHHG�IRU

DGYDQFHG�WHFKQRORJLFDO

HTXLSPHQW��ORZHULQJ�RSHUDWLRQDO

FRVWV�

3

,W�VWDQGDUGLVHV�VHFXULW\�SURWRFROV

JOREDOO\��HOLPLQDWLQJ�WKH�QHHG�IRU

ORFDOLVHG�DGDSWDWLRQ�

4



Sharing Information with Relevant

Authorities

%H\RQG�LQWHUQDO�WHDPZRUN��sharing

information with relevant authorities�LV

FULWLFDO�IRU�D�UREXVW�VHFXULW\�IUDPHZRUN��7KLV

LQFOXGHV�ORFDO�ODZ�HQIRUFHPHQW��QDWLRQDO

VHFXULW\�DJHQFLHV��DQG�HYHQ�LQWHUQDWLRQDO

SDUWQHUV��GHSHQGLQJ�RQ�WKH�VFDOH�DQG�QDWXUH�RI

WKH�WKUHDW��(VWDEOLVKLQJ�VHFXUH�DQG�HîFLHQW

SURWRFROV�IRU�LQIRUPDWLRQ�H[FKDQJH�HQVXUHV

WKDW�FULWLFDO�LQWHOOLJHQFH��VXFK�DV�LGHQWLìHG

VXVSLFLRXV�LQGLYLGXDOV��HPHUJLQJ�WKUHDW

SDWWHUQV��RU�VXFFHVVIXO�GHWHFWLRQ�VWUDWHJLHV�

FDQ�EH�GLVVHPLQDWHG�UDSLGO\��7KLV�FROODERUDWLYH

LQWHOOLJHQFH�VKDULQJ�VWUHQJWKHQV�WKH�EURDGHU

VHFXULW\�HFRV\VWHP��HQDEOLQJ�D�FRRUGLQDWHG

UHVSRQVH�WR�FRPSOH[�DQG�HYROYLQJ�WKUHDWV��,W

SUHYHQWV�VLORV�RI�LQIRUPDWLRQ�DQG�OHYHUDJHV�D

ZLGHU�SRRO�RI�H[SHUWLVH�DQG�UHVRXUFHV�

Continuous Improvement

7KH�ODQGVFDSH�RI�VHFXULW\�WKUHDWV�LV�FRQVWDQWO\

HYROYLQJ��PDNLQJ�continuous improvement

DQ�DEVROXWH�QHFHVVLW\�IRU�EHKDYLRXUDO

GHWHFWLRQ�VWUDWHJLHV��7KLV�LQYROYHV�regularly

evaluating and updating detection

strategies�EDVHG�RQ�QHZ�LQWHOOLJHQFH��OHVVRQV

OHDUQHG�IURP�LQFLGHQWV��ERWK�VXFFHVVIXO

GHWHFWLRQV�DQG�IDLOXUHV���DQG�DGYDQFHPHQWV�LQ

WHFKQRORJ\��3RVW�LQFLGHQW�UHYLHZV�

SHUIRUPDQFH�PHWULFV��DQG�IHHGEDFN�IURP

IURQWOLQH�SHUVRQQHO�DUH�LQYDOXDEOH�IRU

LGHQWLI\LQJ�DUHDV�IRU�LPSURYHPHQW��7KLV

LWHUDWLYH�SURFHVV�HQVXUHV�WKDW�VWUDWHJLHV

UHPDLQ�UHOHYDQW�DQG�HëHFWLYH�DJDLQVW�FXUUHQW

DQG�HPHUJLQJ�WKUHDWV�

Adapting to Evolving Threats

$�NH\�DVSHFW�RI�FRQWLQXRXV�LPSURYHPHQW�LV�WKH

DELOLW\�WR�adapt to evolving threats�

$GYHUVDULHV�FRQVWDQWO\�VHHN�QHZ�PHWKRGV�WR

E\SDVV�VHFXULW\�PHDVXUHV��ZKLFK�PHDQV

GHWHFWLRQ�VWUDWHJLHV�FDQQRW�UHPDLQ�VWDWLF��7KLV

UHTXLUHV�SURDFWLYH�WKUHDW�LQWHOOLJHQFH

JDWKHULQJ��UHVHDUFK�LQWR�QHZ�EHKDYLRXUDO

SDWWHUQV�DVVRFLDWHG�ZLWK�GLëHUHQW�W\SHV�RI

WKUHDWV��DQG�íH[LEOH�WUDLQLQJ�SURJUDPPHV�WKDW

FDQ�TXLFNO\�LQFRUSRUDWH�QHZ�LQIRUPDWLRQ��$Q

DGDSWLYH�DSSURDFK�HQVXUHV�WKDW�VHFXULW\

SHUVRQQHO�DUH�DOZD\V�HTXLSSHG�ZLWK�WKH�PRVW

FXUUHQW�NQRZOHGJH�DQG�WHFKQLTXHV�WR�LGHQWLI\

DQG�UHVSRQG�WR�QRYHO�FKDOOHQJHV��PDLQWDLQLQJ

D�OHDGLQJ�HGJH�LQ�WKH�RQJRLQJ�HëRUW�WR�HQVXUH

VDIHW\�

6HOHFW�RQH

Why is the continuous evaluation and updating of
behavioural detection strategies crucial in modern
security environments?

Advanced Detection Strategies

Utilising Technology for Enhanced

Detection

0RGHUQ�EHKDYLRXUDO�GHWHFWLRQ�VLJQLìFDQWO\

EHQHìWV�IURP�WKH�VWUDWHJLF�LQWHJUDWLRQ�RI

DGYDQFHG�WHFKQRORJ\��:KLOH�KXPDQ�REVHUYDWLRQ

UHPDLQV�SDUDPRXQW��WHFKQRORJLFDO�WRROV�DFW�DV

SRZHUIXO�IRUFH�PXOWLSOLHUV��H[WHQGLQJ�WKH�UHDFK

DQG�DQDO\WLFDO�FDSDELOLWLHV�RI�VHFXULW\�SHUVRQQHO�

%\�OHYHUDJLQJ�WKHVH�WRROV��RUJDQLVDWLRQV�FDQ

PRYH�EH\RQG�SXUHO\�PDQXDO�VXUYHLOODQFH�WR�D

PRUH�VRSKLVWLFDWHG��GDWD�GULYHQ�DSSURDFK�WR

LGHQWLI\LQJ�DQG�PLWLJDWLQJ�WKUHDWV��7KLV

LQWHJUDWLRQ�DOORZV�IRU�D�PRUH�FRPSUHKHQVLYH�DQG

HîFLHQW�VHFXULW\�SRVWXUH��HQDEOLQJ�IDVWHU

UHVSRQVH�WLPHV�DQG�PRUH�DFFXUDWH�WKUHDW

DVVHVVPHQWV�

Analysing Data and Trends�LV�D�FRUQHUVWRQH�RI�WHFKQRORJ\�DLGHG�GHWHFWLRQ��6HFXULW\

V\VWHPV�QRZ�JHQHUDWH�YDVW�DPRXQWV�RI�GDWD��IURP�&&79�IRRWDJH�DQG�DFFHVV�FRQWURO

ORJV�WR�VRFLDO�PHGLD�PRQLWRULQJ�DQG�DQRPDO\�GHWHFWLRQ�DOJRULWKPV��$QDO\VLQJ�WKLV

GDWD�FDQ�UHYHDO�VXEWOH�SDWWHUQV��GHYLDWLRQV��DQG�HPHUJLQJ�WKUHDWV�WKDW�PLJKW�EH

LPSHUFHSWLEOH�WKURXJK�KXPDQ�REVHUYDWLRQ�DORQH��)RU�H[DPSOH��$,�SRZHUHG�YLGHR

DQDO\WLFV�FDQ�WUDFN�XQXVXDO�FURZG�PRYHPHQWV��ORLWHULQJ�SDWWHUQV��RU�REMHFW

DEDQGRQPHQW�RYHU�ORQJ�SHULRGV��íDJJLQJ�WKHVH�DQRPDOLHV�IRU�KXPDQ�UHYLHZ�

6LPLODUO\��QHWZRUN�WUDîF�DQDO\VLV�FDQ�LGHQWLI\�VXVSLFLRXV�GLJLWDO�IRRWSULQWV��7KLV�GDWD�

GULYHQ�DSSURDFK�DOORZV�IRU�SUHGLFWLYH�DQDO\VLV��KHOSLQJ�VHFXULW\�WHDPV�DQWLFLSDWH

SRWHQWLDO�LQFLGHQWV�DQG�DOORFDWH�UHVRXUFHV�PRUH�HëHFWLYHO\��,W�WUDQVIRUPV�UDZ

LQIRUPDWLRQ�LQWR�DFWLRQDEOH�LQWHOOLJHQFH��HQKDQFLQJ�WKH�RYHUDOO�HëHFWLYHQHVV�RI

GHWHFWLRQ�HëRUWV�

Collaboration and Information Sharing

(ëHFWLYH�EHKDYLRXUDO�GHWHFWLRQ�LV�UDUHO\�D�VROLWDU\

HëRUW��LW�WKULYHV�RQ�teamwork and

communication��6HFXULW\�SHUVRQQHO��ZKHWKHU�RQ

WKH�JURXQG�RU�LQ�D�FRQWURO�URRP��PXVW�RSHUDWH�DV

D�FRKHVLYH�XQLW��7KLV�LQYROYHV�FOHDU

FRPPXQLFDWLRQ�FKDQQHOV��VWDQGDUGLVHG�UHSRUWLQJ

SURFHGXUHV��DQG�D�VKDUHG�XQGHUVWDQGLQJ�RI

REMHFWLYHV�DQG�WKUHDW�LQGLFDWRUV��5HJXODU

EULHìQJV��GHEULHìQJV��DQG�MRLQW�WUDLQLQJ�H[HUFLVHV

IRVWHU�D�VWURQJ�FROODERUDWLYH�HQYLURQPHQW�

HQVXULQJ�WKDW�DOO�WHDP�PHPEHUV�DUH�DOLJQHG�DQG

FDQ�VHDPOHVVO\�VKDUH�REVHUYDWLRQV�DQG

LQWHOOLJHQFH��$�ZHOO�FRRUGLQDWHG�WHDP�FDQ�SLHFH

WRJHWKHU�IUDJPHQWHG�LQIRUPDWLRQ��OHDGLQJ�WR�D

PRUH�FRPSOHWH�DQG�DFFXUDWH�SLFWXUH�RI�D

GHYHORSLQJ�VLWXDWLRQ�

7R�HQVXUH�VWUDWHJLHV�UHPDLQ�VWDWLF

DQG�SUHGLFWDEOH�IRU�FRQVLVWHQW

DSSOLFDWLRQ�

1

%HFDXVH�VHFXULW\�WKUHDWV�DUH

G\QDPLF�DQG�FRQVWDQWO\�HYROYLQJ�

UHTXLULQJ�DGDSWLYH

FRXQWHUPHDVXUHV�

2

3ULPDULO\�WR�FRPSO\�ZLWK�EDVLF

UHJXODWRU\�UHTXLUHPHQWV��UDWKHU

WKDQ�HQKDQFLQJ�DFWXDO�VHFXULW\�

3

7R�UHGXFH�WKH�RYHUDOO�FRVW�RI

VHFXULW\�RSHUDWLRQV�E\�PLQLPLVLQJ

SHUVRQQHO�WUDLQLQJ�

4
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Introduction

The Behavioural Detection Process in Action

Establish Baseline

Identify Anomalies

Discreet Observation

Witness Overt Act

Intervention

Completed

01

2îFHU�'DYLHV�ìUVW�XQGHUVWDQGV�WKH�QRUPDO�DFWLYLWLHV�DQG�EHKDYLRXUV�H[SHFWHG�LQ

+\GH�3DUN�

02

+H�REVHUYHV�0U��6PLWK
V�XQXVXDO�EHKDYLRXUV��LQWHQVH�IRFXV�RQ�D�VSHFLìF�DUHD�

UHSHWLWLYH�VFDQQLQJ��LQDSSURSULDWH�DWWLUH��DQG�DYRLGDQFH�RI�H\H�FRQWDFW�

03

2îFHU�'DYLHV�PDLQWDLQV�D�VXEWOH�GLVWDQFH��FRQWLQXLQJ�WR�ZDWFK�0U��6PLWK�ZLWKRXW

DOHUWLQJ�KLP�

04

0U��6PLWK�SODFHV�D�SDFNDJH�LQ�D�EXVK��FRQìUPLQJ�VXVSLFLRXV�LQWHQW�

05

2îFHU�'DYLHV�LQWHUYHQHV��DSSUHKHQGLQJ�0U��6PLWK�DQG�UHFRYHULQJ�WKH�SDFNDJH�

SUHYHQWLQJ�D�SRWHQWLDO�FULPH�

7KLV�VWUXFWXUHG�DSSURDFK�HQVXUHV�WKDW�LQWHUYHQWLRQV�DUH�EDVHG�RQ�FRQFUHWH�REVHUYDWLRQV

DQG�GHYLDWLRQV�IURP�HVWDEOLVKHG�QRUPV��HQKDQFLQJ�SXEOLF�VDIHW\�

6HOHFW�RQH

Officer Anya observes a person at a public
gathering who is wearing a heavy coat on a warm
day, constantly looking over their shoulder, and
avoiding all eye contact. Which of the following
best describes the most appropriate initial action
based on best practices in behavioural detection?

Behavioural Detection in Law
Enforcement: Real-World
Impact

Overview of Law Enforcement

Scenarios

%HKDYLRXUDO�GHWHFWLRQ�LV�DQ�LQGLVSHQVDEOH�WRRO

DFURVV�YDULRXV�ODZ�HQIRUFHPHQW�VFHQDULRV�

SURYLGLQJ�RîFHUV�ZLWK�D�SURDFWLYH�FDSDELOLW\�WR

LGHQWLI\�DQG�PLWLJDWH�SRWHQWLDO�WKUHDWV�EHIRUH

WKH\�HVFDODWH��)URP�URXWLQH�SDWUROV�LQ�SXEOLF

VSDFHV�WR�FRPSOH[�LQYHVWLJDWLRQV�DQG�HQVXULQJ

VDIHW\�DW�ODUJH�SXEOLF�HYHQWV��WKH�DELOLW\�WR

UHFRJQLVH�GHYLDWLRQV�IURP�QRUPDO�EHKDYLRXU�LV

FUXFLDO��7KLV�DSSURDFK�PRYHV�EH\RQG�UHDFWLYH

UHVSRQVHV��DOORZLQJ�RîFHUV�WR�LQWHUYHQH�EDVHG

RQ�VXVSLFLRXV�DFWLRQV�RU�FXHV��UDWKHU�WKDQ�ZDLWLQJ

IRU�D�FULPH�WR�EH�FRPPLWWHG��,W�HPSRZHUV�ODZ

HQIRUFHPHQW�WR�SUHYHQW�FULPH�E\�DGGUHVVLQJ�WKH

URRW�LQGLFDWRUV�RI�PDOLFLRXV�LQWHQW�

5RXWLQH�3DWUROV��2îFHUV�REVHUYH�GDLO\�OLIH

LQ�FRPPXQLWLHV��ORRNLQJ�IRU�LQGLYLGXDOV�RU

DFWLYLWLHV�WKDW�GRQ
W�ìW�WKH�HVWDEOLVKHG

EDVHOLQH�RI�WKH�HQYLURQPHQW��7KLV�FRXOG�EH

LQ�SDUNV��VKRSSLQJ�GLVWULFWV��RU�UHVLGHQWLDO

DUHDV�

&ULPLQDO�,QYHVWLJDWLRQV��'HWHFWLYHV�XVH

EHKDYLRXUDO�DQDO\VLV�GXULQJ�LQWHUYLHZV�DQG

VXUYHLOODQFH�WR�LGHQWLI\�GHFHSWLYH�FXHV�

LQFRQVLVWHQFLHV��RU�XQXVXDO�SDWWHUQV�LQ

VXVSHFW�EHKDYLRXU�WKDW�PLJKW�LQGLFDWH�JXLOW

RU�FRQFHDOPHQW�RI�LQIRUPDWLRQ�

3XEOLF�(YHQWV��$W�FRQFHUWV��VSRUWLQJ

HYHQWV��RU�SROLWLFDO�UDOOLHV��RîFHUV�PRQLWRU

ODUJH�FURZGV�IRU�LQGLYLGXDOV�H[KLELWLQJ

VLJQV�RI�DJJUHVVLRQ��DQ[LHW\��RU�VXVSLFLRXV

PRYHPHQWV�WKDW�FRXOG�LQGLFDWH�D�SODQQHG

GLVUXSWLRQ�RU�DWWDFN�

%RUGHU�6HFXULW\��&XVWRPV�DQG�ERUGHU

DJHQWV�HPSOR\�EHKDYLRXUDO�GHWHFWLRQ�WR

LGHQWLI\�WUDYHOOHUV�ZKR�PLJKW�EH

DWWHPSWLQJ�WR�VPXJJOH�FRQWUDEDQG��EDVHG

RQ�QHUYRXV�EHKDYLRXU��HYDVLYH�DQVZHUV��RU

XQXVXDO�WUDYHO�SDWWHUQV�

Case Study: The Suspicious Park Visitor

���

���

���

���

&RQVLGHU�D�UHDO�ZRUOG�VFHQDULR�ZKHUH�2îFHU�'DYLHV�LV�RQ�D�URXWLQH�IRRW�SDWURO�LQ�+\GH

3DUN��/RQGRQ��D�W\SLFDOO\�EXVWOLQJ�SXEOLF�VSDFH��7KH�EDVHOLQH�IRU�WKLV�HQYLURQPHQW

LQFOXGHV�IDPLOLHV�SLFQLFNLQJ��MRJJHUV��GRJ�ZDONHUV��DQG�WRXULVWV��2îFHU�'DYLHV

REVHUYHV�DQ�LQGLYLGXDO��0U��6PLWK��VLWWLQJ�DORQH�RQ�D�EHQFK��:KLOH�QRW�LQKHUHQWO\

VXVSLFLRXV��VHYHUDO�DQRPDOLHV�EHJLQ�WR�VXUIDFH�

/DFN�RI�(QJDJHPHQW��0U��6PLWK�LV�QRW�UHDGLQJ��XVLQJ�D�SKRQH��RU�LQWHUDFWLQJ

ZLWK�WKH�HQYLURQPHQW�LQ�DQ\�W\SLFDO�ZD\��+H�DSSHDUV�WR�EH�LQWHQVHO\�IRFXVHG�RQ�D

VSHFLìF��OHVV�WUDîFNHG�DUHD�RI�WKH�SDUN�

5HSHWLWLYH�6FDQQLQJ��+H�UHSHDWHGO\�VFDQV�WKH�VDPH�DUHD��QRW�ZLWK�D�FDVXDO

JODQFH��EXW�ZLWK�D�UDSLG��DOPRVW�DQ[LRXV�PRYHPHQW�RI�KLV�KHDG��FRQWUDVWLQJ

VKDUSO\�ZLWK�WKH�UHOD[HG�SDFH�RI�RWKHU�SDUN�JRHUV�

,QDSSURSULDWH�$WWLUH��'HVSLWH�WKH�PLOG�ZHDWKHU��0U��6PLWK�LV�ZHDULQJ�D�KHDY\�

RYHUVL]HG�MDFNHW��ZKLFK�VHHPV�RXW�RI�SODFH�

$YRLGDQFH�RI�(\H�&RQWDFW��:KHQ�RWKHU�SDUN�YLVLWRUV�RU�2îFHU�'DYLHV
V�SDWURO

SDWK�EULQJV�WKHP�QHDU��0U��6PLWK�TXLFNO\�DYHUWV�KLV�JD]H�RU�VKLIWV�KLV�ERG\

VOLJKWO\��DSSHDULQJ�WR�DYRLG�LQWHUDFWLRQ�

2îFHU�'DYLHV��KDYLQJ�HVWDEOLVKHG�D�EDVHOLQH�IRU�QRUPDO�SDUN�EHKDYLRXU��LGHQWLìHV

WKHVH�GHYLDWLRQV�DV�D�FOXVWHU�RI�DQRPDOLHV��,QVWHDG�RI�LPPHGLDWH�FRQIURQWDWLRQ��KH

VXEWO\�DOWHUV�KLV�SDWURO�URXWH�WR�PDLQWDLQ�REVHUYDWLRQ�IURP�D�GLVFUHHW�GLVWDQFH��$IWHU�D

IHZ�PRUH�PLQXWHV��0U��6PLWK�VWDQGV�XS��ZDONV�GLUHFWO\�WR�D�VSHFLìF�EXVK��TXLFNO\�SODFHV

D�VPDOO�SDFNDJH�ZLWKLQ�LW��DQG�WKHQ�ZDONV�DZD\�EULVNO\��VWLOO�VFDQQLQJ�KLV�VXUURXQGLQJV�

/HVVRQV�/HDUQHG�IURP�5HDO�:RUOG�6FHQDULRV�

7KLV�LQWHUYHQWLRQ�KLJKOLJKWV�VHYHUDO�FULWLFDO�OHVVRQV�

%DVHOLQH�LV�.H\��:LWKRXW�D�FOHDU�XQGHUVWDQGLQJ�RI�QRUPDO�SDUN�EHKDYLRXU��0U�

6PLWK
V�DFWLRQV�PLJKW�KDYH�EHHQ�GLVPLVVHG�DV�HFFHQWULF�

&OXVWHU�RI�$QRPDOLHV��1R�VLQJOH�EHKDYLRXU�ZDV�GHìQLWLYH��EXW�WKH�FRPELQDWLRQ

RI�QRQ�HQJDJHPHQW��UHSHWLWLYH�VFDQQLQJ��LQDSSURSULDWH�DWWLUH��DQG�DYRLGDQFH

FUHDWHG�D�VWURQJ�LQGLFDWRU�RI�VXVSLFLRXV�LQWHQW�

'LVFUHHW�2EVHUYDWLRQ��2îFHU�'DYLHV
V�LQLWLDO�VXEWOH�REVHUYDWLRQ�DOORZHG�WKH

VLWXDWLRQ�WR�XQIROG�QDWXUDOO\��SURYLGLQJ�PRUH�HYLGHQFH�ZLWKRXW�DOHUWLQJ�WKH

LQGLYLGXDO�

7LPHO\�,QWHUYHQWLRQ��7KH�RîFHU�LQWHUYHQHG�DIWHU�ZLWQHVVLQJ�WKH�SDFNDJH

SODFHPHQW��SUHYHQWLQJ�D�SRWHQWLDO�FULPH��H�J���GUXJ�GHDOLQJ��ZHDSRQ�GURS��DQG

DSSUHKHQGLQJ�WKH�LQGLYLGXDO�ZLWK�HYLGHQFH�

Best Practices for Law Enforcement

,PSOHPHQWLQJ�DQG�VXVWDLQLQJ�HëHFWLYH�EHKDYLRXUDO�GHWHFWLRQ�SURJUDPV�ZLWKLQ�ODZ

HQIRUFHPHQW�UHTXLUHV�D�FRPPLWPHQW�WR�VSHFLìF�EHVW�SUDFWLFHV��7KHVH�SUDFWLFHV�HQVXUH

WKDW�RîFHUV�DUH�QRW�RQO\�HTXLSSHG�ZLWK�WKH�QHFHVVDU\�VNLOOV�EXW�DOVR�RSHUDWH�ZLWKLQ�D

VXSSRUWLYH�DQG�FRQWLQXRXVO\�LPSURYLQJ�IUDPHZRUN�

,PSOHPHQWLQJ�(ëHFWLYH�%HKDYLRXUDO�'HWHFWLRQ�3URJUDPV�

3ROLF\�,QWHJUDWLRQ��(PEHG�EHKDYLRXUDO�GHWHFWLRQ�LQWR�GHSDUWPHQWDO�SROLFLHV�DQG

VWDQGDUG�RSHUDWLQJ�SURFHGXUHV��PDNLQJ�LW�D�FRUH�FRPSRQHQW�RI�ODZ�HQIRUFHPHQW

VWUDWHJ\�

5HVRXUFH�$OORFDWLRQ��'HGLFDWH�VXîFLHQW�UHVRXUFHV�IRU�WUDLQLQJ��WHFKQRORJ\��DQG

SHUVRQQHO�VSHFLìFDOO\�IRU�EHKDYLRXUDO�GHWHFWLRQ�XQLWV�RU�UROHV�

'DWD�'ULYHQ�$SSURDFK��8WLOLVH�GDWD�IURP�VXFFHVVIXO�LQWHUYHQWLRQV�DQG�OHVVRQV

OHDUQHG�WR�UHìQH�VWUDWHJLHV�DQG�LGHQWLI\�HPHUJLQJ�EHKDYLRXUDO�SDWWHUQV

DVVRFLDWHG�ZLWK�FULPLQDO�DFWLYLW\�

3XEOLF�(QJDJHPHQW��(GXFDWH�WKH�SXEOLF�RQ�WKH�LPSRUWDQFH�RI�UHSRUWLQJ

VXVSLFLRXV�EHKDYLRXU��IRVWHULQJ�D�FRPPXQLW\�ZLGH�DSSURDFK�WR�VDIHW\�ZLWKRXW

SURPRWLQJ�SURìOLQJ�

7UDLQLQJ�DQG�'HYHORSPHQW�IRU�/DZ�(QIRUFHPHQW�2îFHUV�

6SHFLDOLVHG�&XUULFXOXP��'HYHORS�FRPSUHKHQVLYH�WUDLQLQJ�PRGXOHV�FRYHULQJ

KXPDQ�SV\FKRORJ\��QRQ�YHUEDO�FRPPXQLFDWLRQ��PLFUR�H[SUHVVLRQV��DFWLYH

OLVWHQLQJ��DQG�QRQ�FRQIURQWDWLRQDO�TXHVWLRQLQJ�WHFKQLTXHV�

5HDOLVWLF�6LPXODWLRQV��,QFRUSRUDWH�SUDFWLFDO��VFHQDULR�EDVHG�WUDLQLQJ�WKDW�PLPLFV

UHDO�ZRUOG�VLWXDWLRQV��DOORZLQJ�RîFHUV�WR�SUDFWLFH�REVHUYDWLRQ�DQG�LQWHUYHQWLRQ

VNLOOV�LQ�D�FRQWUROOHG�HQYLURQPHQW�

&RQWLQXRXV�3URIHVVLRQDO�'HYHORSPHQW��3URYLGH�RQJRLQJ�WUDLQLQJ��UHIUHVKHU

FRXUVHV��DQG�DGYDQFHG�ZRUNVKRSV�WR�NHHS�RîFHUV�XSGDWHG�RQ�QHZ�WKUHDWV�

HYROYLQJ�EHKDYLRXUDO�SDWWHUQV��DQG�EHVW�SUDFWLFHV�

&XOWXUDO�&RPSHWHQF\��(PSKDVLVH�FXOWXUDO�VHQVLWLYLW\�LQ�WUDLQLQJ�WR�HQVXUH

RîFHUV�FDQ�DFFXUDWHO\�LQWHUSUHW�EHKDYLRXUV�DFURVV�GLYHUVH�SRSXODWLRQV��DYRLGLQJ

ELDVHV�DQG�PLVLQWHUSUHWDWLRQV�

'LVFUHHWO\�PDLQWDLQ�REVHUYDWLRQ

IURP�D�GLVWDQFH��HVWDEOLVKLQJ�D

PRUH�FRPSUHKHQVLYH�EHKDYLRXUDO

EDVHOLQH�EHIRUH�FRQVLGHULQJ

LQWHUYHQWLRQ�

1

'LVPLVV�WKH�REVHUYDWLRQV�DV

SRWHQWLDOO\�KDUPOHVV�DQG�FRQWLQXH

ZLWK�URXWLQH�SDWURO�

2

,PPHGLDWHO\�DSSURDFK�DQG

TXHVWLRQ�WKH�LQGLYLGXDO�DERXW�WKHLU

DWWLUH�DQG�SUHVHQFH�DW�WKH�HYHQW�

3

$OHUW�DOO�QHDUE\�RîFHUV�WR

FRQYHUJH�RQ�WKH�LQGLYLGXDO�IRU�DQ

LPPHGLDWH��RYHUW�VHDUFK�

4
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Select one

In a dynamic public environment, which factor is
most crucial for accurately establishing a
behavioural baseline to detect anomalies?

Select all that apply

A security officer observes an individual at an event
who is wearing a heavy coat on a warm day,
frequently checking their watch despite no
scheduled activity, and providing overly detailed,
yet evasive, answers when asked a simple
directional question. Which types of anomalies are
present in this scenario?

Select one

Upon observing a cluster of subtle anomalies in a
crowded area, a security professional decides to
maintain discreet observation from a distance
rather than immediately intervening. What is the
primary strategic advantage of this approach?

Select one

Why is continuous evaluation and adaptation of
behavioural detection strategies considered a best
practice in security operations?

A comprehensive understanding of

the environmental context, time of

day, and cultural norms.

1
The average age demographic of

individuals in the area.
2

The historical crime rates of the

location.
3

The number of security personnel

present.
4

Situational and non-verbal

anomalies.
1 Only verbal anomalies.2

Only situational anomalies.3 Only non-verbal anomalies.4

Verbal, non-verbal, and situational

anomalies.
5

It ensures the individual is

unaware they are being observed,

preventing them from altering

their behaviour.

1

It allows for the collection of more

comprehensive evidence and

context without escalating the

situation prematurely.

2

It reduces the workload for other

security team members.
3

It minimises the need for detailed

reporting to supervisors.
4

To ensure that security protocols

remain static and predictable for

ease of training.

1

To primarily reduce the overall

operational costs associated with

security technology.

2

Because threat actors constantly

evolve their methods, requiring

security measures to adapt

proactively.

3

To standardise security responses

across all possible scenarios,

regardless of context.

4


