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Applying Vigilance: What is the most appropriate
initial response to a person exhibiting nervous
behaviour and avoiding eye contact in a crowded
area?

Scenario: Identifying Suspicious Behaviour at a
Public Event
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Online Radicalisation

Signs of Radicalisation in Individuals

The Role of Propaganda and Misinformation

Physical Security Weaknesses

Cybersecurity Vulnerabilities

Personnel Security Risks

Understanding Radicalisation
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DJDLQVW�H[WHUQDO�WKUHDWV��DFWLQJ�DV�D�FUXFLDO

GHWHUUHQW�DQG�GHWHFWLRQ�OD\HU��7R�WUXO\�JUDVS�LWV

VLJQLìFDQFH��OHW
V�H[DPLQH�D�UHDO�ZRUOG�LQFLGHQW

WKDW�H[SRVHG�YXOQHUDELOLWLHV�DQG�XQGHUVFRUHG�WKH

QHHG�IRU�FRQWLQXRXV�LPSURYHPHQW�

,Q�������D�VLJQLìFDQW�VHFXULW\�EUHDFK�RFFXUUHG�DW�/RQGRQ
V�+HDWKURZ�$LUSRUW��RQH�RI

WKH�ZRUOG
V�EXVLHVW�LQWHUQDWLRQDO�KXEV��$�ORQH�LQGLYLGXDO�PDQDJHG�WR�VFDOH�D�SHULPHWHU

IHQFH�DQG�HQWHU�WKH�DLUìHOG��XOWLPDWHO\�EHLQJ�DSSUHKHQGHG�QHDU�D�UXQZD\��:KLOH�WKH

LQWUXGHU�ZDV�QRW�D�WHUURULVW��WKH�LQFLGHQW�KLJKOLJKWHG�D�FULWLFDO�YXOQHUDELOLW\�LQ�WKH

DLUSRUW
V�H[WHQVLYH�VHFXULW\�LQIUDVWUXFWXUH��7KH�EUHDFK�GHPRQVWUDWHG�WKDW�HYHQ�ZLWK

H[LVWLQJ�SK\VLFDO�EDUULHUV��D�GHWHUPLQHG�LQGLYLGXDO�FRXOG�H[SORLW�ZHDNQHVVHV��UDLVLQJ

VHULRXV�FRQFHUQV�DERXW�WKH�SRWHQWLDO�IRU�PRUH�PDOLFLRXV�LQWUXVLRQV��7KLV�HYHQW

SURPSWHG�DQ�LPPHGLDWH�DQG�WKRURXJK�UHYLHZ�RI�+HDWKURZ
V�SHULPHWHU�VHFXULW\

SURWRFROV�DQG�OHG�WR�HQKDQFHG�PHDVXUHV�WR�SUHYHQW�IXWXUH�RFFXUUHQFHV�
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Evacuation Procedures

&OHDUO\�GHìQHG�HYDFXDWLRQ�URXWHV�DQG�

DVVHPEO\�SRLQWV�DUH�HVVHQWLDO��5HJXODU�GULOOV

HQVXUH�HYHU\RQH�NQRZV�KRZ�WR�VDIHO\�H[LW�D

EXLOGLQJ��'HVLJQDWHG�ìUH�PDUVKDOV�RU�

HPHUJHQF\�ZDUGHQV�JXLGH�SHUVRQQHO�DQG

DFFRXQW�IRU�HYHU\RQH��HQVXULQJ�QR�RQH�LV�OHIW

EHKLQG�

Lockdown Protocols

,Q�VLWXDWLRQV�OLNH�DQ�DFWLYH�WKUHDW��ORFNGRZQ

SURWRFROV�UHTXLUH�LQGLYLGXDOV�WR�VHFXUH�WKHLU

ORFDWLRQ��VKHOWHU�LQ�SODFH��UHPDLQ�VLOHQW��DQG

DZDLW�IXUWKHU�LQVWUXFWLRQV�IURP�DXWKRULWLHV�

7KLV�PLQLPLVHV�H[SRVXUH�WR�GDQJHU�DQG

LVRODWHV�WKH�WKUHDW�

Communication Strategies during

Emergencies

(ëHFWLYH�FRPPXQLFDWLRQ�LV�YLWDO��7KLV�LQFOXGHV�

DOHUW�V\VWHPV��H�J���DODUPV��PDVV

QRWLìFDWLRQV���FOHDU�LQWHUQDO�FRPPXQLFDWLRQ

FKDQQHOV�IRU�VWDë��DQG�HVWDEOLVKHG�SURWRFROV

IRU�H[WHUQDO�FRPPXQLFDWLRQ�ZLWK�HPHUJHQF\

VHUYLFHV�DQG�VWDNHKROGHUV�WR�PDQDJH�WKH

VLWXDWLRQ�HëHFWLYHO\�

:KDW�LV�WKH

SULPDU\�JRDO

RI�VWURQJ

SDVVZRUG

SROLFLHV"

7R�SUHYHQW

XQDXWKRULVHG

DFFHVV�E\�PDNLQJ

SDVVZRUGV

GLîFXOW�WR�JXHVV

RU�FUDFN��RIWHQ

FRPELQHG�ZLWK

PXOWL�IDFWRU

DXWKHQWLFDWLRQ�IRU

HQKDQFHG

VHFXULW\�

:K\�LV�GDWD

HQFU\SWLRQ

FUXFLDO�IRU

GDWD

SURWHFWLRQ"

(QFU\SWLRQ

VFUDPEOHV�GDWD�

PDNLQJ�LW

XQUHDGDEOH�WR

XQDXWKRULVHG

XVHUV��WKXV

SURWHFWLQJ

VHQVLWLYH

LQIRUPDWLRQ�ERWK

DW�UHVW�DQG�GXULQJ

WUDQVPLVVLRQ�

:KDW�LV

SKLVKLQJ

DZDUHQHVV

GHVLJQHG�WR

SUHYHQW"

3KLVKLQJ

DZDUHQHVV

HGXFDWHV

LQGLYLGXDOV�WR

UHFRJQLVH�DQG

DYRLG�PDOLFLRXV

DWWHPSWV�WR�WULFN

WKHP�LQWR

UHYHDOLQJ

VHQVLWLYH

LQIRUPDWLRQ�RU

GHSOR\LQJ

PDOZDUH�

Understanding Security Protocols

Access Control Procedures

(ëHFWLYH�DFFHVV�FRQWURO�LV�IXQGDPHQWDO�WR

SUHYHQWLQJ�XQDXWKRULVHG�HQWU\�DQG�PDLQWDLQLQJ�D

VHFXUH�HQYLURQPHQW��,W�LQYROYHV�D�V\VWHPDWLF

DSSURDFK�WR�YHULI\LQJ�LGHQWLWLHV�DQG�PDQDJLQJ

ZKR�FDQ�HQWHU�VSHFLìF�DUHDV��IRUPLQJ�WKH�ìUVW

OLQH�RI�GHIHQFH�DJDLQVW�SRWHQWLDO�WKUHDWV�

,GHQWLìFDWLRQ�DQG�9HULìFDWLRQ�0HWKRGV��8WLOLVLQJ�PHWKRGV�OLNH�ELRPHWULF

VFDQV��ìQJHUSULQWV��IDFLDO�UHFRJQLWLRQ���,'�FDUGV��DQG�VHFXULW\�TXHVWLRQV�WR

FRQìUP�DQ�LQGLYLGXDO
V�LGHQWLW\�EHIRUH�JUDQWLQJ�DFFHVV�

9LVLWRU�0DQDJHPHQW�3URWRFROV��,PSOHPHQWLQJ�VWULFW�SURFHGXUHV�IRU�YLVLWRUV�

LQFOXGLQJ�VLJQ�LQ�RXW�SURFHVVHV��LVVXLQJ�WHPSRUDU\�EDGJHV��DQG�UHTXLULQJ

HVFRUWV�LQ�UHVWULFWHG�DUHDV�WR�WUDFN�DQG�FRQWURO�WKHLU�PRYHPHQWV�

5HVWULFWHG�$UHD�$FFHVV��(PSOR\LQJ�NH\FDUG�V\VWHPV��3,1�FRGHV��RU�ELRPHWULF

UHDGHUV�WR�HQVXUH�WKDW�RQO\�DXWKRULVHG�SHUVRQQHO�ZLWK�VSHFLìF�FOHDUDQFH�FDQ

HQWHU�VHQVLWLYH�RU�KLJK�VHFXULW\�]RQHV�

Emergency Response Plans

&RPSUHKHQVLYH�HPHUJHQF\�UHVSRQVH�SODQV�DUH

FUXFLDO�IRU�HQVXULQJ�VDIHW\�DQG�PLQLPLVLQJ�KDUP

GXULQJ�FULWLFDO�LQFLGHQWV��7KHVH�SODQV�RXWOLQH

VWUXFWXUHG�DFWLRQV�WR�EH�WDNHQ�LQ�YDULRXV

HPHUJHQF\�VFHQDULRV��SURWHFWLQJ�ERWK�SHUVRQQHO

DQG�DVVHWV�

Cybersecurity Measures

,Q�DQ�LQFUHDVLQJO\�GLJLWDO�ZRUOG��UREXVW�F\EHUVHFXULW\�PHDVXUHV�DUH�LQGLVSHQVDEOH�IRU

SURWHFWLQJ�VHQVLWLYH�LQIRUPDWLRQ�DQG�FULWLFDO�V\VWHPV�IURP�F\EHU�WKUHDWV��ZKLFK�FDQ

RIWHQ�SUHFHGH�RU�DFFRPSDQ\�SK\VLFDO�DWWDFNV��$�PXOWL�OD\HUHG�DSSURDFK�LV�UHTXLUHG�WR

GHIHQG�DJDLQVW�VRSKLVWLFDWHG�F\EHU�DGYHUVDULHV�



1. Dialogue

2. Text

3. Dialogue

4. Dialogue

5. Text

6. Dialogue

7. Text

8. Text

6HOHFW�RQH

Identifying Suspicious Packages: Which of the
following characteristics, if observed on a package,
would be the most immediate and critical indicator
of it being suspicious and requiring immediate
reporting?

Scenario: Responding to a Suspicious Package

2K�QR��,�MXVW�IRXQG�WKLV

SDFNDJH�LQ�WKH�PDLOURRP�

,W
V�XQPDUNHG��OHDNLQJ�D

VWUDQJH�VXEVWDQFH��DQG

WLFNLQJ�IDLQWO\��:KDW�VKRXOG

,�GR"

'R�QRW�WRXFK�LW��:H�QHHG�WR

NHHS�D�VDIH�GLVWDQFH�DQG�DOHUW

VHFXULW\�LPPHGLDWHO\�

/HW
V�RSHQ�LW�FDUHIXOO\�WR�VHH

ZKDW
V�LQVLGH�

Continue

$WWHPSWLQJ�WR�RSHQ�D�SDFNDJH�ZLWK�WKRVH�FKDUDFWHULVWLFV

FRXOG�KDYH�VHYHUH�FRQVHTXHQFHV��$OZD\V�DVVXPH�WKH

ZRUVW�DQG�SULRULWLVH�VDIHW\�

$OULJKW��\RX
YH�VHFXUHG�WKH

LPPHGLDWH�DUHD��:KDW
V

\RXU�QH[W�PRYH�WR�HQVXUH

HYHU\RQH
V�VDIHW\�DQG

PDQDJH�WKH�VLWXDWLRQ"

,
OO�HVWDEOLVK�D�ZLGHU�H[FOXVLRQ

]RQH��HYDFXDWH�QRQ�HVVHQWLDO

SHUVRQQHO��DQG�SUHYHQW

DQ\RQH�IURP�DSSURDFKLQJ�

,
OO�WU\�WR�PRYH�WKH�SDFNDJH�WR

D�PRUH�LVRODWHG�DUHD�WR

FRQWDLQ�WKH�OHDN�

7KH�DUHD�LV�VHFXUHG��1RZ�

ZKR�GR�\RX�FRQWDFW��DQG

ZKDW�LQIRUPDWLRQ�GR�\RX

SURYLGH�ZKHQ�UHSRUWLQJ

WKLV�LQFLGHQW"

,
OO�FDOO�P\�PDQDJHU�ìUVW��WKHQ

VHQG�DQ�HPDLO�WR�WKH�JHQHUDO

VHFXULW\�LQER[�

,
OO�LPPHGLDWHO\�FDOO

HPHUJHQF\�VHUYLFHV��H�J��

���������DQG�RXU�LQWHUQDO

VHFXULW\�WHDP��SURYLGLQJ�D

FOHDU�GHVFULSWLRQ�RI�WKH

SDFNDJH�DQG�LWV�ORFDWLRQ�

Continue

)RU�FULWLFDO�LQFLGHQWV��WLPH�LV�RI�WKH�HVVHQFH��$OZD\V�IROORZ

HVWDEOLVKHG�HPHUJHQF\�UHSRUWLQJ�SURFHGXUHV�WR�HQVXUH

WKH�IDVWHVW�UHVSRQVH�IURP�WUDLQHG�SURIHVVLRQDOV�

*RRG�QHZV��7KH�ERPE

GLVSRVDO�XQLW�H[DPLQHG�WKH

SDFNDJH��DQG�LW�ZDV�IRXQG

WR�EH�D�KDUPOHVV��DOEHLW

XQXVXDO��GHOLYHU\��:KDW

NH\�OHVVRQ�VKRXOG�ZH�WDNH

IURP�WKLV�LQFLGHQW�IRU

IXWXUH�SDFNDJH�KDQGOLQJ

DQG�UHSRUWLQJ"

:H�PXVW�UHLQIRUFH�WUDLQLQJ�RQ

VXVSLFLRXV�SDFNDJH�LQGLFDWRUV�

GRFXPHQW�WKH�LQFLGHQW

WKRURXJKO\��DQG�UHYLHZ�RXU

UHVSRQVH�SURWRFROV�

6LQFH�LW�ZDV�KDUPOHVV��ZH

GRQ
W�QHHG�WR�FKDQJH�DQ\WKLQJ

RU�GRFXPHQW�LW�IXUWKHU�

Try again

(YHQ�ZKHQ�D�WKUHDW�LV�EHQLJQ��WKH�SURFHVV�RI�LGHQWLI\LQJ

DQG�UHVSRQGLQJ�WR�LW�LV�D�FUXFLDO�OHDUQLQJ�H[SHULHQFH�

$OZD\V�GRFXPHQW�DQG�UHYLHZ�WR�UHìQH�SURWRFROV�

Continue

0RYLQJ�D�SRWHQWLDOO\�GDQJHURXV�LWHP�LV�D�VLJQLìFDQW�ULVN�

7KH�JRDO�LV�WR�FRQWDLQ�WKH�WKUHDW��QRW�WR�PRYH�LW��/HW
V

UHFRQVLGHU�

2LO\�VWDLQV��VWUDQJH�RGRXUV��RU

SURWUXGLQJ�ZLUHV�
1

$�KDQGZULWWHQ�DGGUHVV�ZLWK�QR

UHWXUQ�DGGUHVV�
2

$�FRPPRQ�VHQGHU
V�QDPH�EXW�DQ

XQIDPLOLDU�DGGUHVV�
3

([FHVVLYH�SRVWDJH�DQG�XQXVXDO

SRVWPDUNV�
4
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Who to Report Suspicious Activities To

How to Provide Accurate and Detailed Information

The Importance of Timely Reporting

Avoiding Confrontation

Protecting Oneself and Others

Following Instructions from Authorities

Reporting Procedures

:KHQ�\RX�LGHQWLI\�VXVSLFLRXV�DFWLYLW\��NQRZLQJ�KRZ�DQG�WR�ZKRP�WR�UHSRUW�LW�LV

SDUDPRXQW�

Internal Security/Management:�<RXU�LPPHGLDWH�VXSHUYLVRU��VHFXULW\�WHDP��RU

GHVLJQDWHG�VHFXULW\�FRQWDFW�ZLWKLQ�\RXU�RUJDQLVDWLRQ�

Law Enforcement:�)RU�LPPHGLDWH�DQG�VHULRXV�WKUHDWV��FRQWDFW�HPHUJHQF\

VHUYLFHV��H�J�������LQ�WKH�8.������LQ�WKH�86��RU�\RXU�ORFDO�SROLFH�QRQ�HPHUJHQF\

OLQH�IRU�OHVV�XUJHQW�EXW�VWLOO�FRQFHUQLQJ�REVHUYDWLRQV�

:KHQ�UHSRUWLQJ��EH�SUHSDUHG�WR�SURYLGH�DV�PXFK�GHWDLO�DV�SRVVLEOH�

What you observed:�'HVFULEH�WKH�DFWLYLW\��REMHFWV��RU�LQGLYLGXDOV�

When you observed it:�3URYLGH�VSHFLìF�GDWHV�DQG�WLPHV�

Where you observed it:�*LYH�D�SUHFLVH�ORFDWLRQ�

Who was involved:�'HVFULEH�LQGLYLGXDOV��FORWKLQJ��GLVWLQJXLVKLQJ�IHDWXUHV�

GLUHFWLRQ�RI�WUDYHO��

Why it seemed suspicious:�([SODLQ�\RXU�FRQFHUQV�

Your contact details:�%H�UHDG\�WR�SURYLGH�\RXU�QDPH�DQG�FRQWDFW�LQIRUPDWLRQ

IRU�IROORZ�XS�

Early Intervention:�7LPHO\�UHSRUWLQJ�DOORZV�DXWKRULWLHV�WR�LQYHVWLJDWH�DQG

LQWHUYHQH�EHIRUH�DQ�LQFLGHQW�HVFDODWHV�

Information Gathering:�(YHQ�VHHPLQJO\�PLQRU�GHWDLOV�FDQ�FRQWULEXWH�WR�D

ODUJHU�LQWHOOLJHQFH�SLFWXUH��KHOSLQJ�WR�SUHYHQW�IXWXUH�DWWDFNV�

Protecting Lives:�<RXU�UHSRUW�FRXOG�EH�FUXFLDO�LQ�VDYLQJ�OLYHV�DQG�SUHYHQWLQJ

KDUP�

Maintaining Personal Safety

<RXU�VDIHW\�DQG�WKH�VDIHW\�RI�RWKHUV�DUH�DOZD\V�WKH�WRS�SULRULW\�ZKHQ�HQFRXQWHULQJ

VXVSLFLRXV�DFWLYLWLHV�

Do not approach:�1HYHU�GLUHFWO\�FRQIURQW�DQ�LQGLYLGXDO�\RX�VXVSHFW�RI

VXVSLFLRXV�DFWLYLW\��7KLV�FRXOG�HVFDODWH�WKH�VLWXDWLRQ�DQG�SXW�\RX�LQ�GDQJHU�

Maintain distance:�.HHS�D�VDIH�GLVWDQFH�IURP�VXVSLFLRXV�LQGLYLGXDOV�RU

REMHFWV�

Do not draw attention:�2EVHUYH�GLVFUHHWO\�ZLWKRXW�PDNLQJ�H\H�FRQWDFW�RU

DSSHDULQJ�WR�ZDWFK�WKHP�

Move to safety:�,I�SRVVLEOH��GLVFUHHWO\�UHPRYH�\RXUVHOI�DQG�RWKHUV�IURP�WKH

LPPHGLDWH�DUHD�RI�VXVSLFLRQ�

Alert others:�,I�VDIH�WR�GR�VR��VXEWO\�ZDUQ�FROOHDJXHV�RU�WKRVH�QHDUE\�WR�EH

YLJLODQW�ZLWKRXW�FDXVLQJ�SDQLF�

Trust your instincts:�,I�VRPHWKLQJ�IHHOV�ZURQJ��LW�SUREDEO\�LV��3ULRULWLVH�\RXU

VDIHW\�

Comply immediately:�,I�DXWKRULWLHV�DUULYH��IROORZ�DOO�WKHLU�LQVWUXFWLRQV�ZLWKRXW

KHVLWDWLRQ�

Provide information:�&RRSHUDWH�IXOO\�ZLWK�ODZ�HQIRUFHPHQW��SURYLGLQJ�DQ\

LQIRUPDWLRQ�\RX�KDYH�FOHDUO\�DQG�FDOPO\�

Stay informed:�3D\�DWWHQWLRQ�WR�RîFLDO�DOHUWV�DQG�JXLGDQFH�GXULQJ�DQ�RQJRLQJ

LQFLGHQW�

Responding to Suspicious Activities

9LJLODQFH�LV�NH\�LQ�DQWL�WHUURULVP�VHFXULW\

DZDUHQHVV��%HLQJ�DEOH�WR�identify suspicious

activities�DQG�NQRZLQJ�WKH�FRUUHFW�reporting

procedures�DUH�FUXFLDO�VWHSV�LQ�SUHYHQWLQJ

SRWHQWLDO�WKUHDWV��7KLV�DOVR�LQFOXGHV

XQGHUVWDQGLQJ�KRZ�WR�maintain personal safety

GXULQJ�VXFK�LQFLGHQWV�

Identifying Indicators of Suspicious

Behaviour

5HFRJQLVLQJ�WKH�VXEWOH�VLJQV�RI�VXVSLFLRXV

EHKDYLRXU�FDQ�EH�WKH�ìUVW�VWHS�LQ�SUHYHQWLQJ�D

VHFXULW\�LQFLGHQW��,W
V�DERXW�QRWLFLQJ�ZKDW�GRHVQ
W

ìW�WKH�QRUP�

Unusual Patterns of Activity:�/RRN�IRU

LQGLYLGXDOV�RU�JURXSV�ZKR�VHHP�RXW�RI

SODFH��DUH�ORLWHULQJ�ZLWKRXW�DSSDUHQW

SXUSRVH��RU�DUH�UHSHDWHGO\�REVHUYLQJ�D

ORFDWLRQ��7KLV�FRXOG�LQFOXGH�VRPHRQH

ìOPLQJ�VHFXULW\�FDPHUDV��GUDZLQJ

GLDJUDPV��RU�WDNLQJ�QRWHV�RI�HQWU\�DQG�H[LW

SRLQWV�

Elicitation Attempts (Gathering

Information):�%H�ZDU\�RI�LQGLYLGXDOV

DWWHPSWLQJ�WR�JDLQ�VHQVLWLYH�LQIRUPDWLRQ

WKURXJK�XQXVXDO�TXHVWLRQV�RU

FRQYHUVDWLRQV��7KLV�PLJKW�LQYROYH�DVNLQJ

DERXW�VHFXULW\�SURWRFROV��VWDîQJ�OHYHOV��RU

VSHFLìF�YXOQHUDELOLWLHV��RIWHQ�XQGHU�D�IDOVH

SUHWH[W�RU�ZLWK�H[FHVVLYH�FXULRVLW\�

Surveillance Activities:�7KLV�LQYROYHV

LQGLYLGXDOV�RYHUWO\�RU�FRYHUWO\�REVHUYLQJ

DQG�UHFRUGLQJ�DFWLYLWLHV��SHUVRQQHO��RU

IDFLOLWLHV��7KH\�PLJKW�XVH�ELQRFXODUV�

FDPHUDV��RU�HYHQ�GURQHV��RIWHQ�UHWXUQLQJ

WR�WKH�VDPH�ORFDWLRQ�PXOWLSOH�WLPHV�



7KH�,PSRUWDQFH�RI�%XLOGLQJ�7UXVW�ZLWK�WKH�&RPPXQLW\

%XLOGLQJ�WUXVW�LV�SDUDPRXQW��:KHQ�FRPPXQLWLHV�WUXVW�ODZ�HQIRUFHPHQW��WKH\�DUH

PRUH�OLNHO\�WR�VKDUH�FULWLFDO�LQIRUPDWLRQ��YLHZ�RîFHUV�DV�SDUWQHUV��DQG�DFWLYHO\

SDUWLFLSDWH�LQ�VDIHW\�LQLWLDWLYHV��7KLV�WUXVW�LV�FXOWLYDWHG�WKURXJK�FRQVLVWHQW��SRVLWLYH

HQJDJHPHQW��WUDQVSDUHQF\��DQG�D�JHQXLQH�FRPPLWPHQW�WR�DGGUHVVLQJ�ORFDO

FRQFHUQV�

7KH�5ROH�RI�&RPPXQLW\�0HPEHUV�LQ�5HSRUWLQJ�6XVSLFLRXV

$FWLYLWLHV

&RPPXQLW\�PHPEHUV�DUH�RIWHQ�WKH�ìUVW�WR�QRWLFH�XQXVXDO�EHKDYLRXU�RU�DFWLYLWLHV

WKDW�FRXOG�LQGLFDWH�D�SRWHQWLDO�WKUHDW��(GXFDWLQJ�WKH�SXEOLF�RQ�ZKDW�FRQVWLWXWHV

VXVSLFLRXV�DFWLYLW\�DQG�SURYLGLQJ�DFFHVVLEOH��FRQìGHQWLDO�UHSRUWLQJ�FKDQQHOV

HPSRZHUV�WKHP�WR�DFW�DV�YLWDO�
H\HV�DQG�HDUV
�IRU�ODZ�HQIRUFHPHQW��FRQWULEXWLQJ

VLJQLìFDQWO\�WR�HDUO\�GHWHFWLRQ�DQG�SUHYHQWLRQ�

7KH�%HQHìWV�RI�&ROODERUDWLYH�(ëRUWV�%HWZHHQ�/DZ�(QIRUFHPHQW

DQG�WKH�3XEOLF

&ROODERUDWLRQ�FUHDWHV�D�V\QHUJLVWLF�HëHFW��FRPELQLQJ�WKH�LQYHVWLJDWLYH�UHVRXUFHV�DQG

H[SHUWLVH�RI�ODZ�HQIRUFHPHQW�ZLWK�WKH�ORFDO�NQRZOHGJH�DQG�YLJLODQFH�RI�WKH

FRPPXQLW\��7KLV�SDUWQHUVKLS�HQKDQFHV�LQWHOOLJHQFH�JDWKHULQJ��LPSURYHV�UHVSRQVH

WLPHV��DQG�EXLOGV�D�PRUH�UHVLOLHQW�VRFLHW\�FDSDEOH�RI�UHVLVWLQJ�DQG�GHWHUULQJ�WHUURULVW

WKUHDWV�

Introduction

Implementing Effective Community Policing Strategies

Establishing Open Communication Channels

Providing Training and Awareness Programmes

Encouraging Community Participation in Security Initiatives

Completed

01

&UHDWH�DFFHVVLEOH�DQG�WUXVWHG�DYHQXHV�IRU�FRPPXQLFDWLRQ��VXFK�DV�FRPPXQLW\�OLDLVRQ

RîFHUV��GHGLFDWHG�KRWOLQHV��RQOLQH�SODWIRUPV��DQG�UHJXODU�SXEOLF�PHHWLQJV��(QVXUH

WKHVH�FKDQQHOV�DUH�SHUFHLYHG�DV�VDIH�DQG�FRQìGHQWLDO�IRU�UHSRUWLQJ�VHQVLWLYH

LQIRUPDWLRQ�

02

(GXFDWH�FRPPXQLW\�PHPEHUV�RQ�LQGLFDWRUV�RI�UDGLFDOLVDWLRQ�DQG�VXVSLFLRXV�DFWLYLWLHV�

2ëHU�ZRUNVKRSV�DQG�UHVRXUFHV�WKDW�HQKDQFH�SXEOLF�XQGHUVWDQGLQJ�RI�FRXQWHU�

WHUURULVP�HëRUWV�DQG�KRZ�WKH\�FDQ�VDIHO\�FRQWULEXWH��ZLWKRXW�IRVWHULQJ�IHDU�RU

GLVFULPLQDWLRQ�

03

,QYROYH�UHVLGHQWV�LQ�ORFDO�VDIHW\�JURXSV��QHLJKERXUKRRG�ZDWFK�VFKHPHV��DQG�MRLQW

SUREOHP�VROYLQJ�LQLWLDWLYHV�ZLWK�ODZ�HQIRUFHPHQW��(PSRZHU�WKHP�WR�WDNH�RZQHUVKLS

RI�WKHLU�FRPPXQLW\
V�VDIHW\�DQG�EHFRPH�DFWLYH�SDUWQHUV�LQ�SUHYHQWLQJ�FULPH�DQG

WHUURULVP�

%\�LQWHJUDWLQJ�WKHVH�VWUDWHJLHV��FRPPXQLWLHV�FDQ�EHFRPH�PRUH�UHVLOLHQW��DQG�ODZ

HQIRUFHPHQW�FDQ�RSHUDWH�PRUH�HëHFWLYHO\�LQ�SUHYHQWLQJ�DQG�UHVSRQGLQJ�WR�SRWHQWLDO

WHUURULVW�WKUHDWV�

Real-World Application: Community Policing and
Counter-Terrorism

&RPPXQLW\�SROLFLQJ�LV�D�SKLORVRSK\�WKDW

SURPRWHV�RUJDQLVDWLRQDO�VWUDWHJLHV�ZKLFK

VXSSRUW�WKH�V\VWHPDWLF�XVH�RI�SDUWQHUVKLSV�DQG

SUREOHP�VROYLQJ�WHFKQLTXHV�WR�SURDFWLYHO\

DGGUHVV�WKH�LPPHGLDWH�FRQGLWLRQV�WKDW�JLYH�ULVH

WR�SXEOLF�VDIHW\�LVVXHV�VXFK�DV�FULPH��VRFLDO

GLVRUGHU��DQG�IHDU�RI�FULPH��:KHQ�DSSOLHG�WR

FRXQWHU�WHUURULVP��LW�IRFXVHV�RQ�EXLOGLQJ�WUXVW

DQG�FROODERUDWLRQ�EHWZHHQ�ODZ�HQIRUFHPHQW�DQG

ORFDO�FRPPXQLWLHV�WR�LGHQWLI\�DQG�PLWLJDWH

SRWHQWLDO�WKUHDWV�

Case Study: The "Safe Neighbourhoods Initiative" in London

,Q�D�GLYHUVH�ERURXJK�RI�/RQGRQ��D�FRPSUHKHQVLYH��6DIH�1HLJKERXUKRRGV�,QLWLDWLYH�

ZDV�ODXQFKHG��DLPLQJ�WR�IRVWHU�VWURQJHU�WLHV�EHWZHHQ�WKH�0HWURSROLWDQ�3ROLFH�DQG

ORFDO�UHVLGHQWV��7KH�SURJUDPPH�IRFXVHG�RQ�HPEHGGLQJ�SROLFH�RîFHUV�ZLWKLQ�VSHFLìF

FRPPXQLWLHV��HQFRXUDJLQJ�UHJXODU�LQIRUPDO�LQWHUDFWLRQV��DQG�HVWDEOLVKLQJ�GLUHFW

FRPPXQLFDWLRQ�FKDQQHOV�EH\RQG�WUDGLWLRQDO�UHSRUWLQJ�PHWKRGV�

7KURXJK�FRPPXQLW\�IRUXPV��ORFDO�HYHQWV��DQG�GHGLFDWHG�QHLJKERXUKRRG�OLDLVRQ

RîFHUV��UHVLGHQWV�IHOW�PRUH�FRPIRUWDEOH�VKDULQJ�FRQFHUQV��LQFOXGLQJ�VXEWOH

REVHUYDWLRQV�WKDW�PLJKW�RWKHUZLVH�JR�XQUHSRUWHG��7KLV�SURDFWLYH�HQJDJHPHQW�OHG�WR

VHYHUDO�LQVWDQFHV�ZKHUH�HDUO\�LQWHOOLJHQFH��JDWKHUHG�IURP�YLJLODQW�FRPPXQLW\

PHPEHUV��KHOSHG�GLVUXSW�SRWHQWLDO�H[WUHPLVW�DFWLYLWLHV��)RU�H[DPSOH��UHSRUWV�RI

XQXVXDO�RQOLQH�EHKDYLRXU��VXGGHQ�FKDQJHV�LQ�LQGLYLGXDOV
�LGHRORJLHV��RU�VXVSLFLRXV

JDWKHULQJV�LQ�SULYDWH�UHVLGHQFHV�ZHUH�VKDUHG�ZLWK�WUXVWHG�RîFHUV��7KLV�LQIRUPDWLRQ�

ZKHQ�FURVV�UHIHUHQFHG�ZLWK�RWKHU�LQWHOOLJHQFH��DOORZHG�DXWKRULWLHV�WR�LQWHUYHQH�

SURYLGH�VXSSRUW��DQG�SUHYHQW�LQGLYLGXDOV�IURP�SURJUHVVLQJ�IXUWKHU�GRZQ�D�SDWK�RI

UDGLFDOLVDWLRQ�RU�SODQQLQJ�KDUPIXO�DFWV��GHPRQVWUDWLQJ�WKH�WDQJLEOH�LPSDFW�RI

FRPPXQLW\�WUXVW�RQ�QDWLRQDO�VHFXULW\�
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Secure Password Practices

6WURQJ��XQLTXH�SDVVZRUGV�DUH�\RXU�ìUVW�OLQH�RI�GHIHQFH�

Complexity:�8VH�D�FRPELQDWLRQ�RI�XSSHU�DQG�ORZHU�FDVH�OHWWHUV��QXPEHUV��DQG

V\PEROV�

Uniqueness:�1HYHU�UHXVH�SDVVZRUGV�DFURVV�GLëHUHQW�DFFRXQWV�

Length:�$LP�IRU�SDVVZRUGV�WKDW�DUH�DW�OHDVW�������FKDUDFWHUV�ORQJ�

Password Managers:�&RQVLGHU�XVLQJ�D�UHSXWDEOH�SDVVZRUG�PDQDJHU�WR

VHFXUHO\�VWRUH�DQG�JHQHUDWH�FRPSOH[��XQLTXH�SDVVZRUGV�

Multi-Factor Authentication (MFA):�$OZD\V�HQDEOH�0)$�ZKHUH�DYDLODEOH��7KLV

DGGV�DQ�H[WUD�OD\HU�RI�VHFXULW\�E\�UHTXLULQJ�D�VHFRQG�IRUP�RI�YHULìFDWLRQ��H�J��

D�FRGH�IURP�\RXU�SKRQH��LQ�DGGLWLRQ�WR�\RXU�SDVVZRUG�

Data Encryption

(QFU\SWLRQ�LV�WKH�SURFHVV�RI�FRQYHUWLQJ�LQIRUPDWLRQ�RU�GDWD�LQWR�D�FRGH�WR�SUHYHQW

XQDXWKRULVHG�DFFHVV�

Data at Rest:�(QVXUH�VHQVLWLYH�ìOHV�VWRUHG�RQ�\RXU�FRPSXWHU��FORXG�GULYHV��RU

H[WHUQDO�GHYLFHV�DUH�HQFU\SWHG�

Data in Transit:�8VH�VHFXUH�FRQQHFWLRQV��H�J���+7736�IRU�ZHEVLWHV��931V�IRU

UHPRWH�DFFHVV��WR�HQFU\SW�GDWD�DV�LW�WUDYHOV�DFURVV�QHWZRUNV��7KLV�SURWHFWV

LQIRUPDWLRQ�IURP�EHLQJ�LQWHUFHSWHG�DQG�UHDG�E\�PDOLFLRXV�DFWRUV�

Avoiding Suspicious Links and Attachments

0DQ\�F\EHU�DWWDFNV�EHJLQ�ZLWK�D�XVHU�FOLFNLQJ�RQ�D�PDOLFLRXV�OLQN�RU�RSHQLQJ�DQ

LQIHFWHG�DWWDFKPHQW�

Verify Sender:�$OZD\V�FKHFN�WKH�VHQGHU
V�HPDLO�DGGUHVV�IRU�OHJLWLPDF\�

HVSHFLDOO\�LI�WKH�PHVVDJH�VHHPV�XQXVXDO�RU�XUJHQW�

Hover Before Clicking:�+RYHU�\RXU�PRXVH�RYHU�OLQNV�WR�VHH�WKH�DFWXDO�85/

EHIRUH�FOLFNLQJ��%H�ZDU\�RI�VKRUWHQHG�85/V�

Beware of Urgency:�3KLVKLQJ�HPDLOV�RIWHQ�FUHDWH�D�VHQVH�RI�XUJHQF\�RU�IHDU�WR

SURPSW�LPPHGLDWH�DFWLRQ�

Do Not Open Unknown Attachments:�,I�DQ�DWWDFKPHQW�LV�XQH[SHFWHG�RU

IURP�DQ�XQNQRZQ�VHQGHU��GR�QRW�RSHQ�LW��&RQìUP�ZLWK�WKH�VHQGHU�WKURXJK�D

VHSDUDWH�FRPPXQLFDWLRQ�FKDQQHO�LI�LW
V�OHJLWLPDWH�

Introduction

Reporting Cyber Incidents

Who to Notify in Case of a Cyber Attack

Steps to Take to Mitigate the Damage

The Importance of Regular Security Updates

Completed
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,PPHGLDWHO\�UHSRUW�DQ\�VXVSHFWHG�F\EHU�LQFLGHQW�WR�\RXU�RUJDQLVDWLRQ
V�,7�VHFXULW\

GHSDUWPHQW�RU�GHVLJQDWHG�LQFLGHQW�UHVSRQVH�WHDP��)RU�SHUVRQDO�LQFLGHQWV��FRQWDFW

\RXU�EDQN��FUHGLW�FDUG�FRPSDQ\��DQG�UHOHYDQW�QDWLRQDO�F\EHUVHFXULW\�DXWKRULWLHV��H�J��

WKH�1DWLRQDO�&\EHU�6HFXULW\�&HQWUH�LQ�WKH�8.��

02

,I�\RX�VXVSHFW�D�F\EHU�DWWDFN��LPPHGLDWHO\�GLVFRQQHFW�WKH�DëHFWHG�GHYLFH�IURP�WKH

QHWZRUN�WR�SUHYHQW�IXUWKHU�VSUHDG��&KDQJH�DOO�FRPSURPLVHG�SDVVZRUGV�XVLQJ�D

VHFXUH��XQLQIHFWHG�GHYLFH��3UHVHUYH�DQ\�HYLGHQFH��VXFK�DV�VXVSLFLRXV�HPDLOV�RU�ORJV�

IRU�LQYHVWLJDWLRQ�

03

.HHS�DOO�VRIWZDUH��RSHUDWLQJ�V\VWHPV��DQG�DSSOLFDWLRQV�XSGDWHG��8SGDWHV�RIWHQ

LQFOXGH�FULWLFDO�VHFXULW\�SDWFKHV�WKDW�ì[�YXOQHUDELOLWLHV�H[SORLWHG�E\�F\EHUFULPLQDOV�

(QDEOH�DXWRPDWLF�XSGDWHV�ZKHQHYHU�SRVVLEOH�WR�HQVXUH�WLPHO\�SURWHFWLRQ�DJDLQVW�QHZ

WKUHDWV�

3URPSW�UHSRUWLQJ�DQG�VZLIW�DFWLRQ�DUH�FUXFLDO�LQ�PLQLPLVLQJ�WKH�LPSDFW�RI�F\EHU�LQFLGHQWV

DQG�FRQWULEXWLQJ�WR�D�VDIHU�GLJLWDO�HQYLURQPHQW�IRU�HYHU\RQH�

Cybersecurity Awareness

,Q�RXU�LQFUHDVLQJO\�LQWHUFRQQHFWHG�ZRUOG��

cybersecurity awareness�LV�DQ�HVVHQWLDO

FRPSRQHQW�RI�RYHUDOO�VHFXULW\��-XVW�DV�ZH�OHDUQ�WR

LGHQWLI\�SK\VLFDO�WKUHDWV��XQGHUVWDQGLQJ�GLJLWDO

GDQJHUV�DQG�KRZ�WR�SURWHFW�DJDLQVW�WKHP�LV

SDUDPRXQW��7KLV�VHFWLRQ�ZLOO�HTXLS�\RX�ZLWK�WKH

NQRZOHGJH�WR�UHFRJQLVH�FRPPRQ�F\EHU�WKUHDWV�

LPSOHPHQW�SUDFWLFHV�WR�VDIHJXDUG�VHQVLWLYH

LQIRUPDWLRQ��DQG�XQGHUVWDQG�WKH�FRUUHFW

SURFHGXUHV�IRU�UHSRUWLQJ�F\EHU�LQFLGHQWV�

Understanding Cyber Threats

&\EHU�WKUHDWV�DUH�FRQVWDQWO\�HYROYLQJ��EHFRPLQJ

PRUH�VRSKLVWLFDWHG�DQG�SHUYDVLYH��5HFRJQLVLQJ

WKH�FRPPRQ�IRUPV�WKHVH�DWWDFNV�WDNH�LV�WKH�ìUVW

VWHS�LQ�GHIHQGLQJ�DJDLQVW�WKHP�

Phishing Attacks:�7KHVH�DUH�GHFHSWLYH

DWWHPSWV�WR�WULFN�LQGLYLGXDOV�LQWR�UHYHDOLQJ

VHQVLWLYH�LQIRUPDWLRQ��VXFK�DV�XVHUQDPHV�

SDVVZRUGV��DQG�FUHGLW�FDUG�GHWDLOV��RIWHQ

GLVJXLVHG�DV�OHJLWLPDWH�HPDLOV��PHVVDJHV�

RU�ZHEVLWHV�

Malware and Ransomware:�0DOZDUH�LV

PDOLFLRXV�VRIWZDUH�GHVLJQHG�WR�GLVUXSW�

GDPDJH��RU�JDLQ�XQDXWKRULVHG�DFFHVV�WR

FRPSXWHU�V\VWHPV��5DQVRPZDUH�LV�D

VSHFLìF�W\SH�RI�PDOZDUH�WKDW�HQFU\SWV�D

YLFWLP
V�ìOHV��GHPDQGLQJ�D�UDQVRP

SD\PHQW�WR�UHVWRUH�DFFHVV�

Social Engineering:�7KLV�LQYROYHV

SV\FKRORJLFDO�PDQLSXODWLRQ�RI�SHRSOH�LQWR

SHUIRUPLQJ�DFWLRQV�RU�GLYXOJLQJ

FRQìGHQWLDO�LQIRUPDWLRQ��$WWDFNHUV�H[SORLW

KXPDQ�WUXVW�DQG�YXOQHUDELOLWLHV�UDWKHU

WKDQ�WHFKQLFDO�íDZV�


