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Introduction to Movie & TV
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,PSOHPHQW�UREXVW�'50�VROXWLRQV�WR�HQFU\SW�VHQVLWLYH�GRFXPHQWV�OLNH�VFULSWV��OLPLWLQJ

ZKR�FDQ�DFFHVV��SULQW��RU�VKDUH�WKHP��7KLV�SUHYHQWV�XQDXWKRULVHG�GLVWULEXWLRQ�DQG

WUDFNV�XVDJH�

02

8WLOLVH�PXOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$��DQG�UROH�EDVHG�DFFHVV�WR�HQVXUH�RQO\

DXWKRULVHG�SHUVRQQHO�FDQ�YLHZ�VSHFLìF�GRFXPHQWV��5HJXODUO\�UHYLHZ�DQG�XSGDWH

DFFHVV�SHUPLVVLRQV�

03

0DQGDWRU\�DQG�UHJXODU�F\EHUVHFXULW\�DZDUHQHVV�WUDLQLQJ�IRU�DOO�VWDë�LV�FUXFLDO�

(GXFDWH�HPSOR\HHV�RQ�SKLVKLQJ��VHFXUH�SDVVZRUG�SUDFWLFHV��DQG�WKH�LPSRUWDQFH�RI

1'$V�

04

(QVXUH�DOO�FDVW��FUHZ��DQG�WKLUG�SDUW\�YHQGRUV�VLJQ�FRPSUHKHQVLYH�1'$V�ZLWK�FOHDU�

VHYHUH�SHQDOWLHV�IRU�EUHDFKHV��/HJDO�IUDPHZRUNV�DUH�D�FULWLFDO�GHWHUUHQW�

05

&RQGXFW�IUHTXHQW�LQWHUQDO�DQG�H[WHUQDO�VHFXULW\�DXGLWV�WR�LGHQWLI\�YXOQHUDELOLWLHV�LQ

GLJLWDO�V\VWHPV�DQG�SK\VLFDO�ORFDWLRQV��$GGUHVV�DQ\�LGHQWLìHG�ZHDNQHVVHV�SURPSWO\�

7KHVH�PHDVXUHV��ZKHQ�FRPELQHG��FUHDWH�D�PXOWL�OD\HUHG�VHFXULW\�VWUDWHJ\�HVVHQWLDO�IRU

SURWHFWLQJ�YDOXDEOH�LQWHOOHFWXDO�SURSHUW\�LQ�ìOP�DQG�79�SURGXFWLRQ�

Scenario: The Leaked Script

:H�KDYH�D�PDMRU�SUREOHP�

7KH�VFULSW�IRU�
3URMHFW

&KLPHUD
�KDV�EHHQ�OHDNHG

RQOLQH��MXVW�GD\V�EHIRUH�ZH

VWDUW�SULQFLSDO

SKRWRJUDSK\��:KDW
V�\RXU

LPPHGLDWH�FRQFHUQ"

0\�LPPHGLDWH�FRQFHUQ�LV

VWRSSLQJ�WKH�VSUHDG�DQG

DVVHVVLQJ�WKH�H[WHQW�RI�WKH

OHDN�

:H�QHHG�WR�ìQG�RXW�ZKR�GLG

WKLV�ULJKW�DZD\�DQG�ìUH�WKHP�

<RX
UH�ULJKW��2XU�WHDP�LV

ZRUNLQJ�RQ�WDNHGRZQV�

1RZ��EH\RQG�WKH

LPPHGLDWH�YLUDO�VSUHDG�

ZKDW
V�WKH�PRVW�VLJQLìFDQW

potential damage�WKLV�OHDN

FRXOG�FDXVH�WR�WKH

SURGXFWLRQ"

7KH�FUHDWLYH�LQWHJULW\�RI�WKH

VWRU\�LV�FRPSURPLVHG��DQG

DXGLHQFH�DQWLFLSDWLRQ�FRXOG�EH

UXLQHG��SRWHQWLDOO\�LPSDFWLQJ

ER[�RîFH�

,W
V�MXVW�D�VFULSW��ZH�FDQ�DOZD\V

UHZULWH�SDUWV�RI�LW��7KH�PDLQ

LVVXH�LV�WKH�HPEDUUDVVPHQW�

Continue

:KLOH�HPEDUUDVVPHQW�LV�D�IDFWRU��WKH�LPSDFW�RQ�WKH�VWRU\
V

YDOXH�DQG�SRWHQWLDO�ìQDQFLDO�ORVV�LV�IDU�JUHDWHU��/HW
V�UH�

HYDOXDWH�WKH�FRUH�GDPDJH�

)LQDQFLDO�DQG�FUHDWLYH

GDPDJH�DUH�KXJH��:KDW

DERXW�WKH�EURDGHU

LPSOLFDWLRQV�IRU�WKH�VWXGLR

DQG�IXWXUH�SURMHFWV"�:KDW

ORQJ�WHUP�GDPDJH�FRXOG

WKLV�OHDN�LQíLFW"

,W�FRXOG�HURGH�WUXVW�ZLWK

WDOHQW��LQYHVWRUV��DQG

GLVWULEXWLRQ�SDUWQHUV��PDNLQJ

IXWXUH�FROODERUDWLRQV�GLîFXOW

DQG�LQFUHDVLQJ�LQVXUDQFH

FRVWV�

,W�PLJKW�PDNH�XV�PRUH�FDUHIXO

LQ�WKH�IXWXUH��ZKLFK�LV�D�JRRG

WKLQJ��6R��QRW�PXFK�ORQJ�WHUP

GDPDJH�

Continue

7KH�FRQVHTXHQFHV�RI�D�VHFXULW\�EUHDFK�DUH�UDUHO\�SRVLWLYH�

&RQVLGHU�KRZ�WKLV�DëHFWV�RXU�VWDQGLQJ�LQ�WKH�LQGXVWU\�

/HW
V�WU\�DJDLQ�

$OULJKW��OHW
V�VKLIW�JHDUV��,Q

KLQGVLJKW��ZKDW
V�RQH

FUXFLDO�preventative

measure�ZH�VKRXOG�KDYH

KDG�LQ�SODFH�WR�DYRLG�WKLV

VFULSW�OHDN"

,PSOHPHQWLQJ�UREXVW�GLJLWDO

ULJKWV�PDQDJHPHQW��'50�

DQG�VWULFW�DFFHVV�FRQWUROV�ZLWK

PXOWL�IDFWRU�DXWKHQWLFDWLRQ�IRU

DOO�VFULSW�GRFXPHQWV�

:H�VKRXOG�KDYH�MXVW�NHSW�DOO

VFULSWV�RQ�SDSHU�DQG�ORFNHG

WKHP�LQ�D�YDXOW�

7KDW
V�D�NH\�WDNHDZD\�

:KDW
V�DQRWKHU�FULWLFDO

SUHYHQWDWLYH�PHDVXUH�

SHUKDSV�UHODWHG�WR

SHUVRQQHO�RU�SURFHVV"

&RQGXFWLQJ�UHJXODU�VHFXULW\

DXGLWV��PDQGDWRU\

F\EHUVHFXULW\�WUDLQLQJ�IRU�DOO

VWDë��DQG�FOHDU�QRQ�GLVFORVXUH

DJUHHPHQWV��1'$V��ZLWK

VHYHUH�SHQDOWLHV�

:H�VKRXOG�RQO\�KLUH�SHRSOH�ZH

WUXVW�FRPSOHWHO\�DQG�DYRLG

VKDULQJ�WKH�VFULSW�ZLWK�WRR

PDQ\�SHRSOH�

Continue

:KLOH�OLPLWLQJ�DFFHVV�LV�SDUW�RI�LW��UHO\LQJ�VROHO\�RQ�WUXVW

LVQ
W�HQRXJK��:KDW�V\VWHPDWLF�PHDVXUHV�FDQ�ZH�SXW�LQ

SODFH�WR�SURWHFW�DJDLQVW�ERWK�DFFLGHQWDO�DQG�LQWHQWLRQDO

OHDNV"

([DFWO\��7KLV�LQFLGHQW��ZKLOH

GDPDJLQJ��KDV�KLJKOLJKWHG

WKH�FULWLFDO�QHHG�IRU�D

PXOWL�OD\HUHG�VHFXULW\

DSSURDFK��7KDQN�\RX�IRU

\RXU�LQVLJKWV�

,W
V�D�VWDUN�UHPLQGHU�WKDW

SURDFWLYH�VHFXULW\�LV�DOZD\V

EHWWHU�WKDQ�UHDFWLYH�GDPDJH

FRQWURO�

+RSHIXOO\��ZH�ZRQ
W�KDYH�WR

GHDO�ZLWK�VRPHWKLQJ�OLNH�WKLV

DJDLQ�

Try again

:LVKLQJ�IRU�WKH�EHVW�LVQ
W�HQRXJK��:KDW
V�WKH�NH\�OHVVRQ

KHUH�DERXW�IXWXUH�VHFXULW\�HëRUWV"

Continue

3K\VLFDO�VHFXULW\�LV�D�SLHFH�RI�WKH�SX]]OH��EXW�GLJLWDO�DVVHWV

UHTXLUH�GLJLWDO�SURWHFWLRQ��:KDW
V�D�PRGHUQ��HëHFWLYH

GLJLWDO�SUHYHQWDWLYH�PHDVXUH"

Continue

:KLOH�DFFRXQWDELOLW\�LV�LPSRUWDQW��ZH�QHHG�WR�DGGUHVV�WKH

LPPHGLDWH�FULVLV�ìUVW��/HW
V�UHFRQVLGHU�WKH�PRVW�XUJHQW

DFWLRQ�

Key Preventative Measures



:KDW�LV�WKH

SULPDU\�JRDO

RI�

&RQìGHQWLDO

LW\"

To ensure

sensitive

information is

accessible only to

authorised

individuals,

preventing

unauthorised

disclosure.

:KDW�GRHV�

,QWHJULW\

DLP�WR

SURWHFW"

The accuracy and

completeness of

data, ensuring it

remains

unaltered and

trustworthy.

:KDW�LV�WKH

FRUH�SXUSRVH

RI�

$YDLODELOLW\"

To ensure

authorised users

have reliable and

timely access to

information and

resources.

The CIA Triad: Core Security Principles

,Q�WKH�UHDOP�RI�LQIRUPDWLRQ�VHFXULW\��WKH�CIA

Triad�VHUYHV�DV�D�IRXQGDWLRQDO�PRGHO�IRU

GHYHORSLQJ�UREXVW�VHFXULW\�SROLFLHV��,W�RXWOLQHV

WKUHH�FULWLFDO�SULQFLSOHV�WKDW�DUH�HVVHQWLDO�IRU

SURWHFWLQJ�LQIRUPDWLRQ�DQG�V\VWHPV�

&RQìGHQWLDOLW\��,QWHJULW\��DQG�$YDLODELOLW\�

8QGHUVWDQGLQJ�WKHVH�SULQFLSOHV�LV�SDUDPRXQW�IRU

DQ\�SURGXFWLRQ�DLPLQJ�WR�VDIHJXDUG�LWV�YDOXDEOH

DVVHWV�DQG�RSHUDWLRQV�

�^\yFH\lP;ZPlu

&RQìGHQWLDOLW\�HQVXUHV�WKDW�VHQVLWLYH�LQIRUPDWLRQ

LV�accessible only to authorised individuals��,Q

PRYLH�DQG�79�SURGXFWLRQ��WKLV�PHDQV�SURWHFWLQJ

HYHU\WKLQJ�IURP�XQUHOHDVHG�VFULSWV�DQG�SORW

GHWDLOV�WR�ìQDQFLDO�EXGJHWV��FDVWLQJ�GHFLVLRQV�

DQG�SURSULHWDU\�YLVXDO�HëHFWV�WHFKQLTXHV�

%UHDFKLQJ�FRQìGHQWLDOLW\�FDQ�OHDG�WR�VSRLOHUV�

FRPSHWLWLYH�GLVDGYDQWDJHV��DQG�VLJQLìFDQW

ìQDQFLDO�ORVVHV��0HDVXUHV�OLNH�HQFU\SWLRQ��DFFHVV

FRQWUROV��DQG�QRQ�GLVFORVXUH�DJUHHPHQWV�DUH�YLWDO

IRU�PDLQWDLQLQJ�FRQìGHQWLDOLW\�

�\lHNiPlu

,QWHJULW\�IRFXVHV�RQ�PDLQWDLQLQJ�WKH�accuracy

and completeness of data�WKURXJKRXW�LWV

OLIHF\FOH��7KLV�SULQFLSOH�SUHYHQWV�XQDXWKRULVHG

PRGLìFDWLRQ��DOWHUDWLRQ��RU�GHVWUXFWLRQ�RI

LQIRUPDWLRQ��)RU�D�SURGXFWLRQ��WKLV�FRXOG�LQYROYH

VDIHJXDUGLQJ�RULJLQDO�VFULSW�YHUVLRQV��HGLWLQJ

WLPHOLQHV��ìQDQFLDO�UHFRUGV��DQG�UDZ�IRRWDJH

IURP�WDPSHULQJ��(QVXULQJ�GDWD�LQWHJULW\�PHDQV

WKDW�WKH�LQIRUPDWLRQ�\RX�UHO\�RQ�LV�WUXVWZRUWK\

DQG�KDVQ
W�EHHQ�FRUUXSWHG��HLWKHU�DFFLGHQWDOO\�RU

PDOLFLRXVO\��'LJLWDO�VLJQDWXUHV�DQG�FKHFNVXPV�DUH

FRPPRQ�WRROV�XVHG�WR�YHULI\�LQWHJULW\�

�r;PZ;CPZPlu

$YDLODELOLW\�HQVXUHV�WKDW�authorised users have reliable access to information and

resources when needed��,Q�D�IDVW�SDFHG�SURGXFWLRQ�HQYLURQPHQW��GRZQWLPH�FDQ�EH

FDWDVWURSKLF��7KLV�SULQFLSOH�FRYHUV�WKH�RSHUDWLRQDO�UHDGLQHVV�RI�V\VWHPV��DSSOLFDWLRQV�

DQG�GDWD��)RU�H[DPSOH��HQVXULQJ�WKDW�HGLWLQJ�VXLWHV�DUH�IXQFWLRQDO��GLJLWDO�DVVHW

PDQDJHPHQW�V\VWHPV�DUH�RQOLQH��DQG�FRPPXQLFDWLRQ�QHWZRUNV�DUH�DFFHVVLEOH�WR�WKH

FUHZ��7KUHDWV�WR�DYDLODELOLW\�LQFOXGH�GHQLDO�RI�VHUYLFH�DWWDFNV��KDUGZDUH�IDLOXUHV��DQG

QDWXUDO�GLVDVWHUV��5HGXQGDQF\��EDFNXSV��DQG�GLVDVWHU�UHFRYHU\�SODQV�DUH�NH\�WR

PDLQWDLQLQJ�DYDLODELOLW\�



Scripts and Screenplays

Storyboards and Visuals

Music and Sound Assets

Character and Franchise Concepts

Protecting Scripts and Screenplays

3URWHFWLQJ�\RXU�VFULSW�LV�SDUDPRXQW��%HIRUH�VKDULQJ��HQVXUH�LW
V�UHJLVWHUHG�ZLWK�D

QDWLRQDO�FRS\ULJKW�RîFH�RU�D�UHSXWDEOH�JXLOG��H�J���:ULWHUV�*XLOG�RI�$PHULFD���8VH�

Non-Disclosure Agreements (NDAs)�IRU�DQ\RQH�ZKR�UHDGV�LW��(PSOR\�GLJLWDO

ZDWHUPDUNLQJ�RQ�DOO�HOHFWURQLF�FRSLHV�WR�WUDFN�SRWHQWLDO�OHDNV��:KHQ�VXEPLWWLQJ�

RQO\�VHQG�WR�OHJLWLPDWH��YHWWHG�HQWLWLHV�

Safeguarding Storyboards and Visuals

6WRU\ERDUGV��FRQFHSW�DUW��DQG�FKDUDFWHU�GHVLJQV�DUH�YLVXDO�UHSUHVHQWDWLRQV�RI�\RXU

FUHDWLYH�YLVLRQ�DQG�DUH�DOVR�SURWHFWHG�E\�FRS\ULJKW��.HHS�GLJLWDO�ìOHV�VHFXUH�ZLWK

DFFHVV�FRQWUROV�DQG�HQFU\SWLRQ��3K\VLFDO�FRSLHV�VKRXOG�EH�VWRUHG�LQ�ORFNHG�IDFLOLWLHV�

&OHDUO\�PDUN�DOO�PDWHULDOV�DV��&RQìGHQWLDO��DQG�HQVXUH�DUWLVWV�DQG�GHVLJQHUV�VLJQ

ZRUN�IRU�KLUH�DJUHHPHQWV�RU�DVVLJQ�WKHLU�ULJKWV�WR�WKH�SURGXFWLRQ�FRPSDQ\�

Securing Music and Sound Assets

2ULJLQDO�VFRUHV��VRXQGWUDFNV��DQG�VRXQG�GHVLJQV�DUH�FUXFLDO�WR�D�SURGXFWLRQ
V

LGHQWLW\��&RPSRVHUV�DQG�VRXQG�GHVLJQHUV�VKRXOG�KDYH�FOHDU�FRQWUDFWV�RXWOLQLQJ

RZQHUVKLS�DQG�OLFHQVLQJ��5HJLVWHU�RULJLQDO�FRPSRVLWLRQV�ZLWK�SHUIRUPLQJ�ULJKWV

RUJDQLVDWLRQV��H�J���356�IRU�0XVLF��$6&$3��%0,��DQG�FRS\ULJKW�RîFHV��(QVXUH�DOO

WKLUG�SDUW\�PXVLF�LV�SURSHUO\�OLFHQVHG�WR�DYRLG�LQIULQJHPHQW�FODLPV�

Managing Character and Franchise Concepts

%H\RQG�LQGLYLGXDO�ZRUNV��WKH�RYHUDUFKLQJ�FRQFHSWV��XQLTXH�FKDUDFWHUV��DQG

SRWHQWLDO�IUDQFKLVH�HOHPHQWV�KROG�VLJQLìFDQW�,3�YDOXH��7KHVH�UHTXLUH�GLOLJHQW

SURWHFWLRQ��&RQVLGHU�WUDGHPDUNLQJ�FKDUDFWHU�QDPHV��GLVWLQFWLYH�ORJRV��DQG

FDWFKSKUDVHV��'HYHORS�D�FOHDU�VWUDWHJ\�IRU�PDQDJLQJ�DQG�OLFHQVLQJ�WKHVH�DVVHWV�IRU

PHUFKDQGLVH��VSLQ�RëV��DQG�RWKHU�GHULYDWLYH�XVHV�WR�PD[LPLVH�WKHLU�ORQJ�WHUP

YDOXH�

6HOHFW�RQH

Which of the following statements most accurately
describes the primary function of copyright in the
context of film and TV production?

Understanding Intellectual Property in Film and TV

,Q�WKH�IDVW�SDFHG�ZRUOG�RI�ìOP�DQG�WHOHYLVLRQ��

intellectual property (IP)�UHIHUV�WR�FUHDWLRQV�RI

WKH�PLQGÌLQYHQWLRQV��OLWHUDU\�DQG�DUWLVWLF�ZRUNV�

GHVLJQV��DQG�V\PEROV��QDPHV��DQG�LPDJHV�XVHG

LQ�FRPPHUFH��)RU�SURGXFWLRQ��WKLV�HQFRPSDVVHV

HYHU\WKLQJ�IURP�WKH�LQLWLDO�VWRU\�FRQFHSW�WR�WKH

ìQDO�HGLWHG�ìOP��LQFOXGLQJ�VFULSWV��FKDUDFWHU

GHVLJQV��PXVLFDO�VFRUHV��DQG�HYHQ�XQLTXH�YLVXDO

HëHFWV��3URWHFWLQJ�WKHVH�DVVHWV�LV�FUXFLDO��DV�WKH\

UHSUHVHQW�WKH�FRUH�YDOXH�DQG�FRPSHWLWLYH�HGJH�RI

DQ\�SURGXFWLRQ��:LWKRXW�SURSHU�VDIHJXDUGV�

WKHVH�YDOXDEOH�DVVHWV�DUH�YXOQHUDEOH�WR�WKHIW�

XQDXWKRULVHG�XVH��DQG�H[SORLWDWLRQ��OHDGLQJ�WR

VLJQLìFDQW�ìQDQFLDO�DQG�UHSXWDWLRQDO�GDPDJH�

Copyright Laws and Regulations

&RS\ULJKW�LV�D�OHJDO�ULJKW�WKDW�JUDQWV�WKH�FUHDWRU�RI�DQ�RULJLQDO�ZRUN�H[FOXVLYH�ULJKWV�WR

LWV�XVH�DQG�GLVWULEXWLRQ��XVXDOO\�IRU�D�OLPLWHG�WLPH��ZLWK�WKH�LQWHQWLRQ�RI�HQDEOLQJ�WKH

FUHDWRU�WR�UHFHLYH�FRPSHQVDWLRQ�IRU�WKHLU�LQWHOOHFWXDO�HëRUW��,Q�ìOP�DQG�79��FRS\ULJKW

DXWRPDWLFDOO\�DSSOLHV�WR�RULJLQDO�ZRUNV�RQFH�WKH\�DUH�ì[HG�LQ�D�WDQJLEOH�PHGLXP��VXFK

DV�D�ZULWWHQ�VFULSW��UHFRUGHG�IRRWDJH��RU�D�FRPSRVHG�PXVLFDO�SLHFH�

.H\�DVSHFWV�RI�FRS\ULJKW�LQFOXGH�

Exclusive Rights��7KH�FRS\ULJKW�KROGHU�KDV�WKH�VROH�ULJKW�WR�UHSURGXFH�

GLVWULEXWH��SHUIRUP��GLVSOD\��DQG�FUHDWH�GHULYDWLYH�ZRUNV�IURP�WKHLU�RULJLQDO

FUHDWLRQ�

Duration��&RS\ULJKW�SURWHFWLRQ�W\SLFDOO\�ODVWV�IRU�WKH�OLIH�RI�WKH�DXWKRU�SOXV���

\HDUV��RU�IRU�FRUSRUDWH�ZRUNV�����\HDUV�IURP�SXEOLFDWLRQ�RU�����\HDUV�IURP

FUHDWLRQ��ZKLFKHYHU�LV�VKRUWHU�

Registration��:KLOH�FRS\ULJKW�H[LVWV�XSRQ�FUHDWLRQ��UHJLVWHULQJ�ZLWK�WKH�UHOHYDQW

QDWLRQDO�FRS\ULJKW�RîFH��H�J���WKH�8�6��&RS\ULJKW�2îFH�RU�WKH�8.�,QWHOOHFWXDO

3URSHUW\�2îFH��SURYLGHV�D�SXEOLF�UHFRUG�RI�RZQHUVKLS�DQG�LV�RIWHQ�QHFHVVDU\�WR

ìOH�DQ�LQIULQJHPHQW�ODZVXLW�

Fair Use/Dealing��7KHVH�GRFWULQHV�DOORZ�OLPLWHG�XVH�RI�FRS\ULJKWHG�PDWHULDO

ZLWKRXW�SHUPLVVLRQ�IRU�SXUSRVHV�VXFK�DV�FULWLFLVP��FRPPHQW��QHZV�UHSRUWLQJ�

WHDFKLQJ��VFKRODUVKLS��RU�UHVHDUFK��+RZHYHU��WKH�DSSOLFDWLRQ�RI�IDLU�XVH�GHDOLQJ�LV

FRPSOH[�DQG�RIWHQ�VXEMHFW�WR�OHJDO�LQWHUSUHWDWLRQ�

&RS\ULJKW�HQVXUHV�WKDW�DOO�FUHDWLYH

ZRUNV�DUH�SXEOLFO\�DFFHVVLEOH

ZLWKRXW�UHVWULFWLRQ�WR�SURPRWH

DUWLVWLF�VKDULQJ�

1

&RS\ULJKW�JUDQWV�WKH�FUHDWRU

H[FOXVLYH�ULJKWV�WR�WKHLU�RULJLQDO

ZRUN��SULPDULO\�WR�FRQWURO�LWV�XVH

DQG�GLVWULEXWLRQ�IRU�HFRQRPLF

EHQHìW�

2
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Applying Security Principles During Pre-

Production



1. Dialogue

2. Dialogue

3. Dialogue

4. Dialogue

5. Text

6. Text

7. Text

8. Text

Match the Pre-Production
Document to its Primary Security
Measure

Scenario: Securing Pre-Production Documents

:H
YH�JRW�D�VHULRXV

VLWXDWLRQ��6RPH�HDUO\

FRQFHSW�DUW�DQG

FRQìGHQWLDO�FDVWLQJ�GHWDLOV

IRU�
3URMHFW�1HEXOD
�KDYH

EHHQ�IRXQG�RQ�DQ

XQDXWKRULVHG�IRUXP�

:KDW
V�RXU�LPPHGLDWH

SULRULW\"

:H�QHHG�WR�FRQWDLQ�WKH�OHDN�

DVVHVV�WKH�IXOO�H[WHQW�RI�WKH

EUHDFK��DQG�LGHQWLI\�WKH

VRXUFH�

)LUVW��ZH�QHHG�WR�ìQG�RXW�ZKR

OHDNHG�LW�DQG�HQVXUH�WKH\
UH

LPPHGLDWHO\�WHUPLQDWHG�

*RRG��2XU�WHDP�LV�ZRUNLQJ

RQ�WDNHGRZQV�DQG�WUDFLQJ

WKH�RULJLQ��1RZ�

FRQVLGHULQJ�LW
V�FRQFHSW�DUW

DQG�FDVWLQJ�GHWDLOV��ZKDW
V

WKH�PRVW�VLJQLìFDQW

SRWHQWLDO�GDPDJH�WKLV�OHDN

FRXOG�FDXVH�WR�WKH�SUH�

SURGXFWLRQ�SKDVH�DQG

E G"

,W�FRXOG�FRPSURPLVH�FUHDWLYH

VXUSULVHV��LPSDFW�WDOHQW

QHJRWLDWLRQV��DQG�SRWHQWLDOO\

UHGXFH�DXGLHQFH�H[FLWHPHQW�

OHDGLQJ�WR�ìQDQFLDO�ORVVHV�

,W
V�MXVW�HDUO\�DUW�DQG�QDPHV�

ZH�FDQ�DOZD\V�FKDQJH�WKHP�

7KH�PDLQ�LVVXH�LV�WKH

HPEDUUDVVPHQW�IRU�WKH�VWXGLR�

<RX
YH�KLJKOLJKWHG�WKH

VHYHUH�FRQVHTXHQFHV��,Q

KLQGVLJKW��ZKDW�VSHFLìF

SUHYHQWDWLYH�PHDVXUHV�

EH\RQG�JHQHUDO�VHFXULW\�

FRXOG�KDYH�EHHQ

LPSOHPHQWHG�WR�SURWHFW

WKHVH�SUH�SURGXFWLRQ

GRFXPHQWV�PRUH

ë WL O "

,PSOHPHQWLQJ�VWULFW�UROH�

EDVHG�DFFHVV�FRQWUROV��UREXVW

HQFU\SWLRQ�IRU�DOO�GLJLWDO�ìOHV�

DQG�GLJLWDO�ZDWHUPDUNLQJ�WR

WUDFH�DQ\�XQDXWKRULVHG�FRSLHV�

:H�VKRXOG�KDYH�MXVW�WROG

HYHU\RQH�LQYROYHG�QRW�WR�VKDUH

DQ\WKLQJ�DQG�UHOLHG�RQ�WKHLU

JRRG�MXGJPHQW�

7KRVH�DUH�VROLG�WHFKQLFDO

PHDVXUHV��%H\RQG

WHFKQRORJ\��ZKDW
V�D

FUXFLDO��RQJRLQJ

SUHYHQWDWLYH�SUDFWLFH

UHODWHG�WR�SHUVRQQHO�DQG

SURFHVVHV�WKDW�FRXOG�KDYH

UHLQIRUFHG�RXU�SUH�

SURGXFWLRQ�VHFXULW\"

:H�VKRXOG�KDYH�MXVW�KLUHG

IHZHU�IUHHODQFHUV��WKH\
UH

DOZD\V�WKH�ZHDNHVW�OLQN�

5HJXODU�F\EHUVHFXULW\�WUDLQLQJ

IRU�DOO�VWDë��PDQGDWRU\�1'$V

ZLWK�VHYHUH�SHQDOWLHV��DQG

IUHTXHQW�VHFXULW\�DXGLWV�RI�RXU

GLJLWDO�LQIUDVWUXFWXUH�

Try again

%ODPLQJ�D�VSHFLìF�JURXS�GRHVQ
W�DGGUHVV�V\VWHPLF

YXOQHUDELOLWLHV��:H�QHHG�PHDVXUHV�WKDW�SURWHFW

LQIRUPDWLRQ�DFURVV�DOO�SHUVRQQHO��ZKHWKHU�LQWHUQDO�RU

H[WHUQDO��:KDW�EURDG��SURDFWLYH�SUDFWLFHV�DUH�HVVHQWLDO"

Continue

9HUEDO�ZDUQLQJV�DUH�LQVXîFLHQW�IRU�VHQVLWLYH�SUH�

SURGXFWLRQ�GRFXPHQWV��:KDW�WHFKQRORJLFDO�RU�SURFHGXUDO

PHDVXUHV�RëHU�VWURQJHU�SURWHFWLRQ�DJDLQVW�XQDXWKRULVHG

DFFHVV�DQG�VKDULQJ"

Continue

7KH�LPSDFW�LV�IDU�PRUH�VHYHUH�WKDQ�MXVW�HPEDUUDVVPHQW�

&RQVLGHU�WKH�ìQDQFLDO�DQG�FUHDWLYH�LPSOLFDWLRQV�RI

DOWHULQJ�SUH�SURGXFWLRQ�HOHPHQWV��/HW
V�WU\�DJDLQ�

Continue

)LQGLQJ�WKH�FXOSULW�LV�D�VHFRQGDU\�VWHS��2XU�LPPHGLDWH

FRQFHUQ�PXVW�EH�OLPLWLQJ�WKH�GDPDJH��/HW
V�UHFRQVLGHU�

7KH�VFHQDULR�KLJKOLJKWV�WKH�FULWLFDO�LPSRUWDQFH�RI

UREXVW�VHFXULW\�GXULQJ�WKH�SUH�SURGXFWLRQ�SKDVH�

/HDNV�RI�VHQVLWLYH�GRFXPHQWV�OLNH�FRQFHSW�DUW�

VFULSWV��DQG�FDVWLQJ�GHWDLOV�FDQ�KDYH�GHYDVWDWLQJ

LPSDFWV�RQ�D�SURMHFW
V�FUHDWLYH�LQWHJULW\�

PDUNHWDELOLW\��DQG�ìQDQFLDO�YLDELOLW\��3URDFWLYH

PHDVXUHV�DUH�DOZD\V�PRUH�HëHFWLYH�WKDQ�UHDFWLYH

GDPDJH�FRQWURO�

8QUHOHDVHG�6FULSW
'LJLWDO�5LJKWV�0DQDJHPHQW��'50�

DQG�ZDWHUPDUNLQJ

%XGJHW�3URMHFWLRQV
5ROH�EDVHG�DFFHVV�FRQWUROV�DQG

HQFU\SWLRQ

&RQìGHQWLDO�&DVWLQJ�'HWDLOV
6HFXUH�GLJLWDO�DVVHW�PDQDJHPHQW

ZLWK�DXGLW�WUDLOV

(DUO\�&RQFHSW�$UW
0XOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$�

IRU�ìQDQFLDO�V\VWHPV

3URGXFWLRQ�6FKHGXOH
&RQWUROOHG�GLVWULEXWLRQ�DQG

VHFXUH�FROODERUDWLRQ�SODWIRUPV
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Background Checks for Cast and Crew

%HIRUH�DQ\RQH�VWHSV�IRRW�RQ�VHW�RU�JDLQV�DFFHVV�WR�VHQVLWLYH�SURGXFWLRQ�LQIRUPDWLRQ�

FRPSUHKHQVLYH�EDFNJURXQG�FKHFNV�DUH�LQGLVSHQVDEOH��7KHVH�FKHFNV�JR�EH\RQG

EDVLF�HPSOR\PHQW�KLVWRU\�DQG�FDQ�LQFOXGH�

&ULPLQDO�5HFRUG�&KHFNV��7R�LGHQWLI\�LQGLYLGXDOV�ZLWK�D�KLVWRU\�RI�WKHIW��IUDXG�

RU�RWKHU�UHOHYDQW�RëHQFHV�

,GHQWLW\�9HULìFDWLRQ��&RQìUPLQJ�WKH�WUXH�LGHQWLW\�RI�LQGLYLGXDOV�WR�SUHYHQW

LPSHUVRQDWLRQ�

(PSOR\PHQW�DQG�5HIHUHQFH�&KHFNV��9HULI\LQJ�SDVW�HPSOR\PHQW�DQG

VSHDNLQJ�ZLWK�UHIHUHQFHV�WR�DVVHVV�UHOLDELOLW\�DQG�SURIHVVLRQDOLVP�

6RFLDO�0HGLD�9HWWLQJ��5HYLHZLQJ�SXEOLF�VRFLDO�PHGLD�SURìOHV�IRU�DQ\�UHG�íDJV

RU�SRWHQWLDO�VHFXULW\�ULVNV�

7KHVH�PHDVXUHV�KHOS�EXLOG�D�WUXVWZRUWK\�WHDP�DQG�PLWLJDWH�ULVNV�DVVRFLDWHG�ZLWK

LQVLGHU�WKUHDWV��ZKHWKHU�LQWHQWLRQDO�RU�DFFLGHQWDO�

Secure Communication Channels

,Q�SUH�SURGXFWLRQ��FRXQWOHVV�VHQVLWLYH�GLVFXVVLRQV�RFFXU�GDLO\��IURP�FDVWLQJ

GHFLVLRQV�DQG�VFULSW�UHYLVLRQV�WR�EXGJHW�QHJRWLDWLRQV��8VLQJ�VHFXUH

FRPPXQLFDWLRQ�FKDQQHOV�LV�SDUDPRXQW�WR�SUHYHQW�HDYHVGURSSLQJ�RU�XQDXWKRULVHG

DFFHVV�WR�WKHVH�FRQYHUVDWLRQV�

.H\�FRQVLGHUDWLRQV�LQFOXGH�

(QG�WR�(QG�(QFU\SWHG�0HVVDJLQJ��8WLOLVLQJ�SODWIRUPV�WKDW�HQFU\SW�PHVVDJHV

IURP�VHQGHU�WR�UHFHLYHU��HQVXULQJ�RQO\�LQWHQGHG�SDUWLHV�FDQ�UHDG�WKHP�

6HFXUH�(PDLO�6HUYLFHV��(PSOR\LQJ�HPDLO�SURYLGHUV�ZLWK�VWURQJ�HQFU\SWLRQ�DQG

VHFXULW\�IHDWXUHV��HVSHFLDOO\�ZKHQ�H[FKDQJLQJ�FRQìGHQWLDO�GRFXPHQWV�

(QFU\SWHG�9LGHR�&RQIHUHQFLQJ��8VLQJ�YLGHR�FRQIHUHQFLQJ�WRROV�WKDW�RëHU

UREXVW�HQFU\SWLRQ�IRU�YLUWXDO�PHHWLQJV�ZKHUH�VHQVLWLYH�WRSLFV�DUH�GLVFXVVHG�

3K\VLFDO�6HFXULW\�IRU�'HYLFHV��(QVXULQJ�DOO�GHYLFHV�XVHG�IRU�FRPPXQLFDWLRQ

�SKRQHV��ODSWRSV��DUH�SDVVZRUG�SURWHFWHG�DQG�KDYH�XS�WR�GDWH�VHFXULW\

VRIWZDUH�

7KHVH�SUDFWLFHV�FUHDWH�D�VHFXUH�HQYLURQPHQW�IRU�LQIRUPDWLRQ�H[FKDQJH��FUXFLDO�IRU

PDLQWDLQLQJ�FRQìGHQWLDOLW\�

6HOHFW�RQH

A production company is preparing to share a
highly confidential script with a select group of cast
members. Which combination of security measures
offers the most comprehensive protection against
unauthorised access and potential leaks?

Security Measures During Pre-Production

7KH�SUH�SURGXFWLRQ�SKDVH�RI�DQ\�PRYLH�RU�79

SURMHFW�LV�D�FULWLFDO�SHULRG�ZKHUH�IRXQGDWLRQDO

VHFXULW\�PHDVXUHV�PXVW�EH�PHWLFXORXVO\

HVWDEOLVKHG��7KLV�VWDJH�LQYROYHV�WKH�GHYHORSPHQW

RI�KLJKO\�VHQVLWLYH�PDWHULDOV��LQFOXGLQJ�VFULSWV�

FDVWLQJ�OLVWV��EXGJHW�EUHDNGRZQV��DQG�ORFDWLRQ

VFRXWLQJ�UHSRUWV��DOO�RI�ZKLFK�DUH�SULPH�WDUJHWV

IRU�OHDNV�RU�WKHIW��,PSOHPHQWLQJ�UREXVW�VHFXULW\

SURWRFROV�IURP�WKH�RXWVHW�LV�HVVHQWLDO�WR�SURWHFW

LQWHOOHFWXDO�SURSHUW\��PDLQWDLQ�FUHDWLYH�LQWHJULW\�

DQG�VDIHJXDUG�WKH�SURMHFW
V�ìQDQFLDO�YLDELOLW\�

%H\RQG�YHWWLQJ�SHUVRQQHO�DQG�VHFXULQJ

FRPPXQLFDWLRQV��WKH�GLUHFW�FRQWURO�RYHU�VHQVLWLYH

GRFXPHQWV�DQG�GLJLWDO�DVVHWV�LV�FULWLFDO��$FFHVV

FRQWURO�HQVXUHV�WKDW�RQO\�DXWKRULVHG�LQGLYLGXDOV

FDQ�UHDFK�VSHFLìF�LQIRUPDWLRQ�RU�ORFDWLRQV��ZKLOH�

GDWD�HQFU\SWLRQ�UHQGHUV�GLJLWDO�LQIRUPDWLRQ

XQUHDGDEOH�WR�DQ\RQH�ZLWKRXW�WKH�SURSHU

GHFU\SWLRQ�NH\��HYHQ�LI�LW�IDOOV�LQWR�WKH�ZURQJ

KDQGV��7KHVH�OD\HUV�RI�SURWHFWLRQ�DUH�YLWDO�IRU

VDIHJXDUGLQJ�WKH�FUHDWLYH�DQG�ìQDQFLDO�EDFNERQH

RI�D�SURGXFWLRQ�

&RQGXFWLQJ�EDVLF�EDFNJURXQG

FKHFNV�RQ�FDVW�PHPEHUV�DQG

VWRULQJ�GLJLWDO�VFULSWV�RQ�D�VKDUHG�

XQHQFU\SWHG�FORXG�GULYH�

1

5HO\LQJ�VROHO\�RQ�QRQ�GLVFORVXUH

DJUHHPHQWV��1'$V��DQG�YHUEDO

ZDUQLQJV�DERXW�FRQìGHQWLDOLW\�

2

'LVWULEXWLQJ�SK\VLFDO�FRSLHV�RI�WKH

VFULSW�LQ�ORFNHG�EULHIFDVHV�DQG

XVLQJ�XQHQFU\SWHG�HPDLO�IRU

GLVFXVVLRQV�

3

,PSOHPHQWLQJ�GLJLWDO�ULJKWV

PDQDJHPHQW��'50��ZLWK

ZDWHUPDUNLQJ��UROH�EDVHG�DFFHVV

FRQWUROV��DQG�XVLQJ�HQG�WR�HQG

HQFU\SWHG�FRPPXQLFDWLRQ

SODWIRUPV�

4
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Introduction

Assessing Likelihood and Impact of Each Risk

Likelihood Assessment

Impact Analysis

Risk Matrix Mapping

Completed

01

(YDOXDWH�WKH�SUREDELOLW\�RI�HDFK�LGHQWLìHG�ULVN�RFFXUULQJ��7KLV�FDQ�EH�TXDOLWDWLYH��H�J��

KLJK��PHGLXP��ORZ��RU�TXDQWLWDWLYH��H�J���D�SHUFHQWDJH�FKDQFH���&RQVLGHU�KLVWRULFDO

GDWD��LQGXVWU\�WUHQGV��DQG�WKH�VSHFLìF�FRQWH[W�RI�\RXU�SURGXFWLRQ��)RU�H[DPSOH��D

KLJKO\�DQWLFLSDWHG�VFULSW�VKDUHG�GLJLWDOO\�ZLWK�PDQ\�SHRSOH�KDV�D�KLJKHU�OLNHOLKRRG�RI

OHDNLQJ�WKDQ�D�SK\VLFDO�SURS�VWRUHG�LQ�D�VHFXUH�YDXOW�

02

'HWHUPLQH�WKH�VHYHULW\�RI�WKH�FRQVHTXHQFHV�LI�D�ULVN�PDWHULDOLVHV��7KLV�LQYROYHV

DVVHVVLQJ�SRWHQWLDO�ìQDQFLDO�ORVVHV��UHSXWDWLRQDO�GDPDJH��OHJDO�UDPLìFDWLRQV�

RSHUDWLRQDO�GLVUXSWLRQV��DQG�FUHDWLYH�FRPSURPLVHV��$�VFULSW�OHDN�PLJKW�KDYH�D�KLJK

ìQDQFLDO�LPSDFW�GXH�WR�UHVKRRWV�DQG�PDUNHWLQJ�FKDQJHV��ZKLOH�D�PLQRU�HTXLSPHQW

WKHIW�PLJKW�KDYH�D�ORZ�ìQDQFLDO�EXW�SRWHQWLDOO\�KLJK�RSHUDWLRQDO�LPSDFW�LI�LW�GHOD\V

ìOPLQJ�

03

&RPELQH�OLNHOLKRRG�DQG�LPSDFW�WR�SULRULWLVH�ULVNV��$�FRPPRQ�PHWKRG�LV�XVLQJ�D�ULVN

PDWUL[��ZKHUH�ULVNV�DUH�SORWWHG�RQ�D�JULG��+LJK�OLNHOLKRRG��KLJK�LPSDFW�ULVNV�GHPDQG

LPPHGLDWH�DWWHQWLRQ��ZKLOH�ORZ�OLNHOLKRRG��ORZ�LPSDFW�ULVNV�PD\�EH�DFFHSWHG�RU

PRQLWRUHG��7KLV�YLVXDO�WRRO�KHOSV�LQ�PDNLQJ�LQIRUPHG�GHFLVLRQV�DERXW�ZKHUH�WR

DOORFDWH�VHFXULW\�UHVRXUFHV�PRVW�HëHFWLYHO\�

%\�V\VWHPDWLFDOO\�DVVHVVLQJ�ERWK�WKH�OLNHOLKRRG�DQG�LPSDFW��SURGXFWLRQ�WHDPV�FDQ�GHYHORS�D

FOHDU�XQGHUVWDQGLQJ�RI�WKHLU�PRVW�VLJQLìFDQW�VHFXULW\�FKDOOHQJHV�DQG�DOORFDWH�UHVRXUFHV

DFFRUGLQJO\�

6HOHFW�RQH

A production company has identified a "high
likelihood, high impact" risk of script leakage due to
widespread digital sharing. Which mitigation
strategy would be most effective and
comprehensive?

Risk Assessment in Pre-Production

7KH�SUH�SURGXFWLRQ�SKDVH�LV�D�FULWLFDO�MXQFWXUH�IRU

HVWDEOLVKLQJ�D�UREXVW�VHFXULW\�SRVWXUH��%HIRUH

FDPHUDV�UROO��LW�LV�LPSHUDWLYH�WR�FRQGXFW�D

WKRURXJK�risk assessment�WR�LGHQWLI\��DQDO\VH�

DQG�HYDOXDWH�SRWHQWLDO�WKUHDWV�WKDW�FRXOG

MHRSDUGLVH�WKH�SURMHFW��7KLV�SURDFWLYH�DSSURDFK

DOORZV�SURGXFWLRQ�WHDPV�WR�DQWLFLSDWH

YXOQHUDELOLWLHV�DQG�LPSOHPHQW�SUHYHQWDWLYH

PHDVXUHV��WKHUHE\�VDIHJXDUGLQJ�LQWHOOHFWXDO

SURSHUW\��SHUVRQQHO��DQG�ìQDQFLDO�LQYHVWPHQWV��$

FRPSUHKHQVLYH�ULVN�DVVHVVPHQW�HQVXUHV�WKDW

VHFXULW\�LV�QRW�DQ�DIWHUWKRXJKW�EXW�DQ�LQWHJUDO

SDUW�RI�WKH�SODQQLQJ�SURFHVV�

Intellectual Property Theft��8QDXWKRULVHG�DFFHVV�WR�RU�OHDNDJH�RI�VFULSWV�

VWRU\ERDUGV��FRQFHSW�DUW��PXVLFDO�VFRUHV��RU�FRQìGHQWLDO�SORW�GHWDLOV�

Data Breaches��&RPSURPLVH�RI�GLJLWDO�DVVHWV��VHQVLWLYH�SHUVRQDO�LQIRUPDWLRQ�RI

FDVW�DQG�FUHZ��ìQDQFLDO�GDWD��RU�SURSULHWDU\�VRIWZDUH�

Physical Security Threats��7KHIW�RI�HTXLSPHQW��XQDXWKRULVHG�DFFHVV�WR

SURGXFWLRQ�RîFHV��RU�VHFXULW\�EUHDFKHV�DW�DXGLWLRQ�YHQXHV�RU�ORFDWLRQ�VFRXWLQJ

VLWHV�

Personnel Risks��,QVLGHU�WKUHDWV��PDOLFLRXV�RU�DFFLGHQWDO���VRFLDO�HQJLQHHULQJ

DWWDFNV�WDUJHWLQJ�VWDë��RU�LVVXHV�UHODWHG�WR�WDOHQW�VHFXULW\�DQG�SULYDF\�

Reputational Damage��/HDNV�WKDW�VSRLO�SORW�SRLQWV��UHYHDO�FRQWURYHUVLDO�FDVWLQJ

FKRLFHV��RU�H[SRVH�LQWHUQDO�GLVSXWHV��OHDGLQJ�WR�QHJDWLYH�SXEOLF�SHUFHSWLRQ�

Supply Chain Vulnerabilities��5LVNV�DVVRFLDWHG�ZLWK�WKLUG�SDUW\�YHQGRUV��VXFK

DV�VHFXUH�GDWD�KDQGOLQJ�E\�9);�VWXGLRV��FDWHULQJ��RU�WUDQVSRUW�VHUYLFHV�

Developing Mitigation Strategies

2QFH�ULVNV�DUH�LGHQWLìHG�DQG�DVVHVVHG��WKH�QH[W�FUXFLDO�VWHS�LV�WR�GHYHORS�mitigation

strategies�WR�UHGXFH�WKHLU�OLNHOLKRRG�RU�LPSDFW��7KHVH�VWUDWHJLHV�VKRXOG�EH�SUDFWLFDO�

FRVW�HëHFWLYH��DQG�LQWHJUDWHG�LQWR�WKH�SURGXFWLRQ
V�RYHUDOO�VHFXULW\�SODQ��&RPPRQ

DSSURDFKHV�LQFOXGH�

Risk Avoidance��0RGLI\LQJ�SODQV�WR�HOLPLQDWH�WKH�ULVN�HQWLUHO\��H�J���QRW�XVLQJ�D

ULVN\�ORFDWLRQ��

Risk Reduction��,PSOHPHQWLQJ�FRQWUROV�WR�OHVVHQ�WKH�SUREDELOLW\�RU�LPSDFW��H�J��

HQFU\SWLQJ�GDWD��VWULFW�DFFHVV�FRQWUROV��EDFNJURXQG�FKHFNV��1'$V��F\EHUVHFXULW\

WUDLQLQJ��

Risk Transfer��6KLIWLQJ�WKH�ìQDQFLDO�EXUGHQ�RI�D�ULVN�WR�D�WKLUG�SDUW\��H�J��

WKURXJK�LQVXUDQFH�SROLFLHV�IRU�HTXLSPHQW�WKHIW�RU�GDWD�EUHDFKHV��

Risk Acceptance��'HFLGLQJ�WR�DFFHSW�FHUWDLQ�ORZ�OHYHO�ULVNV�LI�WKH�FRVW�RI

PLWLJDWLRQ�RXWZHLJKV�WKH�SRWHQWLDO�LPSDFW��ZKLOH�VWLOO�PRQLWRULQJ�WKHP�

$�UREXVW�PLWLJDWLRQ�SODQ�LQYROYHV�D�FRPELQDWLRQ�RI�WKHVH�VWUDWHJLHV��WDLORUHG�WR�WKH

VSHFLìF�QHHGV�DQG�YXOQHUDELOLWLHV�RI�HDFK�SURGXFWLRQ��5HJXODU�UHYLHZ�DQG�XSGDWHV�WR

WKHVH�VWUDWHJLHV�DUH�HVVHQWLDO�DV�WKH�SURGXFWLRQ�HYROYHV�DQG�QHZ�ULVNV�HPHUJH�

6ZLWFKLQJ�HQWLUHO\�WR�SK\VLFDO�

SDSHU�EDVHG�VFULSWV�VWRUHG�LQ�D

VLQJOH��ORFNHG�YDXOW��HOLPLQDWLQJ

GLJLWDO�VKDULQJ�

1

$FFHSWLQJ�WKH�ULVN��DV�VFULSW�OHDNV

DUH�FRPPRQ�LQ�WKH�LQGXVWU\��DQG

IRFXVLQJ�UHVRXUFHV�HOVHZKHUH�

2

,PSOHPHQWLQJ�D�QHZ�LQVXUDQFH

SROLF\�WKDW�FRYHUV�ìQDQFLDO�ORVVHV

IURP�VFULSW�OHDNV�

3

0DQGDWLQJ�WKH�XVH�RI�GLJLWDO�ULJKWV

PDQDJHPHQW��'50��ZLWK

ZDWHUPDUNLQJ��VWULFW�UROH�EDVHG

DFFHVV�FRQWUROV��DQG

FRPSUHKHQVLYH�F\EHUVHFXULW\

WUDLQLQJ�IRU�DOO�SHUVRQQHO�

4
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1. Dialogue

2. Dialogue

3. Text

4. Dialogue

5. Dialogue

6. Text

7. Dialogue

8. Dialogue

9. Text

10. Text

11. Text

6HOHFW�RQH

Which combination of preventative measures
offers the most comprehensive protection against
on-set equipment theft?

Scenario: On-Set Security Breach

,
YH�MXVW�UHFHLYHG�D�FDOO

IURP�WKH�QLJKW�VXSHUYLVRU�

$�KLJK�HQG�FDPHUD�DQG

VHYHUDO�SULPH�OHQVHV�ZHUH

VWROHQ�IURP�6HW�%

RYHUQLJKW��7KLV�LV�D

GLVDVWHU��:KDW
V�RXU

LPPHGLDWH�SULRULW\"

/HW
V�LPPHGLDWHO\�UHYLHZ�WKH

&&79�IRRWDJH�WR�LGHQWLI\�WKH

FXOSULWV�DQG�WUDFN�WKHP�GRZQ�

)LUVW��ZH�QHHG�WR�VHFXUH�WKH

VFHQH��GRFXPHQW�HYHU\WKLQJ�

DQG�QRWLI\�ODZ�HQIRUFHPHQW

DQG�RXU�LQVXUDQFH�SURYLGHU

LPPHGLDWHO\�

7KH�SROLFH�DUH�RQ�WKHLU

ZD\��DQG�ZH
YH�ìOHG�WKH

LQLWLDO�UHSRUW��1RZ��EH\RQG

WKH�LPPHGLDWH�FRVW�RI

UHSODFHPHQW��ZKDW
V�WKH

PRVW�VLJQLìFDQW�SRWHQWLDO

G WKL WK IW OG

7KLV�ZLOO�FDXVH�VLJQLìFDQW

SURGXFWLRQ�GHOD\V��SRWHQWLDO

UHVKRRWV�LI�IRRWDJH�LV

FRPSURPLVHG��DQG�VXEVWDQWLDO

EXGJHW�RYHUUXQV�GXH�WR

HTXLSPHQW�UHQWDO�DQG

LQVXUDQFH�SUHPLXP�LQFUHDVHV�

,W
V�MXVW�HTXLSPHQW��ZH�FDQ

UHQW�UHSODFHPHQWV�TXLFNO\��7KH

PDLQ�LVVXH�LV�WKH

HPEDUUDVVPHQW�RI�D�VHFXULW\

EUHDFK�

Continue

:KLOH�HPEDUUDVVPHQW�LV�D�IDFWRU��WKH�RSHUDWLRQDO�DQG

ìQDQFLDO�LPSDFW�LV�IDU�PRUH�VHYHUH��7KLQN�DERXW�KRZ�WKLV

DëHFWV�RXU�DELOLW\�WR�ìOP�DQG�RXU�ERWWRP�OLQH�

<RX
UH�ULJKW��WKH�LPSDFW�LV

VHYHUH��/RRNLQJ�EDFN��ZKDW

SUHYHQWDWLYH�PHDVXUHV

UHODWHG�WR�VHFXULW\

SHUVRQQHO�FRXOG�KDYH

VLJQLìFDQWO\�UHGXFHG�WKH

OLNHOLKRRG�RI�WKLV�WKHIW"

:H�VKRXOG�KDYH�KDG�GHGLFDWHG

�����RQ�VLWH�VHFXULW\�JXDUGV�

UHJXODU�SHULPHWHU�SDWUROV��DQG

DFWLYH�&&79�PRQLWRULQJ�ZLWK�D

UDSLG�UHVSRQVH�SURWRFRO�

:H�KDG�D�IHQFH��DQG�HYHU\RQH

NQRZV�QRW�WR�VWHDO��:H�MXVW

QHHG�WR�WUXVW�RXU�FUHZ�PRUH�

'HGLFDWHG�VHFXULW\�ZRXOG

FHUWDLQO\�KHOS��:KDW�DERXW

RXU�HTXLSPHQW

PDQDJHPHQW"�:KDW

SUHYHQWDWLYH�PHDVXUHV

UHODWHG�WR�LQYHQWRU\

FRQWURO�FRXOG�KDYH�PDGH�D

GLëHUHQFH"

:H�MXVW�QHHG�EHWWHU�ORFNV�RQ

WKH�VWRUDJH�FRQWDLQHUV��7KDW
V

XVXDOO\�HQRXJK�

,PSOHPHQWLQJ�D�UREXVW

LQYHQWRU\�PDQDJHPHQW

V\VWHP�ZLWK�GDLO\�FKHFN�

LQ�FKHFN�RXW�SURFHGXUHV�

VHFXUH��ORFNHG�VWRUDJH�DUHDV�

DQG�UHJXODU�HTXLSPHQW�DXGLWV�

Continue

3K\VLFDO�EDUULHUV�DUH�LPSRUWDQW��EXW�WKH\
UH�RQO\�RQH�SDUW

RI�WKH�VROXWLRQ��:KDW�V\VWHPDWLF�DSSURDFK�KHOSV�XV�NQRZ

H[DFWO\�ZKDW�HTXLSPHQW�ZH�KDYH��ZKHUH�LW�LV��DQG�ZKR�LV

UHVSRQVLEOH�IRU�LW"

7KHVH�DUH�FUXFLDO�SRLQWV�

1RZ��WKLQNLQJ�ORQJ�WHUP�

ZKDW�EURDGHU�LPSOLFDWLRQV

PLJKW�WKLV�HTXLSPHQW�WKHIW

KDYH�IRU�WKH�VWXGLR
V

UHSXWDWLRQ�DQG�IXWXUH

RSHUDWLRQV��EH\RQG�MXVW

WKLV�VSHFLìF�SURGXFWLRQ"

,W�FRXOG�OHDG�WR�LQFUHDVHG

LQVXUDQFH�SUHPLXPV��GDPDJH

RXU�UHSXWDWLRQ�DV�D�VHFXUH

SURGXFWLRQ�SDUWQHU��DQG

SRWHQWLDOO\�GHWHU�IXWXUH�WDOHQW

RU�LQYHVWRUV�

2QFH�ZH�UHSODFH�WKH

HTXLSPHQW��HYHU\WKLQJ�ZLOO�JR

EDFN�WR�QRUPDO��,W
V�D�RQH�Rë

LQFLGHQW�

<RX
YH�DUWLFXODWHG�WKH

ORQJ�WHUP�ULVNV�ZHOO��7KLV

LQFLGHQW�VHUYHV�DV�D�VWDUN

UHPLQGHU��:KDW
V�WKH

XOWLPDWH�WDNHDZD\

UHJDUGLQJ�RQ�VHW�SK\VLFDO

VHFXULW\"

:H�MXVW�QHHG�WR�EH�PRUH

FDUHIXO�QH[W�WLPH�DQG�KRSH�IRU

WKH�EHVW�

3URDFWLYH��PXOWL�OD\HUHG

SK\VLFDO�VHFXULW\��LQFOXGLQJ

GHGLFDWHG�SHUVRQQHO�DQG

ULJRURXV�LQYHQWRU\

PDQDJHPHQW��LV�HVVHQWLDO�WR

PLWLJDWH�ULVNV�DQG�SURWHFW

YDOXDEOH�DVVHWV�

Try again

5HO\LQJ�RQ�OXFN�ZRQ
W�FXW�LW��:KDW
V�WKH�IXQGDPHQWDO

DSSURDFK�ZH�PXVW�DGRSW�WR�SUHYHQW�IXWXUH�LQFLGHQWV"

Continue

6HFXULW\�LQFLGHQWV�UDUHO\�MXVW�GLVDSSHDU��:KDW�DUH�WKH

PRUH�HQGXULQJ�FRQVHTXHQFHV�WKDW�DëHFW�RXU�UHSXWDWLRQ

DQG�ìQDQFLDO�VWDQGLQJ�LQ�WKH�LQGXVWU\"

Continue

:KLOH�WUXVW�LV�YDOXDEOH��LW�GRHVQ
W�UHSODFH�V\VWHPDWLF

VHFXULW\��:KDW�VSHFLìF�KXPDQ�OHG�VHFXULW\�PHDVXUHV

FRXOG�KDYH�SK\VLFDOO\�SURWHFWHG�RXU�DVVHWV"

Lessons Learned from On-Set Theft

7KH�VFHQDULR�XQGHUVFRUHV�WKH�FULWLFDO�QHHG�IRU

UREXVW�RQ�VHW�SK\VLFDO�VHFXULW\��7KH�WKHIW�RI

YDOXDEOH�HTXLSPHQW�FDQ�OHDG�WR�IDU�PRUH�WKDQ

MXVW�UHSODFHPHQW�FRVWV��LW�FDQ�VHYHUHO\�LPSDFW

SURGXFWLRQ�WLPHOLQHV��LQFXU�VLJQLìFDQW�ìQDQFLDO

SHQDOWLHV��DQG�GDPDJH�WKH�VWXGLR
V�UHSXWDWLRQ�

,PSOHPHQWLQJ�D�FRPELQDWLRQ�RI�GHGLFDWHG

VHFXULW\�SHUVRQQHO�DQG�VWULQJHQW�LQYHQWRU\

PDQDJHPHQW�SURWRFROV�LV�SDUDPRXQW�WR

VDIHJXDUGLQJ�DVVHWV�

5HO\LQJ�RQ�JHQHUDO�LQVXUDQFH

SROLFLHV�DQG�EDVLF�SHULPHWHU

IHQFLQJ�

1

,PSOHPHQWLQJ������GHGLFDWHG

VHFXULW\�SHUVRQQHO��&&79

VXUYHLOODQFH��DQG�D�PHWLFXORXV

LQYHQWRU\�PDQDJHPHQW�V\VWHP

ZLWK�VHFXUH�VWRUDJH�

2

7UXVWLQJ�DOO�FUHZ�PHPEHUV�DQG

RQO\�ORFNLQJ�XS�HTXLSPHQW�ZKHQ

WKH�VHW�LV�FRPSOHWHO\�HPSW\�

3

,QVWDOOLQJ�KLJK�WHFK�DODUPV�RQ�DOO

HTXLSPHQW�DQG�DVVXPLQJ�WKH\�ZLOO

GHWHU�DOO�SRWHQWLDO�WKLHYHV�
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Pre-Approval and Registration

Escorted Access

Non-Disclosure Agreements

Visitor Pre-Approval and Registration

$OO�YLVLWRUV�WR�WKH�VHW��LQFOXGLQJ�VWXGLR�H[HFXWLYHV��SUHVV��RU�VSHFLDO�JXHVWV��PXVW�EH�

pre-approved�E\�GHVLJQDWHG�SURGXFWLRQ�PDQDJHPHQW��8SRQ�DUULYDO��D�IRUPDO

UHJLVWUDWLRQ�SURFHVV�LV�UHTXLUHG��LQYROYLQJ�LGHQWLìFDWLRQ�YHULìFDWLRQ�DQG�ORJJLQJ

WKHLU�HQWU\�DQG�H[LW�WLPHV��7KLV�HQVXUHV�D�FOHDU�UHFRUG�RI�ZKR�LV�RQ�VHW�DQG�ZKHQ�

Escorted Access and Badging

7R�PDLQWDLQ�FRQWURO�DQG�PLQLPLVH�GLVUXSWLRQ��YLVLWRUV�DUH�W\SLFDOO\�LVVXHG�

temporary, clearly visible badges�DQG�PXVW�EH�escorted by an authorised crew

member�DW�DOO�WLPHV��$FFHVV�WR�VHQVLWLYH�DUHDV��VXFK�DV�DFWLYH�ìOPLQJ�]RQHV��HGLWLQJ

VXLWHV��RU�SURS�VWRUDJH��LV�VWULFWO\�SURKLELWHG�IRU�YLVLWRUV�

Visitor NDAs and Restrictions

'HSHQGLQJ�RQ�WKH�VHQVLWLYLW\�RI�WKH�SURGXFWLRQ��YLVLWRUV�PD\�EH�UHTXLUHG�WR�VLJQ�D�

Non-Disclosure Agreement (NDA)�EHIRUH�HQWHULQJ�WKH�VHW��7KLV�OHJDOO\�ELQGV�WKHP

WR�FRQìGHQWLDOLW\�UHJDUGLQJ�SORW�GHWDLOV��VHW�GHVLJQV��RU�DQ\�RWKHU�VHQVLWLYH

LQIRUPDWLRQ�WKH\�PD\�HQFRXQWHU��3KRWRJUDSK\��YLGHR�UHFRUGLQJ��DQG�VKDULQJ

LQIRUPDWLRQ�RQ�VRFLDO�PHGLD�DUH�W\SLFDOO\�IRUELGGHQ�

6HOHFW�RQH

A film production is shooting a highly anticipated
scene in a public park. Which combination of
security measures would be most effective in
controlling access, monitoring activity, and
managing visitor presence simultaneously?

On-Set Security Protocols

7KH�SURGXFWLRQ�VHW�LV�D�G\QDPLF�DQG�RIWHQ�KLJK�

VWDNHV�HQYLURQPHQW��PDNLQJ�UREXVW�VHFXULW\

SURWRFROV�LQGLVSHQVDEOH��'XULQJ�ìOPLQJ��YDOXDEOH

HTXLSPHQW��VHQVLWLYH�SORW�GHWDLOV��DQG�KLJK�

SURìOH�LQGLYLGXDOV�DUH�DOO�YXOQHUDEOH�WR�YDULRXV

WKUHDWV��(VWDEOLVKLQJ�FOHDU��HQIRUFHDEOH�VHFXULW\

PHDVXUHV�HQVXUHV�WKH�VPRRWK�RSHUDWLRQ�RI�WKH

VHW��SURWHFWV�DVVHWV��DQG�PDLQWDLQV�WKH

FRQìGHQWLDOLW\�RI�WKH�SURMHFW��(ëHFWLYH�RQ�VHW

VHFXULW\�LV�D�PXOWL�IDFHWHG�DSSURDFK�

HQFRPSDVVLQJ�SK\VLFDO�DFFHVV�FRQWURO�

FRQWLQXRXV�PRQLWRULQJ��DVVHW�SURWHFWLRQ��DQG

FDUHIXO�PDQDJHPHQW�RI�DOO�SHUVRQQHO�DQG

YLVLWRUV�

Controlling Access to the Set

(ëHFWLYH�DFFHVV�FRQWURO�LV�WKH�ìUVW�OLQH�RI�GHIHQFH��7KLV�LQYROYHV�HVWDEOLVKLQJ

VHFXUH�SHULPHWHUV�DURXQG�WKH�ìOPLQJ�ORFDWLRQ��ZKHWKHU�LW
V�D�VWXGLR�ORW�RU�DQ

H[WHULRU�ORFDWLRQ��'HVLJQDWHG�HQWU\�DQG�H[LW�SRLQWV��VWDëHG�E\�WUDLQHG�VHFXULW\

SHUVRQQHO��DUH�FUXFLDO��$OO�LQGLYLGXDOV�HQWHULQJ�WKH�VHW�PXVW�SUHVHQW�YDOLG

LGHQWLìFDWLRQ��VXFK�DV�SURGXFWLRQ�LVVXHG�,'�EDGJHV��ZKLFK�FOHDUO\�GLVWLQJXLVK

EHWZHHQ�FUHZ��FDVW��DQG�DXWKRULVHG�YLVLWRUV��9LVLWRU�ORJV�DUH�PHWLFXORXVO\

PDLQWDLQHG��DQG�WHPSRUDU\�SDVVHV�DUH�LVVXHG�IRU�VKRUW�WHUP�DFFHVV��RIWHQ

UHTXLULQJ�DQ�HVFRUW�

Monitoring On-Set Activities

&RQWLQXRXV�PRQLWRULQJ�HQVXUHV�WKDW�VHFXULW\�SURWRFROV�DUH�EHLQJ�IROORZHG�DQG

DOORZV�IRU�UDSLG�UHVSRQVH�WR�DQ\�LQFLGHQWV��7KLV�LQFOXGHV�WKH�VWUDWHJLF�SODFHPHQW

RI�CCTV cameras�DFURVV�WKH�VHW��FRYHULQJ�FULWLFDO�DUHDV�OLNH�HTXLSPHQW�VWRUDJH�

HQWU\�SRLQWV��DQG�KLJK�WUDîF�]RQHV��6HFXULW\�SHUVRQQHO�FRQGXFW�UHJXODU�SDWUROV�

ERWK�YLVLEOH�DQG�FRYHUW��WR�GHWHU�XQDXWKRULVHG�DFWLYLWLHV�DQG�DGGUHVV�SRWHQWLDO

EUHDFKHV��$OO�FUHZ�PHPEHUV�DUH�HQFRXUDJHG�WR�UHSRUW�VXVSLFLRXV�EHKDYLRXU�RU

XQDXWKRULVHG�LQGLYLGXDOV��IRVWHULQJ�D�FROOHFWLYH�UHVSRQVLELOLW\�IRU�VHFXULW\�

Protecting Equipment and Props

)LOP�DQG�79�SURGXFWLRQ�UHOLHV�RQ�LQFUHGLEO\

H[SHQVLYH�DQG�RIWHQ�XQLTXH�HTXLSPHQW�DQG

SURSV��6DIHJXDUGLQJ�WKHVH�DVVHWV�LV�SDUDPRXQW

WR�DYRLG�VLJQLìFDQW�ìQDQFLDO�ORVVHV�DQG

SURGXFWLRQ�GHOD\V��$OO�YDOXDEOH�HTXLSPHQW�

LQFOXGLQJ�FDPHUDV��OLJKWLQJ��VRXQG�JHDU��DQG

VSHFLDOLVHG�SURSV��PXVW�EH�VWRUHG�LQ�secure,

locked facilities�ZKHQ�QRW�LQ�XVH��7KLV�FRXOG�EH

GHGLFDWHG�VWRUDJH�WUDLOHUV��VHFXUH�ZDUHKRXVHV��RU

GHVLJQDWHG�DUHDV�RQ�VHW�ZLWK�UHVWULFWHG�DFFHVV��$

UREXVW�inventory management system�LV

HVVHQWLDO��WUDFNLQJ�HYHU\�LWHP�ZLWK�GDLO\�FKHFN�LQ

DQG�FKHFN�RXW�SURFHGXUHV�WR�HQVXUH

DFFRXQWDELOLW\��2Q�VLWH�VHFXULW\�JXDUGV�SURYLGH�DQ

DGGLWLRQDO�OD\HU�RI�SURWHFWLRQ��SDUWLFXODUO\�GXULQJ

Rë�KRXUV��DQG�FRPSUHKHQVLYH�LQVXUDQFH�SROLFLHV

DUH�YLWDO�WR�PLWLJDWH�ìQDQFLDO�ULVNV�LQ�FDVH�RI�WKHIW

RU�GDPDJH�

6HWWLQJ�XS�EDVLF�FDXWLRQ�WDSH�

UHO\LQJ�RQ�ORFDO�SROLFH�SDWUROV��DQG

DOORZLQJ�SXEOLF�DFFHVV�ZLWK�YHUEDO

ZDUQLQJV�

1

'LVWULEXWLQJ�D�SXEOLF

DQQRXQFHPHQW�DERXW�ìOPLQJ

WLPHV��KLULQJ�D�IHZ�H[WUD

SURGXFWLRQ�DVVLVWDQWV�IRU�FURZG

FRQWURO��DQG�VWRULQJ�DOO�HTXLSPHQW

Rë�VLWH�RYHUQLJKW�

2

'HSOR\LQJ�D�GHGLFDWHG�VHFXULW\

WHDP�IRU�SHULPHWHU�FRQWURO�

HVWDEOLVKLQJ�D�VLQJOH�HQWU\�SRLQW

ZLWK�PDQGDWRU\�,'�FKHFNV�DQG

YLVLWRU�EDGJLQJ��XWLOLVLQJ�SRUWDEOH

&&79��DQG�DVVLJQLQJ�HVFRUWV�IRU�DOO

DSSURYHG�YLVLWRUV�

3

,PSOHPHQWLQJ�D�FRPSOH[�GLJLWDO

DFFHVV�V\VWHP�IRU�FUHZ�RQO\��XVLQJ

GURQHV�IRU�DHULDO�VXUYHLOODQFH��DQG

EDQQLQJ�DOO�YLVLWRUV�IURP�WKH

YLFLQLW\�
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6HOHFW�RQH

A production is filming a highly confidential scene.
Which comprehensive approach best addresses
securing on-set data, preventing unauthorised
recording, and managing wireless networks
simultaneously?

Digital Security on Set

The Digital Frontier on Set

,Q�WRGD\
V�LQWHUFRQQHFWHG�SURGXFWLRQ�ODQGVFDSH�

GLJLWDO�DVVHWV�DUH�DV�YDOXDEOH�DV�SK\VLFDO�RQHV�

)URP�UDZ�IRRWDJH�DQG�FRQìGHQWLDO�VFULSWV�WR

FRPPXQLFDWLRQ�ORJV�DQG�ìQDQFLDO�GDWD�

VDIHJXDUGLQJ�GLJLWDO�LQIRUPDWLRQ�RQ�VHW�LV�FUXFLDO�

7KLV�VHFWLRQ�H[SORUHV�WKH�NH\�DUHDV�RI�GLJLWDO

VHFXULW\�GXULQJ�DFWLYH�SURGXFWLRQ��IRFXVLQJ�RQ

SURWHFWLQJ�GDWD��SUHYHQWLQJ�OHDNV��DQG�VHFXULQJ

FRPPXQLFDWLRQ�QHWZRUNV�

Securing On-Set Data Storage

7KH�VKHHU�YROXPH�RI�GLJLWDO�GDWD�JHQHUDWHG�RQ�D

ìOP�RU�79�VHW��LQFOXGLQJ�UDZ�IRRWDJH��GDLOLHV�

DXGLR�ìOHV��DQG�SURGXFWLRQ�GRFXPHQWV��GHPDQGV

ULJRURXV�VHFXULW\��8QVHFXUHG�GDWD�VWRUDJH�FDQ

OHDG�WR�FDWDVWURSKLF�OHDNV��ORVV�RI�LUUHSODFHDEOH

DVVHWV��RU�FRPSURPLVH�RI�VHQVLWLYH�SURMHFW

LQIRUPDWLRQ��,PSOHPHQWLQJ�UREXVW�SURWRFROV�IRU

GDWD�KDQGOLQJ��IURP�FDSWXUH�WR�DUFKLYLQJ��LV�QRQ�

QHJRWLDEOH�WR�PDLQWDLQ�WKH�LQWHJULW\�DQG

FRQìGHQWLDOLW\�RI�WKH�SURGXFWLRQ
V�GLJLWDO

IRRWSULQW�

Preventing Unauthorised Recording

:LWK�WKH�XELTXLW\�RI�VPDUWSKRQHV�DQG�VPDUW

GHYLFHV��WKH�ULVN�RI�XQDXWKRULVHG�UHFRUGLQJ�RQ�VHW

LV�FRQVWDQW��/HDNHG�IRRWDJH��SKRWRV��RU�DXGLR�FDQ

VSRLO�SORW�SRLQWV��UHYHDO�FRQìGHQWLDO�VHW�GHVLJQV�

RU�FRPSURPLVH�WKH�SULYDF\�RI�FDVW�DQG�FUHZ�

(VWDEOLVKLQJ�DQG�VWULFWO\�HQIRUFLQJ�SROLFLHV

DJDLQVW�SHUVRQDO�GHYLFH�XVDJH�LQ�VHQVLWLYH�DUHDV�

DORQJVLGH�WHFKQRORJLFDO�GHWHUUHQWV��LV�HVVHQWLDO�WR

PDLQWDLQ�VHFUHF\�DQG�FRQWURO�RYHU�LQWHOOHFWXDO

SURSHUW\�

Managing Wireless Networks

:LUHOHVV�QHWZRUNV�DUH�LQGLVSHQVDEOH�IRU�PRGHUQ

SURGXFWLRQ��IDFLOLWDWLQJ�FRPPXQLFDWLRQ��GDWD

WUDQVIHU��DQG�UHPRWH�PRQLWRULQJ��+RZHYHU�

XQVHFXUHG�:L�)L�RU�RWKHU�ZLUHOHVV�FRQQHFWLRQV

SUHVHQW�VLJQLìFDQW�YXOQHUDELOLWLHV��DOORZLQJ

XQDXWKRULVHG�DFFHVV�WR�VHQVLWLYH�GDWD��QHWZRUN

GLVUXSWLRQ��RU�HYHQ�WKH�LQMHFWLRQ�RI�PDOZDUH�

5REXVW�QHWZRUN�PDQDJHPHQW��LQFOXGLQJ�VWURQJ

HQFU\SWLRQ�DQG�VHJPHQWDWLRQ��LV�D�FRUQHUVWRQH�RI

FRPSUHKHQVLYH�GLJLWDO�VHFXULW\�RQ�VHW�

Encrypted Storage Solutions��8WLOLVH

HQFU\SWHG�KDUG�GULYHV��VHFXUH�FORXG

VWRUDJH��DQG�SDVVZRUG�SURWHFWHG�VHUYHUV

IRU�DOO�GLJLWDO�DVVHWV��IURP�UDZ�IRRWDJH�WR

VFULSWV�

Access Control & Permissions�

,PSOHPHQW�VWULFW�UROH�EDVHG�DFFHVV

FRQWUROV�DQG�PXOWL�IDFWRU�DXWKHQWLFDWLRQ

�0)$���HQVXULQJ�RQO\�DXWKRULVHG�SHUVRQQHO

FDQ�DFFHVV�VSHFLìF�GDWD�

Device Policy & Enforcement��(QIRUFH�D

VWULFW��QR�XQDXWKRULVHG�UHFRUGLQJ�GHYLFHV�

SROLF\�RQ�VHW��LQFOXGLQJ�SHUVRQDO�SKRQHV�

VPDUWZDWFKHV��DQG�GURQHV��ZLWK

GHVLJQDWHG�VHFXUH�VWRUDJH�IRU�SHUVRQDO

LWHPV�

Secure Wi-Fi Networks��,PSOHPHQW�:3$�

HQFU\SWLRQ��VWURQJ��UHJXODUO\�FKDQJHG

SDVVZRUGV��DQG�VHSDUDWH�JXHVW�QHWZRUNV

IURP�FRUH�SURGXFWLRQ�QHWZRUNV�WR�SUHYHQW

XQDXWKRULVHG�DFFHVV�

Virtual Private Networks (VPNs)�

0DQGDWH�931�XVDJH�IRU�DOO�UHPRWH�DFFHVV

WR�SURGXFWLRQ�QHWZRUNV�DQG�VHQVLWLYH�GDWD�

HQFU\SWLQJ�DOO�WUDîF�

Data Backup & Recovery��(VWDEOLVK

DXWRPDWHG��HQFU\SWHG�EDFNXS�SURFHGXUHV

DQG�D�FOHDU�GLVDVWHU�UHFRYHU\�SODQ�IRU�DOO

FULWLFDO�GLJLWDO�GDWD�WR�SUHYHQW�ORVV�IURP

F\EHUDWWDFNV�RU�KDUGZDUH�IDLOXUH�

&RQGXFWLQJ�GDLO\�VHFXULW\�EULHìQJV�

XVLQJ�D�EDVLF�JXHVW�:L�)L�QHWZRUN

IRU�FDVW�DQG�FUHZ��DQG�EDFNLQJ�XS

GDWD�WR�ORFDO��XQHQFU\SWHG�VHUYHUV�

1

'LVWULEXWLQJ�SK\VLFDO�FRSLHV�RI�DOO

VFULSWV��XVLQJ�SXEOLF�:L�)L�IRU�DOO

LQWHUQHW�DFFHVV��DQG�WUXVWLQJ�WKDW

FUHZ�PHPEHUV�ZLOO�QRW�UHFRUG

DQ\WKLQJ�

2

,PSOHPHQWLQJ�D�VWULFW��QR�SKRQHV

RQ�VHW��SROLF\��XVLQJ�HQFU\SWHG

FORXG�VWRUDJH�IRU�GDLOLHV��DQG

SURYLGLQJ�D�VHSDUDWH��VHFXUH�

HQFU\SWHG�:L�)L�QHWZRUN�IRU

SURGXFWLRQ�XVH�RQO\�

3

5HO\LQJ�RQ�FUHZ�YLJLODQFH��XVLQJ�D

VLQJOH�SDVVZRUG�SURWHFWHG�:L�)L

QHWZRUN��DQG�VWRULQJ�DOO�GLJLWDO

GDWD�RQ�XQHQFU\SWHG�H[WHUQDO�KDUG

GULYHV�
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Lessons Learned from 'Starlight Saga'

Best Practices for Enhanced Security

Lessons Learned Best Practices

7KH��6WDUOLJKW�6DJD��LQFLGHQW�SURYLGHG�D�KDUVK�EXW�LQYDOXDEOH�OHVVRQ�LQ�PRGHUQ

SURGXFWLRQ�VHFXULW\�

3URDFWLYH�7KUHDW�0RGHOOLQJ��6HFXULW\�PXVW�EH�LQWHJUDWHG�IURP�SUH�

SURGXFWLRQ��LGHQWLI\LQJ�SRWHQWLDO�WKUHDWV�DQG�YXOQHUDELOLWLHV�VSHFLìF�WR�WKH

SURGXFWLRQ
V�GLJLWDO�DQG�SK\VLFDO�IRRWSULQW�

/D\HUHG�6HFXULW\�$SSURDFK��1R�VLQJOH�VHFXULW\�PHDVXUH�LV�VXîFLHQW��$

FRPELQDWLRQ�RI�WHFKQLFDO��SURFHGXUDO��DQG�SHUVRQQHO�IRFXVHG�FRQWUROV�LV

HVVHQWLDO�

+XPDQ�(OHPHQW�LV�.H\��7HFKQRORJ\�DORQH�FDQQRW�SUHYHQW�EUHDFKHV�LI

SHUVRQQHO�DUH�QRW�DGHTXDWHO\�WUDLQHG�DQG�YLJLODQW��+XPDQ�HUURU�UHPDLQV�D

SULPDU\�YXOQHUDELOLW\�

5DSLG�,QFLGHQW�5HVSRQVH��$�ZHOO�GHìQHG�DQG�UHKHDUVHG�LQFLGHQW�UHVSRQVH

SODQ�LV�FULWLFDO�IRU�FRQWDLQLQJ�GDPDJH��LQYHVWLJDWLQJ�WKH�EUHDFK��DQG

PLWLJDWLQJ�ORQJ�WHUP�LPSDFW�

Lessons Learned Best Practices

7R�SUHYHQW�VLPLODU�LQFLGHQWV��SURGXFWLRQV�VKRXOG�DGRSW�WKHVH�EHVW�SUDFWLFHV�

5REXVW�1HWZRUN�$UFKLWHFWXUH��,PSOHPHQW�QHWZRUN�VHJPHQWDWLRQ��ìUHZDOOV�

DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV��HVSHFLDOO\�IRU�RQ�VHW�QHWZRUNV�

0DQGDWRU\�0XOWL�)DFWRU�$XWKHQWLFDWLRQ��0)$���(QIRUFH�0)$�IRU�DOO

DFFRXQWV�DFFHVVLQJ�VHQVLWLYH�SURGXFWLRQ�GDWD�DQG�V\VWHPV�

&RPSUHKHQVLYH�'DWD�(QFU\SWLRQ��(QFU\SW�DOO�VHQVLWLYH�GDWD�ERWK�LQ�WUDQVLW

DQG�DW�UHVW��ZKHWKHU�RQ�ORFDO�VHUYHUV��FORXG�VWRUDJH��RU�SRUWDEOH�GHYLFHV�

&RQWLQXRXV�&\EHUVHFXULW\�7UDLQLQJ��&RQGXFW�UHJXODU��PDQGDWRU\�WUDLQLQJ

IRU�DOO�FDVW�DQG�FUHZ�RQ�SKLVKLQJ��VRFLDO�HQJLQHHULQJ��VHFXUH�SDVVZRUG

PDQDJHPHQW��DQG�GDWD�KDQGOLQJ�SURWRFROV�

6WULFW�'HYLFH�DQG�$FFHVV�3ROLFLHV��,PSOHPHQW�FOHDU�SROLFLHV�UHJDUGLQJ

SHUVRQDO�GHYLFH�XVDJH�RQ�VHW��UROH�EDVHG�DFFHVV�FRQWUROV��DQG�UHJXODU�DXGLWV

RI�DFFHVV�SHUPLVVLRQV�

7KLUG�3DUW\�9HQGRU�9HWWLQJ��(QVXUH�DOO�H[WHUQDO�YHQGRUV�DQG�SDUWQHUV

DGKHUH�WR�WKH�VDPH�KLJK�VHFXULW\�VWDQGDUGV�WKURXJK�FRQWUDFWXDO�DJUHHPHQWV

DQG�DXGLWV�

6HOHFW�RQH

Following the "Starlight Saga" data breach, which
combination of preventative measures would have
most effectively addressed the identified
vulnerabilities and significantly reduced the
likelihood of the incident?

Real-World Example: The 'Starlight Saga' Data
Breach

,Q�������D�PDMRU�VWUHDPLQJ�VHUYLFH�SURGXFWLRQ�

�6WDUOLJKW�6DJD���H[SHULHQFHG�D�VLJQLìFDQW

VHFXULW\�LQFLGHQW�GXULQJ�LWV�SULQFLSDO�SKRWRJUDSK\

SKDVH��$�KDFNHU�JURXS�PDQDJHG�WR�LQìOWUDWH�WKH

SURGXFWLRQ
V�GLJLWDO�LQIUDVWUXFWXUH��OHDGLQJ�WR�WKH

OHDN�RI�VHQVLWLYH�GDWD��LQFOXGLQJ�XQHGLWHG�GDLOLHV�

FRQìGHQWLDO�VFULSW�UHYLVLRQV��FDVW�DQG�FUHZ

SHUVRQDO�LQIRUPDWLRQ��DQG�IXWXUH�SORW�RXWOLQHV�

7KH�EUHDFK�RFFXUUHG�PLG�SURGXFWLRQ��FDXVLQJ

LPPHQVH�GLVUXSWLRQ��ìQDQFLDO�ORVVHV��DQG

UHSXWDWLRQDO�GDPDJH�WR�WKH�VWXGLR�DQG�LWV

SDUWQHUV�

Analysis of Vulnerabilities Leading to

the Incident

7KH�LQYHVWLJDWLRQ�LQWR�WKH��6WDUOLJKW�6DJD��EUHDFK

UHYHDOHG�VHYHUDO�FULWLFDO�YXOQHUDELOLWLHV�WKDW�WKH

DWWDFNHUV�H[SORLWHG�

,QDGHTXDWH�1HWZRUN�6HJPHQWDWLRQ��7KH

SURGXFWLRQ
V�RQ�VHW�:L�)L�QHWZRUN��XVHG�IRU

ERWK�JHQHUDO�LQWHUQHW�DFFHVV�DQG�VHQVLWLYH

GDWD�WUDQVIHU��OLNH�GDLOLHV�XSORDGV���ZDV�QRW

SURSHUO\�VHJPHQWHG��7KLV�DOORZHG

DWWDFNHUV�ZKR�JDLQHG�LQLWLDO�DFFHVV�WR

PRYH�IUHHO\�DFURVV�WKH�QHWZRUN�

:HDN�$FFHVV�&RQWUROV�DQG�0)$��0DQ\

FUHZ�PHPEHUV�XVHG�VLPSOH�SDVVZRUGV�

DQG�PXOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$��ZDV

QRW�XQLYHUVDOO\�HQIRUFHG�DFURVV�DOO�FULWLFDO

V\VWHPV��PDNLQJ�LW�HDVLHU�IRU�DWWDFNHUV�WR

FRPSURPLVH�DFFRXQWV�

/DFN�RI�'DWD�(QFU\SWLRQ�DW�5HVW��:KLOH

GDWD�LQ�WUDQVLW�KDG�VRPH�HQFU\SWLRQ�

VHQVLWLYH�ìOHV�VWRUHG�RQ�ORFDO�VHUYHUV�DQG

FORXG�GULYHV�ZHUH�QRW�FRQVLVWHQWO\

HQFU\SWHG�DW�UHVW��PHDQLQJ�RQFH�DFFHVVHG�

WKH�GDWD�ZDV�LPPHGLDWHO\�UHDGDEOH�

,QVXîFLHQW�&\EHUVHFXULW\�7UDLQLQJ�

0DQ\�FUHZ�PHPEHUV�ODFNHG�DZDUHQHVV�RI

FRPPRQ�SKLVKLQJ�WDFWLFV�DQG�VHFXUH

GLJLWDO�SUDFWLFHV��OHDGLQJ�WR�D�VXFFHVVIXO

VSHDU�SKLVKLQJ�DWWDFN�WKDW�SURYLGHG�WKH

LQLWLDO�HQWU\�SRLQW�IRU�WKH�KDFNHUV�

8QFRQWUROOHG�3HUVRQDO�'HYLFH�8VDJH�

3HUVRQDO�GHYLFHV��RIWHQ�OHVV�VHFXUH�WKDQ

FRPSDQ\�LVVXHG�RQHV��ZHUH�XVHG�WR�DFFHVV

DQG�VWRUH�SURGXFWLRQ�UHODWHG�LQIRUPDWLRQ�

FUHDWLQJ�DGGLWLRQDO�YHFWRUV�IRU�DWWDFN�

3XUFKDVLQJ�FRPSUHKHQVLYH�F\EHU

LQVXUDQFH��LQVWDOOLQJ�&&79�FDPHUDV

RQ�VHW��DQG�WUXVWLQJ�FUHZ�PHPEHUV

WR�UHSRUW�VXVSLFLRXV�HPDLOV�

1

5HO\LQJ�RQ�VWURQJ�DQWL�YLUXV

VRIWZDUH��FRQGXFWLQJ�DQQXDO

VHFXULW\�DXGLWV��DQG�YHUEDOO\

UHPLQGLQJ�VWDë�DERXW�SDVVZRUG

VHFXULW\�

2

8VLQJ�RQO\�SK\VLFDO�FRSLHV�RI

VFULSWV��EDQQLQJ�DOO�SHUVRQDO

GHYLFHV�IURP�VHW��DQG�KLULQJ�D

VLQJOH�GHGLFDWHG�,7�VHFXULW\

VSHFLDOLVW�

3

,PSOHPHQWLQJ�QHWZRUN

VHJPHQWDWLRQ��HQIRUFLQJ�XQLYHUVDO

PXOWL�IDFWRU�DXWKHQWLFDWLRQ�

PDQGDWLQJ�GDWD�HQFU\SWLRQ�DW�UHVW

DQG�LQ�WUDQVLW��DQG�SURYLGLQJ

FRQWLQXRXV�F\EHUVHFXULW\�WUDLQLQJ�
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6HOHFW�RQH

Which of the following best describes the most
significant long-term impact of a post-production
data breach involving leaked final renders and
trailers?

Scenario: Post-Production Data Breach

:H�KDYH�D�FDWDVWURSKLF

VLWXDWLRQ��7KH�ìQDO�9);

UHQGHUV�IRU�
&RVPLF

(FKRHV
�DQG�DQ�XQUHOHDVHG

WHDVHU�WUDLOHU�KDYH�EHHQ

OHDNHG�RQOLQH��MXVW�ZHHNV

EHIRUH�RXU�JOREDO

SUHPLHUH��:KDW
V�RXU

LPPHGLDWH�FRXUVH�RI

WL "

,QLWLDWH�HPHUJHQF\�SURWRFROV�

FRQWDLQ�WKH�VSUHDG��DVVHVV�WKH

IXOO�H[WHQW�RI�WKH�EUHDFK��DQG

QRWLI\�OHJDO�DQG�35�WHDPV

LPPHGLDWHO\�

)LQG�RXW�ZKLFK�SRVW�

SURGXFWLRQ�KRXVH�RU�HGLWRU�LV

UHVSRQVLEOH�DQG�WHUPLQDWH

WKHLU�FRQWUDFW�LPPHGLDWHO\�

*RRG��2XU�LQFLGHQW

UHVSRQVH�WHDP�LV�ZRUNLQJ

RQ�WDNHGRZQV�DQG�IRUHQVLF

DQDO\VLV��1RZ��EH\RQG�WKH

LPPHGLDWH

HPEDUUDVVPHQW��ZKDW
V

WKH�PRVW�VLJQLìFDQW

W WL O G WKL O N

,W
V�MXVW�D�WUDLOHU�DQG�VRPH

HëHFWV��ZH�FDQ�DOZD\V�SXW�RXW

D�QHZ�RQH��7KH�PDLQ�LVVXH�LV

WKH�RQOLQH�FKDWWHU�

6LJQLìFDQW�ìQDQFLDO�ORVVHV

IURP�SRWHQWLDO�UH�HGLWV�

PDUNHWLQJ�FDPSDLJQ

GLVUXSWLRQ��UHGXFHG�ER[�RîFH

UHYHQXH��DQG�VHYHUH

UHSXWDWLRQDO�GDPDJH�WR�WKH

VWXGLR�

7KH�ìQDQFLDO�DQG

UHSXWDWLRQDO�LPSDFWV�DUH

LQGHHG�LPPHQVH��,Q

KLQGVLJKW��ZKDW�FUXFLDO

SUHYHQWDWLYH�PHDVXUHV

UHODWHG�WR�GDWD�DFFHVV�DQG

GLJLWDO�VHFXULW\�FRXOG�KDYH

EHHQ�LPSOHPHQWHG�WR

LG WKL W G WL

:H�VKRXOG�KDYH�MXVW�NHSW�DOO

VHQVLWLYH�ìOHV�RQ�D�VLQJOH�

GLVFRQQHFWHG�KDUG�GULYH�LQ�D

ORFNHG�URRP�

,PSOHPHQWLQJ�UREXVW

HQFU\SWLRQ�IRU�DOO�ìQDO�DVVHWV�

VWULFW�UROH�EDVHG�DFFHVV

FRQWUROV�ZLWK�PXOWL�IDFWRU

DXWKHQWLFDWLRQ��DQG�VHFXUH�

DXGLWHG�ìOH�WUDQVIHU�SURWRFROV�

7KRVH�WHFKQLFDO�PHDVXUHV

DUH�YLWDO��:KDW�DERXW

SUHYHQWDWLYH�SUDFWLFHV

UHODWHG�WR�SHUVRQQHO��WKLUG�

SDUW\�YHQGRUV��DQG

RQJRLQJ�VHFXULW\

PDQDJHPHQW�WKDW�FRXOG

K W WK G

0DQGDWRU\��FRQWLQXRXV

F\EHUVHFXULW\�WUDLQLQJ�IRU�DOO

VWDë��ULJRURXV�YHWWLQJ�DQG

FRQWUDFWXDO�REOLJDWLRQV�IRU

WKLUG�SDUW\�SRVW�SURGXFWLRQ

VWXGLRV��DQG�UHJXODU�VHFXULW\

DXGLWV�

-XVW�WUXVWLQJ�RXU�ORQJ�WHUP

SDUWQHUV�DQG�HPSOR\HHV��DV

WKH\�NQRZ�WKH�LPSRUWDQFH�RI

VHFUHF\�

<RX
YH�FOHDUO\�RXWOLQHG�D

UREXVW��PXOWL�OD\HUHG

DSSURDFK��7KLV�LQFLGHQW�

ZKLOH�FRVWO\��KDV�SURYLGHG

LQYDOXDEOH�OHVVRQV�IRU�RXU

IXWXUH�VHFXULW\�VWUDWHJ\�

+RSHIXOO\��ZH�MXVW�JHW�OXFN\

QH[W�WLPH�DQG�DYRLG�DQRWKHU

EUHDFK�

,QGHHG��3URDFWLYH�VHFXULW\�

FRQWLQXRXV�YLJLODQFH��DQG�D

FXOWXUH�RI�DZDUHQHVV�DUH�WKH

RQO\�ZD\V�WR�VDIHJXDUG�RXU

FUHDWLYH�DVVHWV�

Understanding the Damage of a Post-

Production Breach

$�GDWD�EUHDFK�GXULQJ�SRVW�SURGXFWLRQ�FDQ�EH

GHYDVWDWLQJ��DV�WKH�FRQWHQW�LV�RIWHQ�QHDU

FRPSOHWLRQ�DQG�KLJKO\�DQWLFLSDWHG��7KH�OHDN�RI

ìQDO�9);�UHQGHUV�RU�XQUHOHDVHG�WUDLOHUV�FDQ�VSRLO

NH\�SORW�SRLQWV��XQGHUPLQH�PDUNHWLQJ�HëRUWV�

DQG�GLUHFWO\�LPSDFW�DXGLHQFH�HQJDJHPHQW�DQG

ER[�RîFH�SHUIRUPDQFH�

Financial Losses��7KLV�LQFOXGHV�WKH�FRVW�RI�SRWHQWLDO�UH�HGLWV��UH�UHQGHULQJ�9);�

VFUDSSLQJ�DQG�UH�VKRRWLQJ�PDUNHWLQJ�PDWHULDOV��DQG�ORVW�UHYHQXH�IURP

GHFUHDVHG�DXGLHQFH�LQWHUHVW�

Reputational Damage��7KH�VWXGLR
V�DQG�SURGXFWLRQ�FRPSDQ\
V�FUHGLELOLW\�FDQ

EH�VHYHUHO\�KDUPHG��DëHFWLQJ�UHODWLRQVKLSV�ZLWK�WDOHQW��LQYHVWRUV��DQG

GLVWULEXWLRQ�SDUWQHUV�

Creative Integrity��6SRLOHUV�FDQ�UXLQ�WKH�LQWHQGHG�DXGLHQFH�H[SHULHQFH�

GLPLQLVKLQJ�WKH�LPSDFW�RI�\HDUV�RI�FUHDWLYH�ZRUN�

Legal and Contractual Implications��%UHDFKHV�FDQ�OHDG�WR�ODZVXLWV�IURP

SDUWQHUV��WDOHQW��DQG�LQGLYLGXDOV�ZKRVH�SHUVRQDO�GDWD�PD\�KDYH�EHHQ�H[SRVHG�

7KH�LPPHGLDWH�FRVW�RI�UH�

UHQGHULQJ�WKH�OHDNHG�9);

VHTXHQFHV�

1
7HPSRUDU\�HPEDUUDVVPHQW�IRU�WKH

PDUNHWLQJ�WHDP�
2

7KH�QHHG�WR�FUHDWH�D�QHZ�

XQUHOHDVHG�WUDLOHU�
3

(URVLRQ�RI�WUXVW�ZLWK�NH\

VWDNHKROGHUV��LQFUHDVHG�LQVXUDQFH

SUHPLXPV��DQG�SRWHQWLDO�ORQJ�WHUP

GDPDJH�WR�WKH�VWXGLR
V�EUDQG�DQG

IXWXUH�SURMHFW�YLDELOLW\�
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Introduction

Secure File Transfer Protocols

Encrypted Transfers

Virtual Private Networks (VPNs)

Managed File Transfer (MFT) Solutions

Digital Signatures and Checksums

Completed

01

$OZD\V�XVH�VHFXUH��HQFU\SWHG�SURWRFROV�IRU�WUDQVIHUULQJ�ìOHV��VXFK�DV�6)73��66+�)LOH

7UDQVIHU�3URWRFRO��RU�+7736��+\SHUWH[W�7UDQVIHU�3URWRFRO�6HFXUH���$YRLG�XQHQFU\SWHG

PHWKRGV�OLNH�VWDQGDUG�)73�RU�HPDLO�DWWDFKPHQWV�IRU�VHQVLWLYH�GDWD�

02

)RU�UHPRWH�WHDPV�RU�WUDQVIHUV�RYHU�SXEOLF�QHWZRUNV��PDQGDWH�WKH�XVH�RI�931V��$�931

FUHDWHV�D�VHFXUH��HQFU\SWHG�WXQQHO��SURWHFWLQJ�GDWD�IURP�LQWHUFHSWLRQ�GXULQJ�WUDQVLW�

03

&RQVLGHU�GHGLFDWHG�0)7�VROXWLRQV�IRU�ODUJH�YROXPHV�RI�VHQVLWLYH�GDWD��7KHVH

SODWIRUPV�RëHU�HQKDQFHG�VHFXULW\�IHDWXUHV�OLNH�HQG�WR�HQG�HQFU\SWLRQ��DXWRPDWLRQ�

DXGLW�WUDLOV��DQG�JUDQXODU�DFFHVV�FRQWUROV��IDU�VXSHULRU�WR�JHQHULF�FORXG�VWRUDJH�RU

HPDLO�

04

,PSOHPHQW�GLJLWDO�VLJQDWXUHV�WR�YHULI\�WKH�DXWKHQWLFLW\�RI�WKH�VHQGHU�DQG�FKHFNVXPV

WR�HQVXUH�ìOH�LQWHJULW\�GXULQJ�WUDQVIHU��7KLV�FRQìUPV�WKDW�ìOHV�KDYHQ
W�EHHQ�WDPSHUHG

ZLWK�RU�FRUUXSWHG�

$GKHULQJ�WR�WKHVH�VHFXUH�ìOH�WUDQVIHU�SURWRFROV�LV�HVVHQWLDO�IRU�SURWHFWLQJ�YDOXDEOH�DVVHWV�DV

WKH\�PRYH�EHWZHHQ�GLëHUHQW�VWDJHV�DQG�FROODERUDWRUV�LQ�SRVW�SURGXFWLRQ�

6HOHFW�RQH

A post-production studio is preparing to send the
final, unreleased cut of a highly anticipated film to a
distributor in another country. Which combination
of security measures offers the most
comprehensive protection against unauthorised
access, intellectual property theft, and potential
leaks during this transfer?

Securing Post-Production Workflows

7KH�SRVW�SURGXFWLRQ�SKDVH�LV�ZKHUH�WKH�UDZ

HOHPHQWV�RI�D�ìOP�RU�79�VKRZ�DUH�WUDQVIRUPHG

LQWR�WKH�ìQDO�SURGXFW��7KLV�FULWLFDO�VWDJH�LQYROYHV

HGLWLQJ��YLVXDO�HëHFWV��VRXQG�GHVLJQ��DQG�FRORXU

JUDGLQJ��'XULQJ�WKLV�SHULRG��DOO�FUHDWLYH�DVVHWVÌ

IRRWDJH��DXGLR��XQUHOHDVHG�FXWV��DQG�ìQDO

PDVWHUVÌDUH�DW�WKHLU�PRVW�YXOQHUDEOH�DQG

YDOXDEOH��5REXVW�VHFXULW\�PHDVXUHV�DUH�HVVHQWLDO

WR�SUHYHQW�OHDNV��WDPSHULQJ��DQG�XQDXWKRULVHG

GLVWULEXWLRQ��VDIHJXDUGLQJ�WKH�LPPHQVH

LQYHVWPHQW�DQG�FUHDWLYH�LQWHJULW\�RI�WKH�SURMHFW�

Protecting Footage and Audio Files

5DZ�IRRWDJH�DQG�DXGLR�DUH�WKH�IRXQGDWLRQDO

HOHPHQWV�RI�DQ\�SURGXFWLRQ��DQG�WKHLU�VHFXULW\�LV

SDUDPRXQW��/RVV��FRUUXSWLRQ��RU�XQDXWKRULVHG

DFFHVV�WR�WKHVH�ìOHV�FDQ�OHDG�WR�VLJQLìFDQW�GHOD\V

DQG�ìQDQFLDO�UHSHUFXVVLRQV�

Encrypted Storage��$OO�GLJLWDO�DVVHWV�VKRXOG

EH�VWRUHG�RQ�HQFU\SWHG�VHUYHUV�RU�GULYHV�

ERWK�ORFDOO\�DQG�LQ�FORXG�EDVHG�VROXWLRQV�

7KLV�HQVXUHV�WKDW�HYHQ�LI�GDWD�LV�DFFHVVHG

ZLWKRXW�DXWKRULVDWLRQ��LW�UHPDLQV

XQUHDGDEOH�

Redundant Backups��,PSOHPHQW�D�UREXVW

EDFNXS�VWUDWHJ\��RIWHQ�IROORZLQJ�WKH������

UXOH��WKUHH�FRSLHV�RI�GDWD��RQ�WZR�GLëHUHQW

W\SHV�RI�VWRUDJH��ZLWK�RQH�FRS\�Rë�VLWH��7KLV

SURWHFWV�DJDLQVW�GDWD�ORVV�GXH�WR�KDUGZDUH

IDLOXUH��F\EHU�DWWDFNV��RU�QDWXUDO�GLVDVWHUV�

Version Control��8WLOLVH�VRSKLVWLFDWHG

YHUVLRQ�FRQWURO�V\VWHPV�WR�WUDFN�HYHU\

FKDQJH�PDGH�WR�IRRWDJH�DQG�DXGLR�ìOHV�

7KLV�DOORZV�IRU�HDV\�UROOEDFN�WR�SUHYLRXV

YHUVLRQV�LI�HUURUV�RFFXU�RU�LI�WDPSHULQJ�LV

VXVSHFWHG�

Access Logs��0DLQWDLQ�GHWDLOHG�ORJV�RI�ZKR

DFFHVVHV��PRGLìHV��RU�WUDQVIHUV�ìOHV�

SURYLGLQJ�DQ�DXGLW�WUDLO�IRU�IRUHQVLF�DQDO\VLV

LQ�FDVH�RI�D�EUHDFK�

Managing Editing Suites and

Equipment

(GLWLQJ�VXLWHV�DUH�WKH�QHUYH�FHQWUH�RI�SRVW�

SURGXFWLRQ��KRXVLQJ�KLJK�YDOXH�HTXLSPHQW�DQG

VHQVLWLYH�SURMHFW�ìOHV��3K\VLFDO�DQG�GLJLWDO

VHFXULW\�IRU�WKHVH�HQYLURQPHQWV�LV�FUXFLDO�

Physical Access Controls��5HVWULFW�DFFHVV�WR

HGLWLQJ�VXLWHV�WR�DXWKRULVHG�SHUVRQQHO�RQO\�

XVLQJ�NH\FDUG�V\VWHPV��ELRPHWULF�VFDQQHUV�

RU�PDQQHG�VHFXULW\�FKHFNSRLQWV��$OO�YLVLWRUV

PXVW�EH�ORJJHG�DQG�HVFRUWHG�

Network Segmentation��,VRODWH�SRVW�

SURGXFWLRQ�QHWZRUNV�IURP�JHQHUDO

FRUSRUDWH�QHWZRUNV�WR�SUHYHQW�ODWHUDO

PRYHPHQW�RI�WKUHDWV��7KLV�FUHDWHV�D�VHFXUH

�DLU�JDS��IRU�FULWLFDO�V\VWHPV�

Endpoint Security��(QVXUH�DOO�ZRUNVWDWLRQV�

VHUYHUV��DQG�VWRUDJH�GHYLFHV�ZLWKLQ�HGLWLQJ

VXLWHV�KDYH�XS�WR�GDWH�DQWLYLUXV�VRIWZDUH�

ìUHZDOOV��DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV�

Regular Audits��&RQGXFW�IUHTXHQW�VHFXULW\

DXGLWV�RI�ERWK�SK\VLFDO�SUHPLVHV�DQG�GLJLWDO

V\VWHPV�WR�LGHQWLI\�DQG�UHFWLI\

YXOQHUDELOLWLHV�EHIRUH�WKH\�FDQ�EH�H[SORLWHG�

Watermarking and Digital Rights Management

:DWHUPDUNLQJ�DQG�'LJLWDO�5LJKWV�0DQDJHPHQW��'50��DUH�FUXFLDO�WRROV�IRU�SURWHFWLQJ

LQWHOOHFWXDO�SURSHUW\�LQ�SRVW�SURGXFWLRQ��SDUWLFXODUO\�DJDLQVW�OHDNV�DQG�XQDXWKRULVHG

XVH�

Visible Watermarks��$SSO\�YLVLEOH�ZDWHUPDUNV�WR�DOO�UHYLHZ�FRSLHV�RI�IRRWDJH�

HGLWV��DQG�WUDLOHUV��7KHVH�FDQ�LQFOXGH�SURMHFW�QDPHV��GDWHV��DQG�HYHQ�WKH

UHFLSLHQW
V�QDPH��PDNLQJ�LW�WUDFHDEOH�LI�OHDNHG�

Invisible Watermarks��(PEHG�LQYLVLEOH�RU�IRUHQVLF�ZDWHUPDUNV�LQWR�GLJLWDO

DVVHWV��7KHVH�DUH�LPSHUFHSWLEOH�WR�WKH�KXPDQ�H\H�EXW�FDQ�EH�H[WUDFWHG�WR

LGHQWLI\�WKH�VRXUFH�RI�D�OHDN�

DRM Solutions��,PSOHPHQW�'50�WHFKQRORJLHV�WR�FRQWURO�DFFHVV�WR�DQG�XVDJH�RI

GLJLWDO�FRQWHQW��'50�FDQ�UHVWULFW�FRS\LQJ��SULQWLQJ��VKDULQJ��DQG�HYHQ�WKH

GXUDWLRQ�IRU�ZKLFK�FRQWHQW�FDQ�EH�YLHZHG��HQVXULQJ�WKDW�RQO\�DXWKRULVHG�SDUWLHV

FDQ�LQWHUDFW�ZLWK�WKH�PDWHULDO�DV�LQWHQGHG�

Licensing and Usage Rights��&OHDUO\�GHìQH�DQG�HQIRUFH�OLFHQVLQJ�DJUHHPHQWV

DQG�XVDJH�ULJKWV�IRU�DOO�FRQWHQW��'50�ZRUNV�LQ�FRQMXQFWLRQ�ZLWK�WKHVH�OHJDO

IUDPHZRUNV�WR�SUHYHQW�LQIULQJHPHQW�

8WLOLVLQJ�D�0DQDJHG�)LOH�7UDQVIHU

�0)7��VROXWLRQ�ZLWK�HQG�WR�HQG

HQFU\SWLRQ��HPEHGGLQJ�IRUHQVLF

ZDWHUPDUNV��HQIRUFLQJ�VWULFW�DFFHVV

FRQWUROV�ZLWK�PXOWL�IDFWRU

DXWKHQWLFDWLRQ��DQG�PDQGDWLQJ

931�XVDJH�IRU�DOO�UHPRWH�DFFHVV�

1

7UDQVIHUULQJ�WKH�ìOH�XVLQJ�D�SXEOLF

FORXG�VWRUDJH�VHUYLFH�ZLWK�D�VLPSOH

SDVVZRUG��XVLQJ�RQO\�YLVLEOH

ZDWHUPDUNV��DQG�DVVXPLQJ�WKH

UHFLSLHQW�ZLOO�EH�FDUHIXO�

2

6HQGLQJ�WKH�ìOP�YLD�D�VWDQGDUG

HPDLO�DWWDFKPHQW��DSSO\LQJ�D

VPDOO��HDVLO\�UHPRYDEOH�ZDWHUPDUN�

DQG�UHO\LQJ�RQ�WKH�GLVWULEXWRU
V

JHQHUDO�VHFXULW\�

3

6KLSSLQJ�WKH�ìOP�RQ�DQ

XQHQFU\SWHG�KDUG�GULYH�YLD�D

FRXULHU�VHUYLFH��DSSO\LQJ�QR

ZDWHUPDUNV��DQG�FRPPXQLFDWLQJ

WUDQVIHU�GHWDLOV�RYHU�DQ�XQVHFXUHG

SKRQH�OLQH�

4
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Introduction

Steps for Implementing Cloud Access Controls

Role-Based Access Control (RBAC)

Multi-Factor Authentication (MFA)

Principle of Least Privilege

Regular Access Audits

Completed

01

'HìQH�VSHFLìF�UROHV�ZLWKLQ�\RXU�SRVW�SURGXFWLRQ�WHDP��H�J���HGLWRU��9);�DUWLVW��VRXQG

GHVLJQHU��SURGXFHU��DQG�JUDQW�DFFHVV�SHUPLVVLRQV�EDVHG�RQ�WKH�PLQLPXP�QHFHVVDU\

SULYLOHJHV�IRU�HDFK�UROH�

02

0DQGDWH�0)$�IRU�DOO�FORXG�DFFRXQWV��7KLV�DGGV�DQ�H[WUD�OD\HU�RI�VHFXULW\�E\�UHTXLULQJ

XVHUV�WR�YHULI\�WKHLU�LGHQWLW\�XVLQJ�D�VHFRQG�PHWKRG��H�J���D�FRGH�IURP�D�PRELOH�DSS�

LQ�DGGLWLRQ�WR�WKHLU�SDVVZRUG�

03

(QVXUH�XVHUV�DQG�DSSOLFDWLRQV�DUH�JUDQWHG�RQO\�WKH�PLQLPXP�SHUPLVVLRQV�UHTXLUHG�WR

SHUIRUP�WKHLU�WDVNV��5HJXODUO\�UHYLHZ�DQG�UHYRNH�XQQHFHVVDU\�DFFHVV�

04

&RQGXFW�IUHTXHQW�DXGLWV�RI�XVHU�DFFRXQWV�DQG�DFFHVV�ORJV�WR�LGHQWLI\�DQ\�VXVSLFLRXV

DFWLYLW\��GRUPDQW�DFFRXQWV��RU�GHYLDWLRQV�IURP�HVWDEOLVKHG�VHFXULW\�SROLFLHV�

%\�PHWLFXORXVO\�LPSOHPHQWLQJ�WKHVH�DFFHVV�FRQWURO�PHDVXUHV��\RX�FDQ�VLJQLìFDQWO\�UHGXFH

WKH�ULVN�RI�XQDXWKRULVHG�DFFHVV�WR�\RXU�YDOXDEOH�SRVW�SURGXFWLRQ�DVVHWV�LQ�WKH�FORXG�

Log Management and
Analysis

Intrusion Detection
Systems (IDS)

Cloud Security Posture
Management (CSPM)

User and Entity Behaviour
Analytics (UEBA)

Log Management and Analysis

&ROOHFW�DQG�FHQWUDOLVH�DOO�FORXG�DFWLYLW\�ORJV�

LQFOXGLQJ�XVHU�ORJLQV��ìOH�DFFHVV��GDWD

WUDQVIHUV��DQG�FRQìJXUDWLRQ�FKDQJHV��8WLOLVH

VHFXULW\�LQIRUPDWLRQ�DQG�HYHQW�PDQDJHPHQW

�6,(0��V\VWHPV�WR�DQDO\VH�WKHVH�ORJV�IRU

DQRPDOLHV�DQG�SRWHQWLDO�WKUHDWV��$XWRPDWHG

DOHUWV�VKRXOG�EH�FRQìJXUHG�IRU�FULWLFDO�HYHQWV�

Intrusion Detection Systems (IDS)

,PSOHPHQW�,'6�VROXWLRQV�ZLWKLQ�\RXU�FORXG

HQYLURQPHQW�WR�PRQLWRU�QHWZRUN�WUDîF�DQG

V\VWHP�DFWLYLWLHV�IRU�PDOLFLRXV�DFWLYLW\�RU�SROLF\

YLRODWLRQV��7KHVH�V\VWHPV�FDQ�GHWHFW�NQRZQ

DWWDFN�SDWWHUQV�DQG�íDJ�XQXVXDO�EHKDYLRXU�

SURYLGLQJ�HDUO\�ZDUQLQJV�RI�SRWHQWLDO

FRPSURPLVHV�

Cloud Security Posture

Management (CSPM)

8WLOLVH�&630�WRROV�WR�FRQWLQXRXVO\�DVVHVV�\RXU

FORXG�FRQìJXUDWLRQV�DJDLQVW�VHFXULW\�EHVW

SUDFWLFHV�DQG�FRPSOLDQFH�VWDQGDUGV��7KHVH

WRROV�KHOS�LGHQWLI\�PLVFRQìJXUDWLRQV��VHFXULW\

YXOQHUDELOLWLHV��DQG�SROLF\�YLRODWLRQV�WKDW�FRXOG

H[SRVH�\RXU�GDWD�

User and Entity Behaviour

Analytics (UEBA)

(PSOR\�8(%$�VROXWLRQV�WR�HVWDEOLVK�EDVHOLQH

EHKDYLRXUDO�SDWWHUQV�IRU�XVHUV�DQG�HQWLWLHV

ZLWKLQ�\RXU�FORXG�HQYLURQPHQW��7KLV�DOORZV�IRU

WKH�GHWHFWLRQ�RI�GHYLDWLRQV�IURP�QRUPDO

EHKDYLRXU��VXFK�DV�XQXVXDO�ORJLQ�WLPHV�

H[FHVVLYH�GDWD�GRZQORDGV��RU�DFFHVV�WR

VHQVLWLYH�ìOHV�E\�XQDXWKRULVHG�XVHUV��LQGLFDWLQJ

D�SRWHQWLDO�LQVLGHU�WKUHDW�RU�FRPSURPLVHG

DFFRXQW�

6HOHFW�RQH

A post-production studio is using a cloud provider
for its sensitive VFX renders. Which combination of
measures would provide the most robust cloud
security against both external threats and insider
risks?

Cloud Security for Post-Production

7KH�VKLIW�WR�FORXG�EDVHG�ZRUNíRZV�KDV

UHYROXWLRQLVHG�SRVW�SURGXFWLRQ��RëHULQJ

XQSDUDOOHOHG�íH[LELOLW\��VFDODELOLW\��DQG

FROODERUDWLYH�FDSDELOLWLHV��+RZHYHU��WKLV�WUDQVLWLRQ

DOVR�LQWURGXFHV�QHZ�DQG�FRPSOH[�VHFXULW\

FKDOOHQJHV��3URWHFWLQJ�VHQVLWLYH�ìOP�DQG�79

DVVHWVÌIURP�UDZ�IRRWDJH�WR�ìQDO�PDVWHUVÌLQ

WKH�FORXG�UHTXLUHV�D�GHGLFDWHG�VWUDWHJ\�WKDW

DGGUHVVHV�SURYLGHU�VHOHFWLRQ��VWULQJHQW�DFFHVV

FRQWUROV��DQG�FRQWLQXRXV�PRQLWRULQJ��:LWKRXW

UREXVW�FORXG�VHFXULW\��SURGXFWLRQV�ULVN�GDWD

EUHDFKHV��LQWHOOHFWXDO�SURSHUW\�WKHIW��DQG�VHYHUH

ìQDQFLDO�DQG�UHSXWDWLRQDO�GDPDJH�

Selecting Secure Cloud Storage

Providers

&KRRVLQJ�WKH�ULJKW�FORXG�VWRUDJH�SURYLGHU�LV�WKH

IRXQGDWLRQDO�VWHS�LQ�VHFXULQJ�SRVW�SURGXFWLRQ

DVVHWV��1RW�DOO�FORXG�VHUYLFHV�RëHU�WKH�VDPH�OHYHO

RI�VHFXULW\��DQG�D�WKRURXJK�HYDOXDWLRQ�LV�FUXFLDO

WR�HQVXUH�WKDW�WKH�FKRVHQ�SURYLGHU�PHHWV�WKH

VWULQJHQW�UHTXLUHPHQWV�RI�WKH�HQWHUWDLQPHQW

LQGXVWU\��&RQVLGHU�WKH�IROORZLQJ�NH\�IDFWRUV�

Industry Compliance���(QVXUH�WKH

SURYLGHU�DGKHUHV�WR�UHOHYDQW�LQGXVWU\

VWDQGDUGV�DQG�FHUWLìFDWLRQV��H�J���03$$�

731��,62��������

Data Encryption���9HULI\�WKDW�GDWD�LV

HQFU\SWHG�ERWK�LQ�WUDQVLW��GXULQJ

XSORDG�GRZQORDG��DQG�DW�UHVW��ZKHQ

VWRUHG�RQ�VHUYHUV��XVLQJ�VWURQJ��LQGXVWU\�

VWDQGDUG�HQFU\SWLRQ�SURWRFROV�

Physical Security���,QTXLUH�DERXW�WKH

SK\VLFDO�VHFXULW\�PHDVXUHV�LQ�SODFH�DW�WKHLU

GDWD�FHQWUHV��LQFOXGLQJ�DFFHVV�FRQWUROV�

VXUYHLOODQFH��DQG�HQYLURQPHQWDO

VDIHJXDUGV�

Geographic Location���8QGHUVWDQG�ZKHUH

\RXU�GDWD�ZLOO�EH�SK\VLFDOO\�VWRUHG��DV�WKLV

FDQ�KDYH�LPSOLFDWLRQV�IRU�GDWD�VRYHUHLJQW\

DQG�FRPSOLDQFH�ZLWK�UHJLRQDO�UHJXODWLRQV�

Vendor Reputation and Track Record��

5HVHDUFK�WKH�SURYLGHU
V�KLVWRU\�RI�VHFXULW\

LQFLGHQWV��WKHLU�UHVSRQVH�FDSDELOLWLHV��DQG

FXVWRPHU�UHYLHZV�IURP�RWKHU�PHGLD

FRPSDQLHV�

Service Level Agreements (SLAs)���5HYLHZ

6/$V�FDUHIXOO\�WR�XQGHUVWDQG�JXDUDQWHHV

DURXQG�XSWLPH��GDWD�UHFRYHU\��DQG�VHFXULW\

LQFLGHQW�UHVSRQVH�WLPHV�

Implementing Access Controls

(YHQ�ZLWK�D�VHFXUH�FORXG�SURYLGHU��\RXU�RUJDQLVDWLRQ�LV�UHVSRQVLEOH�IRU�PDQDJLQJ�ZKR

FDQ�DFFHVV�ZKDW��5REXVW�DFFHVV�FRQWUROV�DUH�YLWDO�WR�SUHYHQW�XQDXWKRULVHG�DFFHVV�DQG

SRWHQWLDO�OHDNV�RI�VHQVLWLYH�SRVW�SURGXFWLRQ�PDWHULDOV��7KLV�LQYROYHV�D�PXOWL�OD\HUHG

DSSURDFK�WR�XVHU�DXWKHQWLFDWLRQ�DQG�DXWKRULVDWLRQ�

Monitoring Cloud Activity

&RQWLQXRXV�PRQLWRULQJ�RI�FORXG�DFWLYLW\�LV

HVVHQWLDO�IRU�GHWHFWLQJ�DQG�UHVSRQGLQJ�WR

VHFXULW\�WKUHDWV�LQ�UHDO�WLPH��3URDFWLYH

PRQLWRULQJ�DOORZV�SURGXFWLRQ�WHDPV�WR�LGHQWLI\

VXVSLFLRXV�EHKDYLRXU��SRWHQWLDO�EUHDFKHV��DQG

FRPSOLDQFH�YLRODWLRQV�EHIRUH�WKH\�HVFDODWH�LQWR

PDMRU�LQFLGHQWV��7KLV�YLJLODQFH�LV�D�FULWLFDO

FRPSRQHQW�RI�D�FRPSUHKHQVLYH�FORXG�VHFXULW\

VWUDWHJ\�

&RQGXFWLQJ�DQQXDO�VHFXULW\�DXGLWV�

XVLQJ�D�931�IRU�UHPRWH�DFFHVV��DQG

DVVXPLQJ�DOO�FORXG�SURYLGHU

VHFXULW\�LV�VXîFLHQW�

1

,PSOHPHQWLQJ�UROH�EDVHG�DFFHVV

FRQWURO��5%$&���PDQGDWLQJ�PXOWL�

IDFWRU�DXWKHQWLFDWLRQ��0)$��

HQFU\SWLQJ�GDWD�LQ�WUDQVLW�DQG�DW

UHVW��DQG�FRQWLQXRXVO\�PRQLWRULQJ

FORXG�DFWLYLW\�ZLWK�D�6,(0�V\VWHP�

2

5HO\LQJ�RQ�WKH�FORXG�SURYLGHU
V

GHIDXOW�VHFXULW\��XVLQJ�VLPSOH

SDVVZRUGV��DQG�UHYLHZLQJ�ORJV

ZHHNO\�

3

6WRULQJ�DOO�GDWD�LQ�D�VLQJOH�

XQHQFU\SWHG�FORXG�EXFNHW�DQG�RQO\

VKDULQJ�DFFHVV�NH\V�ZLWK�VHQLRU

VWDë�

4



AES-256 Encryption

TLS/SSL for Data in Transit

VPNs for Secure Remote
Access

Emerging Encryption:
Homomorphic Encryption

Advanced Encryption Standard

(AES-256)

7KLV�LV�D�V\PPHWULF�HQFU\SWLRQ�DOJRULWKP

ZLGHO\�DGRSWHG�E\�JRYHUQPHQWV�DQG�VHFXULW\

RUJDQLVDWLRQV�ZRUOGZLGH��,W
V�FRQVLGHUHG�RQH

RI�WKH�VWURQJHVW�HQFU\SWLRQ�VWDQGDUGV

DYDLODEOH��,Q�SRVW�SURGXFWLRQ��$(6�����LV�XVHG

WR�HQFU\SW�GLJLWDO�VWRUDJH�GULYHV��FORXG

EDFNXSV��DQG�LQGLYLGXDO�PHGLD�ìOHV��HQVXULQJ

WKDW�HYHQ�LI�D�VHUYHU�LV�EUHDFKHG�RU�D�KDUG�GULYH

LV�VWROHQ��WKH�GDWD�UHPDLQV�XQUHDGDEOH�ZLWKRXW

WKH�FRUUHFW�GHFU\SWLRQ�NH\�

Transport Layer Security (TLS) /

Secure Sockets Layer (SSL)

7/6��DQG�LWV�SUHGHFHVVRU�66/��SURWRFROV�DUH

HVVHQWLDO�IRU�VHFXULQJ�GDWD�DV�LW�PRYHV�DFURVV

QHWZRUNV��:KHQ�SRVW�SURGXFWLRQ�WHDPV�XSORDG

GDLOLHV�WR�FORXG�SODWIRUPV��GRZQORDG�9);

DVVHWV��RU�FROODERUDWH�UHPRWHO\��7/6�66/

HQFU\SWV�WKH�FRPPXQLFDWLRQ�FKDQQHO�

SUHYHQWLQJ�HDYHVGURSSLQJ�DQG�WDPSHULQJ��7KLV

SURWHFWV�GDWD��LQ�WUDQVLW��IURP�EHLQJ

LQWHUFHSWHG�E\�DWWDFNHUV�

Virtual Private Networks (VPNs)

931V�FUHDWH�D�VHFXUH��HQFU\SWHG�WXQQHO�RYHU�D

SXEOLF�QHWZRUN��DOORZLQJ�UHPRWH�HGLWRUV�

FRORXULVWV��RU�VRXQG�GHVLJQHUV�WR�DFFHVV

SURGXFWLRQ�VHUYHUV�DV�LI�WKH\�ZHUH�SK\VLFDOO\

RQ�VLWH��7KLV�LV�FULWLFDO�IRU�GLVWULEXWHG�SRVW�

SURGXFWLRQ�WHDPV��HQVXULQJ�WKDW�VHQVLWLYH�GDWD

LV�SURWHFWHG�IURP�LQWHUFHSWLRQ�ZKHQ�DFFHVVHG

IURP�RXWVLGH�WKH�VHFXUH�VWXGLR�HQYLURQPHQW�

Homomorphic Encryption

:KLOH�VWLOO�LQ�LWV�QDVFHQW�VWDJHV�IRU�ZLGHVSUHDG

PHGLD�XVH��KRPRPRUSKLF�HQFU\SWLRQ�DOORZV

FRPSXWDWLRQV�WR�EH�SHUIRUPHG�RQ�HQFU\SWHG

GDWD�ZLWKRXW�GHFU\SWLQJ�LW�ìUVW��7KLV�FRXOG

UHYROXWLRQLVH�FORXG�EDVHG�SRVW�SURGXFWLRQ�E\

HQDEOLQJ�WDVNV�OLNH�HGLWLQJ�RU�UHQGHULQJ�WR

RFFXU�RQ�HQFU\SWHG�ìOHV��IXUWKHU�UHGXFLQJ�WKH

ULVN�RI�GDWD�H[SRVXUH�GXULQJ�SURFHVVLQJ�

6HOHFW�RQH

Following a major post-production leak like
"Project Nexus," a studio wants to implement the
most comprehensive strategy to prevent future
incidents involving digital assets. Which
combination of measures would be most effective?

Real-World Application: Preventing Post-
Production Leaks

7KH�SRVW�SURGXFWLRQ�SKDVH�LV�DUJXDEO\�WKH�PRVW

FULWLFDO�SHULRG�IRU�OHDN�SUHYHQWLRQ��DV�WKH�FUHDWLYH

ZRUN�LV�QHDULQJ�FRPSOHWLRQ�DQG�LWV�PDUNHW�YDOXH

LV�DW�LWV�SHDN��$�VLQJOH�OHDN�GXULQJ�WKLV�VWDJH�FDQ

GHUDLO�PDUNHWLQJ�FDPSDLJQV��VSRLO�PDMRU�SORW

SRLQWV��DQG�LQíLFW�VHYHUH�ìQDQFLDO�DQG

UHSXWDWLRQDO�GDPDJH��&RQVLGHU�WKH�ìFWLRQDO

�3URMHFW�1H[XV���D�KLJKO\�DQWLFLSDWHG�VFL�ì�HSLF�

-XVW�ZHHNV�EHIRUH�LWV�JOREDO�UHOHDVH��D�VKRUW�

XQUHOHDVHG�VFHQH��FRPSOHWH�ZLWK�XQìQLVKHG

YLVXDO�HëHFWV��DSSHDUHG�RQ�DQ�REVFXUH�RQOLQH

IRUXP��7KLV�LQFLGHQW�VHQW�VKRFNZDYHV�WKURXJK

WKH�VWXGLR��KLJKOLJKWLQJ�WKH�GHYDVWDWLQJ

FRQVHTXHQFHV�RI�LQDGHTXDWH�SRVW�SURGXFWLRQ

VHFXULW\�

Securing Digital Assets Through Post-

Production

3UHYHQWLQJ�OHDNV�OLNH�WKDW�RI��3URMHFW�1H[XV�

UHTXLUHV�D�PXOWL�OD\HUHG�DSSURDFK�WR�VHFXULQJ

GLJLWDO�DVVHWV�WKURXJKRXW�WKH�HQWLUH�SRVW�

SURGXFWLRQ�ZRUNíRZ��7KLV�H[WHQGV�IURP�WKH

LQLWLDO�UDZ�IRRWDJH�LQJHVW�WR�WKH�ìQDO�PDVWHU

GHOLYHU\��(YHU\�GLJLWDO�ìOH��IURP�VRXQG�HëHFWV�WR

KLJK�UHVROXWLRQ�YLVXDO�HëHFWV�UHQGHUV��PXVW�EH

WUHDWHG�DV�D�KLJKO\�YDOXDEOH�DQG�YXOQHUDEOH�DVVHW�

&RPSUHKHQVLYH�VHFXULW\�SURWRFROV�PXVW�EH

HPEHGGHG�LQWR�HYHU\�VWDJH��HQVXULQJ�WKDW�GDWD�LV

SURWHFWHG�ZKHWKHU�LW
V�EHLQJ�ZRUNHG�RQ��VWRUHG�

RU�WUDQVIHUUHG�

Encryption Methods Used by

Professionals

(QFU\SWLRQ�LV�WKH�FRUQHUVWRQH�RI�GLJLWDO�DVVHW

VHFXULW\��UHQGHULQJ�GDWD�XQUHDGDEOH�WR

XQDXWKRULVHG�SDUWLHV��)RU��3URMHFW�1H[XV���D�ODFN

RI�FRQVLVWHQW��VWURQJ�HQFU\SWLRQ�RQ�ìOHV�VKDUHG

ZLWK�WKLUG�SDUW\�9);�KRXVHV�ZDV�D�NH\

YXOQHUDELOLW\��3URIHVVLRQDOV�HPSOR\�YDULRXV

UREXVW�HQFU\SWLRQ�PHWKRGV�WR�SURWHFW�VHQVLWLYH

FRQWHQW�DW�HYHU\�VWDJH�

Regular Security Audits to Test

Vulnerabilities

)RU��3URMHFW�1H[XV���D�FULWLFDO�RYHUVLJKW�ZDV�WKH

LQIUHTXHQW�DQG�VXSHUìFLDO�VHFXULW\�DXGLWV�RI�WKLUG�

SDUW\�YHQGRU�QHWZRUNV��5HJXODU��FRPSUHKHQVLYH

VHFXULW\�DXGLWV�DUH�LQGLVSHQVDEOH�IRU�LGHQWLI\LQJ

DQG�UHFWLI\LQJ�YXOQHUDELOLWLHV�EHIRUH�WKH\�FDQ�EH

H[SORLWHG��7KHVH�DXGLWV�DFW�DV�SURDFWLYH�KHDOWK

FKHFNV�IRU�D�SURGXFWLRQ
V�HQWLUH�GLJLWDO�DQG

SK\VLFDO�VHFXULW\�LQIUDVWUXFWXUH��7KH\�LQYROYH

VLPXODWHG�DWWDFNV��SHQHWUDWLRQ�WHVWLQJ��DQG�D

WKRURXJK�UHYLHZ�RI�DOO�VHFXULW\�SROLFLHV�DQG

FRQWUROV��%\�FRQVLVWHQWO\�WHVWLQJ�WKHLU�GHIHQFHV�

VWXGLRV�FDQ�HQVXUH�WKHLU�VHFXULW\�PHDVXUHV�DUH

UREXVW�DQG�XS�WR�GDWH�DJDLQVW�HYROYLQJ�WKUHDWV�

)RFXVLQJ�RQO\�RQ�SK\VLFDO�VHFXULW\

RI�HGLWLQJ�VXLWHV�DQG�DVVXPLQJ

GLJLWDO�DVVHWV�DUH�VDIH�

1

5HO\LQJ�VROHO\�RQ�VWURQJ�SDVVZRUGV

DQG�DQQXDO�LQWHUQDO�VHFXULW\

UHYLHZV�

2

,PSOHPHQWLQJ�$(6�����HQFU\SWLRQ

IRU�DOO�GDWD�DW�UHVW��PDQGDWLQJ

7/6�66/�DQG�931V�IRU�GDWD�LQ

WUDQVLW��DQG�FRQGXFWLQJ�IUHTXHQW�

H[WHUQDO�SHQHWUDWLRQ�WHVWV�DQG

YXOQHUDELOLW\�DVVHVVPHQWV�

3

'LVWULEXWLQJ�DOO�ìQDO�UHQGHUV�RQ

XQHQFU\SWHG�H[WHUQDO�KDUG�GULYHV

WR�UHGXFH�FORXG�H[SRVXUH�

4
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Encryption for Secure Delivery

Vigilant Monitoring Against Piracy

Encryption of Distribution Files

(QFU\SWLRQ�LV�WKH�EHGURFN�RI�VHFXUH�GLJLWDO�GLVWULEXWLRQ��WUDQVIRUPLQJ�FRQWHQW�LQWR�DQ

XQUHDGDEOH�IRUPDW�WKDW�FDQ�RQO\�EH�DFFHVVHG�ZLWK�D�VSHFLìF�GHFU\SWLRQ�NH\��)RU

GLVWULEXWLRQ�ìOHV��WKLV�PHDQV�SURWHFWLQJ�WKH�ìQDO�PDVWHU�FRS\�DV�LW�WUDYHOV�WR�YDULRXV

SODWIRUPV�DQG�SDUWQHUV��DQG�HYHQ�ZKHQ�LW�UHVLGHV�RQ�D�XVHU
V�GHYLFH�

Advanced Encryption Standard (AES-256)��7KLV�LV�WKH�LQGXVWU\�VWDQGDUG�IRU

HQFU\SWLQJ�YLGHR�DQG�DXGLR�ìOHV��,W�HQVXUHV�WKDW�WKH�FRQWHQW�UHPDLQV

FRQìGHQWLDO�GXULQJ�WUDQVIHU�DQG�VWRUDJH��PDNLQJ�LW�LQDFFHVVLEOH�WR

XQDXWKRULVHG�SDUWLHV�

Transport Layer Security (TLS)/Secure Sockets Layer (SSL)��7KHVH�SURWRFROV

DUH�XVHG�WR�HQFU\SW�WKH�FRPPXQLFDWLRQ�FKDQQHOV�RYHU�ZKLFK�FRQWHQW�LV

GHOLYHUHG��VXFK�DV�VWUHDPLQJ�VHUYLFHV�RU�GLJLWDO�GRZQORDG�SODWIRUPV��7KH\

FUHDWH�D�VHFXUH�WXQQHO��SURWHFWLQJ�GDWD�IURP�LQWHUFHSWLRQ�GXULQJ�WUDQVPLVVLRQ�

Digital Rights Management (DRM) Systems��'50�WHFKQRORJLHV�DUH�RIWHQ

XVHG�LQ�FRQMXQFWLRQ�ZLWK�HQFU\SWLRQ�WR�FRQWURO�KRZ�GLVWULEXWHG�FRQWHQW�FDQ�EH

XVHG��7KLV�LQFOXGHV�SUHYHQWLQJ�XQDXWKRULVHG�FRS\LQJ��OLPLWLQJ�SOD\EDFN�WR

VSHFLìF�GHYLFHV��RU�HQIRUFLQJ�UHQWDO�SHULRGV��'50�LV�FUXFLDO�IRU�PRQHWLVLQJ

FRQWHQW�VHFXUHO\�

Monitoring Distribution Channels

(YHQ�ZLWK�UREXVW�ZDWHUPDUNLQJ�DQG�HQFU\SWLRQ��FRQWLQXRXV�PRQLWRULQJ�RI

GLVWULEXWLRQ�FKDQQHOV�DQG�WKH�ZLGHU�LQWHUQHW�LV�HVVHQWLDO�WR�GHWHFW�DQG�UHVSRQG�WR

OHDNV�DQG�SLUDF\�TXLFNO\��3URDFWLYH�PRQLWRULQJ�KHOSV�PLWLJDWH�GDPDJH�DQG�SURWHFW

UHYHQXH�

Automated Content ID Systems��7KHVH�V\VWHPV�VFDQ�RQOLQH�SODWIRUPV��H�J��

<RX7XEH��VRFLDO�PHGLD��IRU�XQDXWKRULVHG�XSORDGV�RI�FRS\ULJKWHG�PDWHULDO��7KH\

FDQ�DXWRPDWLFDOO\�íDJ��EORFN��RU�PRQHWLVH�LQIULQJLQJ�FRQWHQW�

Web Crawlers and Dark Web Monitoring��6SHFLDOLVHG�WRROV�DUH�XVHG�WR

VHDUFK�WRUUHQW�VLWHV��ìOH�VKDULQJ�SODWIRUPV��DQG�HYHQ�WKH�GDUN�ZHE�IRU�OHDNHG

FRQWHQW��(DUO\�GHWHFWLRQ�DOORZV�IRU�VZLIW�WDNHGRZQ�QRWLFHV�DQG�OHJDO�DFWLRQ�

Social Media Listening��0RQLWRULQJ�VRFLDO�PHGLD�IRU�PHQWLRQV�RI�OHDNV�

VSRLOHUV��RU�VXVSLFLRXV�OLQNV�FDQ�SURYLGH�HDUO\�ZDUQLQJV�RI�SRWHQWLDO�EUHDFKHV�

Partnership Audits��5HJXODUO\�DXGLWLQJ�WKH�VHFXULW\�SUDFWLFHV�RI�GLVWULEXWLRQ

SDUWQHUV�DQG�SODWIRUPV�HQVXUHV�WKH\�DGKHUH�WR�FRQWUDFWXDO�VHFXULW\

REOLJDWLRQV��UHGXFLQJ�YXOQHUDELOLWLHV�LQ�WKH�VXSSO\�FKDLQ�

6HOHFW�RQH

A studio is preparing to globally release a highly
anticipated film and wants to implement the most
comprehensive secure distribution practices.
Which combination of measures offers the
strongest protection against piracy and
unauthorised sharing?

Secure Distribution Practices

2QFH�D�ìOP�RU�79�VHULHV�LV�FRPSOHWH��WKH�SURFHVV

RI�GLVWULEXWLQJ�LW�WR�DXGLHQFHV�ZRUOGZLGH�EHJLQV�

7KLV�FUXFLDO�SKDVH�LV�IUDXJKW�ZLWK�VHFXULW\

FKDOOHQJHV��DV�WKH�ìQDO�SURGXFW�KROGV�LPPHQVH

YDOXH�DQG�LV�D�SULPH�WDUJHW�IRU�SLUDF\�

,PSOHPHQWLQJ�UREXVW�VHFXULW\�SUDFWLFHV�GXULQJ

GLVWULEXWLRQ�LV�SDUDPRXQW�WR�SURWHFW�LQWHOOHFWXDO

SURSHUW\��SUHYHQW�XQDXWKRULVHG�DFFHVV��DQG

VDIHJXDUG�UHYHQXH�VWUHDPV��7KLV�LQYROYHV�D�PXOWL�

SURQJHG�DSSURDFK��XWLOLVLQJ�DGYDQFHG

WHFKQRORJLFDO�VROXWLRQV�DQG�YLJLODQW�PRQLWRULQJ

WR�HQVXUH�FRQWHQW�UHDFKHV�LWV�LQWHQGHG�DXGLHQFH

VHFXUHO\�

Watermarking and Forensic Marking

:DWHUPDUNLQJ�DQG�IRUHQVLF�PDUNLQJ�DUH

LQGLVSHQVDEOH�WRROV�LQ�WKH�VHFXUH�GLVWULEXWLRQ�RI

ìOP�DQG�79�FRQWHQW��7KH\�VHUYH�DV�SRZHUIXO

GHWHUUHQWV�DJDLQVW�SLUDF\�DQG�SURYLGH�FUXFLDO

HYLGHQFH�LI�D�OHDN�RFFXUV��7KHVH�WHFKQLTXHV

HPEHG�XQLTXH�LGHQWLìHUV�LQWR�WKH�FRQWHQW�

PDNLQJ�LW�WUDFHDEOH�EDFN�WR�LWV�VRXUFH�LI�LW

DSSHDUV�RQOLQH�ZLWKRXW�DXWKRULVDWLRQ�

Visible Watermarks��7KHVH�DUH�RYHUW

RYHUOD\V�RQ�WKH�FRQWHQW��VXFK�DV�D��)25

6&5((1,1*�385326(6�21/<��EDQQHU��D

UHFLSLHQW
V�QDPH��RU�D�GDWH��:KLOH�HDVLO\

QRWLFHDEOH��WKH\�DFW�DV�D�VWURQJ

SV\FKRORJLFDO�GHWHUUHQW�DQG�PDNH

XQDXWKRULVHG�VKDULQJ�LPPHGLDWHO\

DSSDUHQW�

Invisible/Forensic Watermarks��7KHVH

DUH�VXEWOH��LPSHUFHSWLEOH�GLJLWDO�SDWWHUQV

HPEHGGHG�LQWR�WKH�YLGHR�RU�DXGLR�VWUHDP�

(DFK�GLVWULEXWHG�FRS\�FDQ�FRQWDLQ�D�XQLTXH

IRUHQVLF�ZDWHUPDUN��DOORZLQJ�VWXGLRV�WR

SLQSRLQW�WKH�H[DFW�VRXUFH�RI�D�OHDN��7KLV�LV

LQYDOXDEOH�IRU�OHJDO�DFWLRQ�DQG�LGHQWLI\LQJ

FRPSURPLVHG�GLVWULEXWLRQ�FKDQQHOV�

'LVWULEXWLQJ�WKH�ìOP�RQ�VHFXUH�

HQFU\SWHG�KDUG�GULYHV�WR�DOO

FLQHPDV��DQG�RQO\�PRQLWRULQJ

PDMRU�WRUUHQW�VLWHV�PDQXDOO\�

1

8VLQJ�VWURQJ�SDVVZRUGV�IRU

GLVWULEXWLRQ�SODWIRUP�DFFHVV�

HQFU\SWLQJ�RQO\�WKH�ìUVW���

PLQXWHV�RI�WKH�ìOP��DQG

FRQGXFWLQJ�DQQXDO�VHFXULW\�DXGLWV�

2

$SSO\LQJ�YLVLEOH�ZDWHUPDUNV�WR�DOO

FRSLHV��XVLQJ�EDVLF�ìOH�HQFU\SWLRQ�

DQG�UHO\LQJ�RQ�DXGLHQFH�JRRGZLOO

WR�UHSRUW�OHDNV�

3

,PSOHPHQWLQJ�IRUHQVLF

ZDWHUPDUNLQJ�RQ�DOO�GLVWULEXWHG

FRSLHV��XWLOLVLQJ�$(6�����HQFU\SWLRQ

ZLWK�'50��DQG�HPSOR\LQJ

DXWRPDWHG�FRQWHQW�,'�V\VWHPV

DORQJVLGH�GDUN�ZHE�PRQLWRULQJ�

4
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Non-Disclosure
Agreements (NDAs)

Service Level Agreements
(SLAs)

Intellectual Property
Clauses

Non-Disclosure Agreements

(NDAs)

1'$V�DUH�OHJDOO\�ELQGLQJ�FRQWUDFWV�WKDW

HVWDEOLVK�D�FRQìGHQWLDO�UHODWLRQVKLS�EHWZHHQ

SDUWLHV��7KH\�DUH�HVVHQWLDO�IRU�SURWHFWLQJ

VHQVLWLYH�LQIRUPDWLRQ�OLNH�VFULSWV��SORW�GHWDLOV�

DQG�YLVXDO�HëHFWV�FRQFHSWV��$OO�FDVW��FUHZ��DQG

WKLUG�SDUW\�YHQGRUV�ZKR�JDLQ�DFFHVV�WR

FRQìGHQWLDO�LQIRUPDWLRQ�VKRXOG�VLJQ

FRPSUHKHQVLYH�1'$V��FOHDUO\�RXWOLQLQJ�ZKDW

FRQVWLWXWHV�FRQìGHQWLDO�LQIRUPDWLRQ�DQG�WKH

SHQDOWLHV�IRU�EUHDFK�

Service Level Agreements (SLAs)

:KHQ�HQJDJLQJ�WKLUG�SDUW\�YHQGRUV��H�J���9);

VWXGLRV��FORXG�VWRUDJH�SURYLGHUV��VHFXULW\

ìUPV���6/$V�GHìQH�WKH�OHYHO�RI�VHUYLFH

H[SHFWHG��LQFOXGLQJ�VSHFLìF�VHFXULW\�PHDVXUHV�

GDWD�SURWHFWLRQ�SURWRFROV��DQG�LQFLGHQW

UHVSRQVH�WLPHV��7KHVH�FRQWUDFWV�HQVXUH

YHQGRUV�DGKHUH�WR�WKH�SURGXFWLRQ
V�VHFXULW\

VWDQGDUGV�DQG�DUH�DFFRXQWDEOH�IRU�DQ\�IDLOXUHV�

Intellectual Property Clauses

&RQWUDFWV�VKRXOG�FOHDUO\�GHìQH�RZQHUVKLS�DQG

OLFHQVLQJ�RI�DOO�LQWHOOHFWXDO�SURSHUW\�FUHDWHG

GXULQJ�WKH�SURGXFWLRQ��7KLV�LQFOXGHV�FODXVHV

UHJDUGLQJ�FRS\ULJKW�DVVLJQPHQWV��ZRUN�IRU�

KLUH�DJUHHPHQWV��DQG�UHVWULFWLRQV�RQ�WKH�XVH�RU

GLVWULEXWLRQ�RI�FUHDWLYH�DVVHWV�WR�SUHYHQW

LQIULQJHPHQW�DQG�SURWHFW�WKH�VWXGLR
V�ULJKWV�

6HOHFW�RQH

A production company discovers that a security
camera on set inadvertently recorded a private
conversation between two crew members
discussing sensitive personal matters. Legally, the
company has no obligation to delete the footage, as
it was recorded on company property. What is the
most ethically responsible course of action?

Legal and Ethical Considerations in Production
Security

%H\RQG�WKH�WHFKQLFDO�VDIHJXDUGV�DQG�SK\VLFDO

PHDVXUHV��VHFXULW\�LQ�PRYLH�DQG�79�SURGXFWLRQ�LV

GHHSO\�LQWHUWZLQHG�ZLWK�D�FRPSOH[�ZHE�RI�legal

obligations�DQG�ethical responsibilities��)DLOLQJ

WR�QDYLJDWH�WKHVH�FRQVLGHUDWLRQV�FDQ�OHDG�WR

VHYHUH�SHQDOWLHV��UHSXWDWLRQDO�GDPDJH��DQG�D�ORVV

RI�WUXVW�ZLWK�FDVW��FUHZ��DQG�WKH�SXEOLF�

8QGHUVWDQGLQJ�DQG�DGKHULQJ�WR�WKHVH

IUDPHZRUNV�LV�QRW�PHUHO\�D�FRPSOLDQFH�H[HUFLVH

EXW�D�IXQGDPHQWDO�DVSHFW�RI�UHVSRQVLEOH�DQG

VXVWDLQDEOH�SURGXFWLRQ�

Data Protection Laws and Regulations

,Q�DQ�HUD�RI�LQFUHDVLQJ�GLJLWDO�GDWD��SURGXFWLRQV

KDQGOH�YDVW�DPRXQWV�RI�SHUVRQDO�LQIRUPDWLRQ�

IURP�FDVW�DQG�FUHZ�GHWDLOV�WR�VHQVLWLYH�DXGLHQFH

GDWD�IRU�PDUNHWLQJ��$GKHUHQFH�WR�data

protection laws and regulations�LV�SDUDPRXQW�

7KHVH�ODZV�GLFWDWH�KRZ�SHUVRQDO�GDWD�PXVW�EH

FROOHFWHG��VWRUHG��SURFHVVHG��DQG�SURWHFWHG�

HQVXULQJ�LQGLYLGXDOV
�SULYDF\�ULJKWV�DUH�XSKHOG�

1RQ�FRPSOLDQFH�FDQ�UHVXOW�LQ�KHIW\�ìQHV�DQG

VHYHUH�OHJDO�UHSHUFXVVLRQV�

General Data Protection Regulation

(GDPR)��$SSOLFDEOH�LQ�WKH�(8�(($��LW�VHWV

VWULFW�UXOHV�IRU�GDWD�SURFHVVLQJ�DQG

SULYDF\��LPSDFWLQJ�DQ\�SURGXFWLRQ

KDQGOLQJ�GDWD�RI�(8�FLWL]HQV�

California Consumer Privacy Act (CCPA)�

$�ODQGPDUN�SULYDF\�ODZ�LQ�WKH�86��JUDQWLQJ

&DOLIRUQLD�FRQVXPHUV�VLJQLìFDQW�ULJKWV

UHJDUGLQJ�WKHLU�SHUVRQDO�LQIRUPDWLRQ�

Data Minimisation���2QO\�FROOHFW�GDWD�WKDW

LV�DEVROXWHO\�QHFHVVDU\�IRU�D�VSHFLìF�

OHJLWLPDWH�SXUSRVH�

Secure Storage and Processing��

,PSOHPHQW�UREXVW�WHFKQLFDO�DQG

RUJDQLVDWLRQDO�PHDVXUHV�WR�SURWHFW�GDWD

IURP�XQDXWKRULVHG�DFFHVV��ORVV��RU

GDPDJH�

Consent and Transparency���2EWDLQ�FOHDU

FRQVHQW�IRU�GDWD�FROOHFWLRQ�DQG�EH

WUDQVSDUHQW�DERXW�KRZ�GDWD�LV�XVHG�

Contractual Obligations

(YHU\�SURGXFWLRQ�LQYROYHV�D�PXOWLWXGH�RI�

contractual obligations�WKDW�OHJDOO\�ELQG

LQGLYLGXDOV�DQG�HQWLWLHV�WR�VSHFLìF�VHFXULW\�DQG

FRQìGHQWLDOLW\�VWDQGDUGV��7KHVH�DJUHHPHQWV�DUH

FUXFLDO�IRU�GHìQLQJ�UHVSRQVLELOLWLHV�DQG�SURYLGLQJ

OHJDO�UHFRXUVH�LQ�FDVH�RI�D�EUHDFK��7KH\�VHUYH�DV

D�IRXQGDWLRQDO�OD\HU�RI�VHFXULW\��HQVXULQJ�DOO

SDUWLHV�XQGHUVWDQG�WKHLU�GXWLHV�

Ethical Responsibilities

%H\RQG�OHJDO�UHTXLUHPHQWV��SURGXFWLRQV�DOVR�EHDU�ethical responsibilities�WR�WKHLU

SHUVRQQHO��SDUWQHUV��DQG�WKH�SXEOLF��7KHVH�PRUDO�GXWLHV�RIWHQ�H[WHQG�EH\RQG�ZKDW�LV

OHJDOO\�PDQGDWHG�DQG�FRQWULEXWH�WR�EXLOGLQJ�D�WUXVWZRUWK\�DQG�UHVSHFWHG�EUDQG�

(WKLFDO�FRQVLGHUDWLRQV�JXLGH�GHFLVLRQV�RQ�SULYDF\��VXUYHLOODQFH��DQG�WKH�EURDGHU�LPSDFW

RI�VHFXULW\�SUDFWLFHV�

,QIRUP�WKH�FUHZ�PHPEHUV�WKDW

WKHLU�FRQYHUVDWLRQ�ZDV�UHFRUGHG

DQG�DGYLVH�WKHP�WR�EH�PRUH

FDUHIXO�LQ�WKH�IXWXUH�

1

5HYLHZ�WKH�IRRWDJH�WR�HQVXUH�QR

SURGXFWLRQ�UHODWHG�LQIRUPDWLRQ

ZDV�FRPSURPLVHG��WKHQ�GHOHWH�WKH

VHJPHQW�FRQWDLQLQJ�WKH�SULYDWH

FRQYHUVDWLRQ�

2

$QRQ\PLVH�WKH�IRRWDJH�E\�EOXUULQJ

IDFHV�DQG�GLVWRUWLQJ�YRLFHV��WKHQ

VWRUH�LW�LQGHìQLWHO\�

3

5HWDLQ�WKH�IRRWDJH��DV�LW�FRXOG

SRWHQWLDOO\�EH�XVHIXO�IRU�IXWXUH

VHFXULW\�LQYHVWLJDWLRQV�

4
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Non-Disclosure
Agreements (NDAs)

Service Level Agreements
(SLAs)

Intellectual Property
Clauses

Non-Disclosure Agreements

(NDAs)

1'$V�DUH�OHJDOO\�ELQGLQJ�FRQWUDFWV�WKDW

HVWDEOLVK�D�FRQìGHQWLDO�UHODWLRQVKLS�EHWZHHQ

SDUWLHV��7KH\�DUH�HVVHQWLDO�IRU�SURWHFWLQJ

VHQVLWLYH�LQIRUPDWLRQ�OLNH�VFULSWV��SORW�GHWDLOV�

DQG�YLVXDO�HëHFWV�FRQFHSWV��$OO�FDVW��FUHZ��DQG

WKLUG�SDUW\�YHQGRUV�ZKR�JDLQ�DFFHVV�WR

FRQìGHQWLDO�LQIRUPDWLRQ�VKRXOG�VLJQ

FRPSUHKHQVLYH�1'$V��FOHDUO\�RXWOLQLQJ�ZKDW

FRQVWLWXWHV�FRQìGHQWLDO�LQIRUPDWLRQ�DQG�WKH

SHQDOWLHV�IRU�EUHDFK�

Service Level Agreements (SLAs)

:KHQ�HQJDJLQJ�WKLUG�SDUW\�YHQGRUV��H�J���9);

VWXGLRV��FORXG�VWRUDJH�SURYLGHUV��VHFXULW\

ìUPV���6/$V�GHìQH�WKH�OHYHO�RI�VHUYLFH

H[SHFWHG��LQFOXGLQJ�VSHFLìF�VHFXULW\�PHDVXUHV�

GDWD�SURWHFWLRQ�SURWRFROV��DQG�LQFLGHQW

UHVSRQVH�WLPHV��7KHVH�FRQWUDFWV�HQVXUH

YHQGRUV�DGKHUH�WR�WKH�SURGXFWLRQ
V�VHFXULW\

VWDQGDUGV�DQG�DUH�DFFRXQWDEOH�IRU�DQ\�IDLOXUHV�

Intellectual Property Clauses

&RQWUDFWV�VKRXOG�FOHDUO\�GHìQH�RZQHUVKLS�DQG

OLFHQVLQJ�RI�DOO�LQWHOOHFWXDO�SURSHUW\�FUHDWHG

GXULQJ�WKH�SURGXFWLRQ��7KLV�LQFOXGHV�FODXVHV

UHJDUGLQJ�FRS\ULJKW�DVVLJQPHQWV��ZRUN�IRU�

KLUH�DJUHHPHQWV��DQG�UHVWULFWLRQV�RQ�WKH�XVH�RU

GLVWULEXWLRQ�RI�FUHDWLYH�DVVHWV�WR�SUHYHQW

LQIULQJHPHQW�DQG�SURWHFW�WKH�VWXGLR
V�ULJKWV�

6HOHFW�RQH

A production company discovers that a security
camera on set inadvertently recorded a private
conversation between two crew members
discussing sensitive personal matters. Legally, the
company has no obligation to delete the footage, as
it was recorded on company property. What is the
most ethically responsible course of action?

Legal and Ethical Considerations in Production
Security

%H\RQG�WKH�WHFKQLFDO�VDIHJXDUGV�DQG�SK\VLFDO

PHDVXUHV��VHFXULW\�LQ�PRYLH�DQG�79�SURGXFWLRQ�LV

GHHSO\�LQWHUWZLQHG�ZLWK�D�FRPSOH[�ZHE�RI�legal

obligations�DQG�ethical responsibilities��)DLOLQJ

WR�QDYLJDWH�WKHVH�FRQVLGHUDWLRQV�FDQ�OHDG�WR

VHYHUH�SHQDOWLHV��UHSXWDWLRQDO�GDPDJH��DQG�D�ORVV

RI�WUXVW�ZLWK�FDVW��FUHZ��DQG�WKH�SXEOLF�

8QGHUVWDQGLQJ�DQG�DGKHULQJ�WR�WKHVH

IUDPHZRUNV�LV�QRW�PHUHO\�D�FRPSOLDQFH�H[HUFLVH

EXW�D�IXQGDPHQWDO�DVSHFW�RI�UHVSRQVLEOH�DQG

VXVWDLQDEOH�SURGXFWLRQ�

Data Protection Laws and Regulations

,Q�DQ�HUD�RI�LQFUHDVLQJ�GLJLWDO�GDWD��SURGXFWLRQV

KDQGOH�YDVW�DPRXQWV�RI�SHUVRQDO�LQIRUPDWLRQ�

IURP�FDVW�DQG�FUHZ�GHWDLOV�WR�VHQVLWLYH�DXGLHQFH

GDWD�IRU�PDUNHWLQJ��$GKHUHQFH�WR�data

protection laws and regulations�LV�SDUDPRXQW�

7KHVH�ODZV�GLFWDWH�KRZ�SHUVRQDO�GDWD�PXVW�EH

FROOHFWHG��VWRUHG��SURFHVVHG��DQG�SURWHFWHG�

HQVXULQJ�LQGLYLGXDOV
�SULYDF\�ULJKWV�DUH�XSKHOG�

1RQ�FRPSOLDQFH�FDQ�UHVXOW�LQ�KHIW\�ìQHV�DQG

VHYHUH�OHJDO�UHSHUFXVVLRQV�

General Data Protection Regulation

(GDPR)��$SSOLFDEOH�LQ�WKH�(8�(($��LW�VHWV

VWULFW�UXOHV�IRU�GDWD�SURFHVVLQJ�DQG

SULYDF\��LPSDFWLQJ�DQ\�SURGXFWLRQ

KDQGOLQJ�GDWD�RI�(8�FLWL]HQV�

California Consumer Privacy Act (CCPA)�

$�ODQGPDUN�SULYDF\�ODZ�LQ�WKH�86��JUDQWLQJ

&DOLIRUQLD�FRQVXPHUV�VLJQLìFDQW�ULJKWV

UHJDUGLQJ�WKHLU�SHUVRQDO�LQIRUPDWLRQ�

Data Minimisation���2QO\�FROOHFW�GDWD�WKDW

LV�DEVROXWHO\�QHFHVVDU\�IRU�D�VSHFLìF�

OHJLWLPDWH�SXUSRVH�

Secure Storage and Processing��

,PSOHPHQW�UREXVW�WHFKQLFDO�DQG

RUJDQLVDWLRQDO�PHDVXUHV�WR�SURWHFW�GDWD

IURP�XQDXWKRULVHG�DFFHVV��ORVV��RU

GDPDJH�

Consent and Transparency���2EWDLQ�FOHDU

FRQVHQW�IRU�GDWD�FROOHFWLRQ�DQG�EH

WUDQVSDUHQW�DERXW�KRZ�GDWD�LV�XVHG�

Contractual Obligations

(YHU\�SURGXFWLRQ�LQYROYHV�D�PXOWLWXGH�RI�

contractual obligations�WKDW�OHJDOO\�ELQG

LQGLYLGXDOV�DQG�HQWLWLHV�WR�VSHFLìF�VHFXULW\�DQG

FRQìGHQWLDOLW\�VWDQGDUGV��7KHVH�DJUHHPHQWV�DUH

FUXFLDO�IRU�GHìQLQJ�UHVSRQVLELOLWLHV�DQG�SURYLGLQJ

OHJDO�UHFRXUVH�LQ�FDVH�RI�D�EUHDFK��7KH\�VHUYH�DV

D�IRXQGDWLRQDO�OD\HU�RI�VHFXULW\��HQVXULQJ�DOO

SDUWLHV�XQGHUVWDQG�WKHLU�GXWLHV�

Ethical Responsibilities

%H\RQG�OHJDO�UHTXLUHPHQWV��SURGXFWLRQV�DOVR�EHDU�ethical responsibilities�WR�WKHLU

SHUVRQQHO��SDUWQHUV��DQG�WKH�SXEOLF��7KHVH�PRUDO�GXWLHV�RIWHQ�H[WHQG�EH\RQG�ZKDW�LV

OHJDOO\�PDQGDWHG�DQG�FRQWULEXWH�WR�EXLOGLQJ�D�WUXVWZRUWK\�DQG�UHVSHFWHG�EUDQG�

(WKLFDO�FRQVLGHUDWLRQV�JXLGH�GHFLVLRQV�RQ�SULYDF\��VXUYHLOODQFH��DQG�WKH�EURDGHU�LPSDFW

RI�VHFXULW\�SUDFWLFHV�

,QIRUP�WKH�FUHZ�PHPEHUV�WKDW

WKHLU�FRQYHUVDWLRQ�ZDV�UHFRUGHG

DQG�DGYLVH�WKHP�WR�EH�PRUH

FDUHIXO�LQ�WKH�IXWXUH�

1

5HYLHZ�WKH�IRRWDJH�WR�HQVXUH�QR

SURGXFWLRQ�UHODWHG�LQIRUPDWLRQ

ZDV�FRPSURPLVHG��WKHQ�GHOHWH�WKH

VHJPHQW�FRQWDLQLQJ�WKH�SULYDWH

FRQYHUVDWLRQ�

2

$QRQ\PLVH�WKH�IRRWDJH�E\�EOXUULQJ

IDFHV�DQG�GLVWRUWLQJ�YRLFHV��WKHQ

VWRUH�LW�LQGHìQLWHO\�

3

5HWDLQ�WKH�IRRWDJH��DV�LW�FRXOG

SRWHQWLDOO\�EH�XVHIXO�IRU�IXWXUH

VHFXULW\�LQYHVWLJDWLRQV�

4
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6HOHFW�RQH

A studio is preparing to launch a new series on a
third-party distribution platform. Which
combination of preventative measures provides the
most comprehensive defense against a major
content leak from that platform?

Scenario: Distribution Platform Breach

:H
YH�MXVW�EHHQ�KLW�ZLWK�D

PDMRU�LQFLGHQW��
3URMHFW

&KURQRV
��RXU�KLJKO\

DQWLFLSDWHG�VHULHV��KDV�KDG

LWV�HQWLUH�ìUVW�VHDVRQ

OHDNHG�IURP�RXU

GLVWULEXWLRQ�SODWIRUP��,W
V

HYHU\ZKHUH�RQOLQH��:KDW
V

RXU�LPPHGLDWH�SULRULW\"

:H�QHHG�WR�ìQG�RXW�ZKR

KDFNHG�XV�DQG�HQVXUH�WKH\

IDFH�VHYHUH�FRQVHTXHQFHV

LPPHGLDWHO\�

,QLWLDWH�HPHUJHQF\�UHVSRQVH�

FRQWDLQ�WKH�VSUHDG��DVVHVV�WKH

IXOO�VFRSH�RI�WKH�EUHDFK��DQG

DOHUW�OHJDO�DQG�SXEOLF�UHODWLRQV

WHDPV�

Continue

)LQGLQJ�WKH�VRXUFH�LV�SDUW�RI�WKH�LQYHVWLJDWLRQ��EXW�WKH

LPPHGLDWH�FULVLV�GHPDQGV�FRQWDLQPHQW��/HW
V�UHYLVLW�WKH

PRVW�XUJHQW�ìUVW�VWHS�

2XU�WHDP�LV�ZRUNLQJ�RQ

WDNHGRZQV�DQG�IRUHQVLF

DQDO\VLV��1RZ��EH\RQG�WKH

LPPHGLDWH�RQOLQH�VSRLOHUV�

ZKDW
V�WKH�PRVW�VLJQLìFDQW

SRWHQWLDO�GDPDJH�WKLV

GLVWULEXWLRQ�SODWIRUP

E K OG W

6LJQLìFDQW�ìQDQFLDO�ORVVHV

IURP�ORVW�VXEVFULSWLRQV�VDOHV�

GLVUXSWLRQ�RI�UHOHDVH

VFKHGXOHV��DQG�VHYHUH�ORQJ�

WHUP�GDPDJH�WR�RXU�EUDQG

UHSXWDWLRQ�DQG�LQYHVWRU

FRQìGHQFH�

,W
V�MXVW�RQH�VHULHV��ZH�KDYH

RWKHUV��7KH�PDLQ�LVVXH�LV�WKH

HPEDUUDVVPHQW��EXW�ZH�FDQ

UHFRYHU�TXLFNO\�

<RX
YH�FOHDUO\�DUWLFXODWHG

WKH�VHYHUH�FRQVHTXHQFHV�

,Q�KLQGVLJKW��ZKDW�FUXFLDO

SUHYHQWDWLYH�PHDVXUH�

VSHFLìFDOO\�IRU�RXU

GLVWULEXWLRQ�SODWIRUP�

OG K E

:H�UHOLHG�RQ�RXU�SODWIRUP

SURYLGHU
V�VWDQGDUG�VHFXULW\�

7KH\�DVVXUHG�XV�LW�ZDV�VDIH�

DQG�ZH�XVHG�VWURQJ

SDVVZRUGV�

,PSOHPHQWLQJ�UREXVW��PXOWL�

OD\HUHG�VHFXULW\�SURWRFROV�

LQFOXGLQJ�DGYDQFHG�HQFU\SWLRQ

IRU�FRQWHQW��VWURQJ�DFFHVV

FRQWUROV�ZLWK�0)$��DQG�UHJXODU

SHQHWUDWLRQ�WHVWLQJ�RI�WKH

SODWIRUP�

Continue

6WDQGDUG�VHFXULW\�DQG�EDVLF�SDVVZRUGV�DUH�QRW�HQRXJK

IRU�KLJK�YDOXH�FRQWHQW��:KDW�VSHFLìF��DGYDQFHG�WHFKQLFDO

PHDVXUHV�FRXOG�KDYH�SURWHFWHG�WKH�SODWIRUP�PRUH

HëHFWLYHO\"

7KRVH�WHFKQLFDO�PHDVXUHV

DUH�YLWDO��:KDW�DERXW

SUHYHQWDWLYH�SUDFWLFHV

UHODWHG�WR�RQJRLQJ

RSHUDWLRQDO�VHFXULW\�DQG

SHUVRQQHO�WKDW�FRXOG�KDYH

IXUWKHU�VWUHQJWKHQHG�RXU

GHIHQFHV�DJDLQVW�VXFK�D

E K"

:H�VKRXOG�KDYH�MXVW�OLPLWHG

DFFHVV�WR�IHZHU�SHRSOH��7KDW
V

XVXDOO\�HQRXJK�WR�SUHYHQW

OHDNV�

0DQGDWRU\��FRQWLQXRXV

F\EHUVHFXULW\�WUDLQLQJ�IRU�DOO

VWDë��UHJXODU�VHFXULW\�DXGLWV�RI

YHQGRU�FRPSOLDQFH��DQG�D

ZHOO�UHKHDUVHG�LQFLGHQW

UHVSRQVH�SODQ�

<RX
YH�FOHDUO\�RXWOLQHG�D

UREXVW��PXOWL�OD\HUHG

DSSURDFK��7KLV�LQFLGHQW�

ZKLOH�FRVWO\��KDV�SURYLGHG

LQYDOXDEOH�OHVVRQV�IRU�RXU

IXWXUH�VHFXULW\�VWUDWHJ\�

,QGHHG��3URDFWLYH�VHFXULW\�

FRQWLQXRXV�YLJLODQFH��DQG�D

FXOWXUH�RI�DZDUHQHVV�DUH�WKH

RQO\�ZD\V�WR�VDIHJXDUG�RXU

FUHDWLYH�DVVHWV�DFURVV�DOO

SODWIRUPV�

+RSHIXOO\��ZH�MXVW�JHW�OXFN\

QH[W�WLPH�DQG�DYRLG�DQRWKHU

EUHDFK�

Continue

:KLOH�OLPLWLQJ�DFFHVV�KHOSV��LW�GRHVQ
W�DGGUHVV�DOO

YXOQHUDELOLWLHV��:KDW�RQJRLQJ��V\VWHPDWLF�SUDFWLFHV

LQYROYLQJ�SHRSOH�DQG�SURFHVVHV�DUH�FUXFLDO�IRU�SUHYHQWLQJ

EUHDFKHV"

Continue

7KH�GDPDJH�H[WHQGV�IDU�EH\RQG�WHPSRUDU\

HPEDUUDVVPHQW��7KLQN�DERXW�WKH�WDQJLEOH�ìQDQFLDO�DQG

VWUDWHJLF�LPSDFWV�RQ�WKH�VWXGLR
V�IXWXUH��/HW
V�WU\�DJDLQ�

The Ripple Effect of a Distribution

Breach

$�EUHDFK�RQ�D�GLVWULEXWLRQ�SODWIRUP��ZKHUH

FRQWHQW�LV�PHDQW�IRU�SXEOLF�UHOHDVH��FDUULHV

XQLTXH�DQG�VHYHUH�FRQVHTXHQFHV��8QOLNH�SUH�

SURGXFWLRQ�OHDNV��ZKLFK�FDQ�VRPHWLPHV�EH

FRQWDLQHG�RU�DOWHUHG��D�GLVWULEXWLRQ�OHDN�PHDQV

WKH�ìQDO��SROLVKHG�SURGXFW�LV�RXW�LQ�WKH�ZLOG

SUHPDWXUHO\��7KLV�FDQ�GLUHFWO\�LPSDFW�revenue,

market strategy, and long-term brand value.

Robust Security Protocols��,PSOHPHQW�HQG�WR�HQG�HQFU\SWLRQ�IRU�DOO�FRQWHQW�

IURP�VWRUDJH�WR�GHOLYHU\��8WLOLVH�PXOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$��IRU�DOO

SODWIRUP�DFFHVV�SRLQWV��DQG�HQIRUFH�WKH�SULQFLSOH�RI�OHDVW�SULYLOHJH�

Regular Security Audits & Penetration Testing��&RQGXFW�IUHTXHQW�

LQGHSHQGHQW�VHFXULW\�DXGLWV�DQG�SHQHWUDWLRQ�WHVWV�RQ�WKH�GLVWULEXWLRQ�SODWIRUP

DQG�LWV�XQGHUO\LQJ�LQIUDVWUXFWXUH��7KLV�LGHQWLìHV�YXOQHUDELOLWLHV�EHIRUH�PDOLFLRXV

DFWRUV�FDQ�H[SORLW�WKHP�

Vendor Vetting & Contractual Obligations��7KRURXJKO\�YHW�DOO�WKLUG�SDUW\

GLVWULEXWLRQ�SODWIRUP�SURYLGHUV��(QVXUH�FRQWUDFWXDO�DJUHHPHQWV�LQFOXGH

VWULQJHQW�VHFXULW\�FODXVHV��UHJXODU�FRPSOLDQFH�FKHFNV��DQG�FOHDU�LQFLGHQW

UHVSRQVH�UHVSRQVLELOLWLHV�

Advanced Threat Detection & Monitoring��'HSOR\�VRSKLVWLFDWHG�LQWUXVLRQ

GHWHFWLRQ�V\VWHPV��,'6��DQG�VHFXULW\�LQIRUPDWLRQ�DQG�HYHQW�PDQDJHPHQW

�6,(0��WRROV�WR�FRQWLQXRXVO\�PRQLWRU�SODWIRUP�DFWLYLW\�IRU�DQRPDOLHV�DQG

SRWHQWLDO�EUHDFKHV�

Comprehensive Incident Response Plan��'HYHORS�DQG�UHJXODUO\�UHKHDUVH�D

GHWDLOHG�LQFLGHQW�UHVSRQVH�SODQ�VSHFLìFDOO\�IRU�GLVWULEXWLRQ�SODWIRUP�EUHDFKHV�

7KLV�SODQ�VKRXOG�FRYHU�FRQWDLQPHQW��HUDGLFDWLRQ��UHFRYHU\��DQG�SRVW�LQFLGHQW

DQDO\VLV�

Employee Training & Awareness��3URYLGH�FRQWLQXRXV�F\EHUVHFXULW\�WUDLQLQJ�WR

DOO�VWDë�LQYROYHG�ZLWK�WKH�GLVWULEXWLRQ�SODWIRUP��IRFXVLQJ�RQ�SKLVKLQJ��VRFLDO

HQJLQHHULQJ��DQG�VHFXUH�RSHUDWLRQDO�SUDFWLFHV�

5HO\LQJ�VROHO\�RQ�WKH�SODWIRUP

SURYLGHU
V�GHIDXOW�VHFXULW\�VHWWLQJV

DQG�XVLQJ�VWURQJ�SDVVZRUGV�IRU

DGPLQLVWUDWRU�DFFRXQWV�

1

,PSOHPHQWLQJ�EDVLF�FRQWHQW

HQFU\SWLRQ��FRQGXFWLQJ�DQQXDO

LQWHUQDO�VHFXULW\�UHYLHZV��DQG

KDYLQJ�D�JHQHUDO�LQFLGHQW�UHVSRQVH

SODQ�

2

/LPLWLQJ�DFFHVV�WR�WKH�SODWIRUP�WR

RQO\�VHQLRU�H[HFXWLYHV�DQG�KRSLQJ

WKDW�QR�RQH�WDUJHWV�WKH�SODWIRUP�

3

0DQGDWLQJ�HQG�WR�HQG�HQFU\SWLRQ

IRU�DOO�FRQWHQW��HQIRUFLQJ�PXOWL�

IDFWRU�DXWKHQWLFDWLRQ��FRQGXFWLQJ

IUHTXHQW�WKLUG�SDUW\�SHQHWUDWLRQ

WHVWV��DQG�HVWDEOLVKLQJ�D�WDLORUHG

LQFLGHQW�UHVSRQVH�SODQ�ZLWK

FRQWLQXRXV�VWDë�WUDLQLQJ�
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Encryption for Secure Delivery

Vigilant Monitoring Against Piracy

Encryption of Distribution Files

(QFU\SWLRQ�LV�WKH�EHGURFN�RI�VHFXUH�GLJLWDO�GLVWULEXWLRQ��WUDQVIRUPLQJ�FRQWHQW�LQWR�DQ

XQUHDGDEOH�IRUPDW�WKDW�FDQ�RQO\�EH�DFFHVVHG�ZLWK�D�VSHFLìF�GHFU\SWLRQ�NH\��)RU

GLVWULEXWLRQ�ìOHV��WKLV�PHDQV�SURWHFWLQJ�WKH�ìQDO�PDVWHU�FRS\�DV�LW�WUDYHOV�WR�YDULRXV

SODWIRUPV�DQG�SDUWQHUV��DQG�HYHQ�ZKHQ�LW�UHVLGHV�RQ�D�XVHU
V�GHYLFH�

Advanced Encryption Standard (AES-256)��7KLV�LV�WKH�LQGXVWU\�VWDQGDUG�IRU

HQFU\SWLQJ�YLGHR�DQG�DXGLR�ìOHV��,W�HQVXUHV�WKDW�WKH�FRQWHQW�UHPDLQV

FRQìGHQWLDO�GXULQJ�WUDQVIHU�DQG�VWRUDJH��PDNLQJ�LW�LQDFFHVVLEOH�WR

XQDXWKRULVHG�SDUWLHV�

Transport Layer Security (TLS)/Secure Sockets Layer (SSL)��7KHVH�SURWRFROV

DUH�XVHG�WR�HQFU\SW�WKH�FRPPXQLFDWLRQ�FKDQQHOV�RYHU�ZKLFK�FRQWHQW�LV

GHOLYHUHG��VXFK�DV�VWUHDPLQJ�VHUYLFHV�RU�GLJLWDO�GRZQORDG�SODWIRUPV��7KH\

FUHDWH�D�VHFXUH�WXQQHO��SURWHFWLQJ�GDWD�IURP�LQWHUFHSWLRQ�GXULQJ�WUDQVPLVVLRQ�

Digital Rights Management (DRM) Systems��'50�WHFKQRORJLHV�DUH�RIWHQ

XVHG�LQ�FRQMXQFWLRQ�ZLWK�HQFU\SWLRQ�WR�FRQWURO�KRZ�GLVWULEXWHG�FRQWHQW�FDQ�EH

XVHG��7KLV�LQFOXGHV�SUHYHQWLQJ�XQDXWKRULVHG�FRS\LQJ��OLPLWLQJ�SOD\EDFN�WR

VSHFLìF�GHYLFHV��RU�HQIRUFLQJ�UHQWDO�SHULRGV��'50�LV�FUXFLDO�IRU�PRQHWLVLQJ

FRQWHQW�VHFXUHO\�

Monitoring Distribution Channels

(YHQ�ZLWK�UREXVW�ZDWHUPDUNLQJ�DQG�HQFU\SWLRQ��FRQWLQXRXV�PRQLWRULQJ�RI

GLVWULEXWLRQ�FKDQQHOV�DQG�WKH�ZLGHU�LQWHUQHW�LV�HVVHQWLDO�WR�GHWHFW�DQG�UHVSRQG�WR

OHDNV�DQG�SLUDF\�TXLFNO\��3URDFWLYH�PRQLWRULQJ�KHOSV�PLWLJDWH�GDPDJH�DQG�SURWHFW

UHYHQXH�

Automated Content ID Systems��7KHVH�V\VWHPV�VFDQ�RQOLQH�SODWIRUPV��H�J��

<RX7XEH��VRFLDO�PHGLD��IRU�XQDXWKRULVHG�XSORDGV�RI�FRS\ULJKWHG�PDWHULDO��7KH\

FDQ�DXWRPDWLFDOO\�íDJ��EORFN��RU�PRQHWLVH�LQIULQJLQJ�FRQWHQW�

Web Crawlers and Dark Web Monitoring��6SHFLDOLVHG�WRROV�DUH�XVHG�WR

VHDUFK�WRUUHQW�VLWHV��ìOH�VKDULQJ�SODWIRUPV��DQG�HYHQ�WKH�GDUN�ZHE�IRU�OHDNHG

FRQWHQW��(DUO\�GHWHFWLRQ�DOORZV�IRU�VZLIW�WDNHGRZQ�QRWLFHV�DQG�OHJDO�DFWLRQ�

Social Media Listening��0RQLWRULQJ�VRFLDO�PHGLD�IRU�PHQWLRQV�RI�OHDNV�

VSRLOHUV��RU�VXVSLFLRXV�OLQNV�FDQ�SURYLGH�HDUO\�ZDUQLQJV�RI�SRWHQWLDO�EUHDFKHV�

Partnership Audits��5HJXODUO\�DXGLWLQJ�WKH�VHFXULW\�SUDFWLFHV�RI�GLVWULEXWLRQ

SDUWQHUV�DQG�SODWIRUPV�HQVXUHV�WKH\�DGKHUH�WR�FRQWUDFWXDO�VHFXULW\

REOLJDWLRQV��UHGXFLQJ�YXOQHUDELOLWLHV�LQ�WKH�VXSSO\�FKDLQ�

6HOHFW�RQH

A studio is preparing to globally release a highly
anticipated film and wants to implement the most
comprehensive secure distribution practices.
Which combination of measures offers the
strongest protection against piracy and
unauthorised sharing?

Secure Distribution Practices

2QFH�D�ìOP�RU�79�VHULHV�LV�FRPSOHWH��WKH�SURFHVV

RI�GLVWULEXWLQJ�LW�WR�DXGLHQFHV�ZRUOGZLGH�EHJLQV�

7KLV�FUXFLDO�SKDVH�LV�IUDXJKW�ZLWK�VHFXULW\

FKDOOHQJHV��DV�WKH�ìQDO�SURGXFW�KROGV�LPPHQVH

YDOXH�DQG�LV�D�SULPH�WDUJHW�IRU�SLUDF\�

,PSOHPHQWLQJ�UREXVW�VHFXULW\�SUDFWLFHV�GXULQJ

GLVWULEXWLRQ�LV�SDUDPRXQW�WR�SURWHFW�LQWHOOHFWXDO

SURSHUW\��SUHYHQW�XQDXWKRULVHG�DFFHVV��DQG

VDIHJXDUG�UHYHQXH�VWUHDPV��7KLV�LQYROYHV�D�PXOWL�

SURQJHG�DSSURDFK��XWLOLVLQJ�DGYDQFHG

WHFKQRORJLFDO�VROXWLRQV�DQG�YLJLODQW�PRQLWRULQJ

WR�HQVXUH�FRQWHQW�UHDFKHV�LWV�LQWHQGHG�DXGLHQFH

VHFXUHO\�

Watermarking and Forensic Marking

:DWHUPDUNLQJ�DQG�IRUHQVLF�PDUNLQJ�DUH

LQGLVSHQVDEOH�WRROV�LQ�WKH�VHFXUH�GLVWULEXWLRQ�RI

ìOP�DQG�79�FRQWHQW��7KH\�VHUYH�DV�SRZHUIXO

GHWHUUHQWV�DJDLQVW�SLUDF\�DQG�SURYLGH�FUXFLDO

HYLGHQFH�LI�D�OHDN�RFFXUV��7KHVH�WHFKQLTXHV

HPEHG�XQLTXH�LGHQWLìHUV�LQWR�WKH�FRQWHQW�

PDNLQJ�LW�WUDFHDEOH�EDFN�WR�LWV�VRXUFH�LI�LW

DSSHDUV�RQOLQH�ZLWKRXW�DXWKRULVDWLRQ�

Visible Watermarks��7KHVH�DUH�RYHUW

RYHUOD\V�RQ�WKH�FRQWHQW��VXFK�DV�D��)25

6&5((1,1*�385326(6�21/<��EDQQHU��D

UHFLSLHQW
V�QDPH��RU�D�GDWH��:KLOH�HDVLO\

QRWLFHDEOH��WKH\�DFW�DV�D�VWURQJ

SV\FKRORJLFDO�GHWHUUHQW�DQG�PDNH

XQDXWKRULVHG�VKDULQJ�LPPHGLDWHO\

DSSDUHQW�

Invisible/Forensic Watermarks��7KHVH

DUH�VXEWOH��LPSHUFHSWLEOH�GLJLWDO�SDWWHUQV

HPEHGGHG�LQWR�WKH�YLGHR�RU�DXGLR�VWUHDP�

(DFK�GLVWULEXWHG�FRS\�FDQ�FRQWDLQ�D�XQLTXH

IRUHQVLF�ZDWHUPDUN��DOORZLQJ�VWXGLRV�WR

SLQSRLQW�WKH�H[DFW�VRXUFH�RI�D�OHDN��7KLV�LV

LQYDOXDEOH�IRU�OHJDO�DFWLRQ�DQG�LGHQWLI\LQJ

FRPSURPLVHG�GLVWULEXWLRQ�FKDQQHOV�

'LVWULEXWLQJ�WKH�ìOP�RQ�VHFXUH�

HQFU\SWHG�KDUG�GULYHV�WR�DOO

FLQHPDV��DQG�RQO\�PRQLWRULQJ

PDMRU�WRUUHQW�VLWHV�PDQXDOO\�

1

8VLQJ�VWURQJ�SDVVZRUGV�IRU

GLVWULEXWLRQ�SODWIRUP�DFFHVV�

HQFU\SWLQJ�RQO\�WKH�ìUVW���

PLQXWHV�RI�WKH�ìOP��DQG

FRQGXFWLQJ�DQQXDO�VHFXULW\�DXGLWV�

2

$SSO\LQJ�YLVLEOH�ZDWHUPDUNV�WR�DOO

FRSLHV��XVLQJ�EDVLF�ìOH�HQFU\SWLRQ�

DQG�UHO\LQJ�RQ�DXGLHQFH�JRRGZLOO

WR�UHSRUW�OHDNV�

3

,PSOHPHQWLQJ�IRUHQVLF

ZDWHUPDUNLQJ�RQ�DOO�GLVWULEXWHG

FRSLHV��XWLOLVLQJ�$(6�����HQFU\SWLRQ

ZLWK�'50��DQG�HPSOR\LQJ

DXWRPDWHG�FRQWHQW�,'�V\VWHPV

DORQJVLGH�GDUN�ZHE�PRQLWRULQJ�

4



AES-256 Encryption

TLS/SSL for Data in Transit

VPNs for Secure Remote
Access

Emerging Encryption:
Homomorphic Encryption

Advanced Encryption Standard

(AES-256)

7KLV�LV�D�V\PPHWULF�HQFU\SWLRQ�DOJRULWKP

ZLGHO\�DGRSWHG�E\�JRYHUQPHQWV�DQG�VHFXULW\

RUJDQLVDWLRQV�ZRUOGZLGH��,W
V�FRQVLGHUHG�RQH

RI�WKH�VWURQJHVW�HQFU\SWLRQ�VWDQGDUGV

DYDLODEOH��,Q�SRVW�SURGXFWLRQ��$(6�����LV�XVHG

WR�HQFU\SW�GLJLWDO�VWRUDJH�GULYHV��FORXG

EDFNXSV��DQG�LQGLYLGXDO�PHGLD�ìOHV��HQVXULQJ

WKDW�HYHQ�LI�D�VHUYHU�LV�EUHDFKHG�RU�D�KDUG�GULYH

LV�VWROHQ��WKH�GDWD�UHPDLQV�XQUHDGDEOH�ZLWKRXW

WKH�FRUUHFW�GHFU\SWLRQ�NH\�

Transport Layer Security (TLS) /

Secure Sockets Layer (SSL)

7/6��DQG�LWV�SUHGHFHVVRU�66/��SURWRFROV�DUH

HVVHQWLDO�IRU�VHFXULQJ�GDWD�DV�LW�PRYHV�DFURVV

QHWZRUNV��:KHQ�SRVW�SURGXFWLRQ�WHDPV�XSORDG

GDLOLHV�WR�FORXG�SODWIRUPV��GRZQORDG�9);

DVVHWV��RU�FROODERUDWH�UHPRWHO\��7/6�66/

HQFU\SWV�WKH�FRPPXQLFDWLRQ�FKDQQHO�

SUHYHQWLQJ�HDYHVGURSSLQJ�DQG�WDPSHULQJ��7KLV

SURWHFWV�GDWD��LQ�WUDQVLW��IURP�EHLQJ

LQWHUFHSWHG�E\�DWWDFNHUV�

Virtual Private Networks (VPNs)

931V�FUHDWH�D�VHFXUH��HQFU\SWHG�WXQQHO�RYHU�D

SXEOLF�QHWZRUN��DOORZLQJ�UHPRWH�HGLWRUV�

FRORXULVWV��RU�VRXQG�GHVLJQHUV�WR�DFFHVV

SURGXFWLRQ�VHUYHUV�DV�LI�WKH\�ZHUH�SK\VLFDOO\

RQ�VLWH��7KLV�LV�FULWLFDO�IRU�GLVWULEXWHG�SRVW�

SURGXFWLRQ�WHDPV��HQVXULQJ�WKDW�VHQVLWLYH�GDWD

LV�SURWHFWHG�IURP�LQWHUFHSWLRQ�ZKHQ�DFFHVVHG

IURP�RXWVLGH�WKH�VHFXUH�VWXGLR�HQYLURQPHQW�

Homomorphic Encryption

:KLOH�VWLOO�LQ�LWV�QDVFHQW�VWDJHV�IRU�ZLGHVSUHDG

PHGLD�XVH��KRPRPRUSKLF�HQFU\SWLRQ�DOORZV

FRPSXWDWLRQV�WR�EH�SHUIRUPHG�RQ�HQFU\SWHG

GDWD�ZLWKRXW�GHFU\SWLQJ�LW�ìUVW��7KLV�FRXOG

UHYROXWLRQLVH�FORXG�EDVHG�SRVW�SURGXFWLRQ�E\

HQDEOLQJ�WDVNV�OLNH�HGLWLQJ�RU�UHQGHULQJ�WR

RFFXU�RQ�HQFU\SWHG�ìOHV��IXUWKHU�UHGXFLQJ�WKH

ULVN�RI�GDWD�H[SRVXUH�GXULQJ�SURFHVVLQJ�

6HOHFW�RQH

Following a major post-production leak like
"Project Nexus," a studio wants to implement the
most comprehensive strategy to prevent future
incidents involving digital assets. Which
combination of measures would be most effective?

Real-World Application: Preventing Post-
Production Leaks

7KH�SRVW�SURGXFWLRQ�SKDVH�LV�DUJXDEO\�WKH�PRVW

FULWLFDO�SHULRG�IRU�OHDN�SUHYHQWLRQ��DV�WKH�FUHDWLYH

ZRUN�LV�QHDULQJ�FRPSOHWLRQ�DQG�LWV�PDUNHW�YDOXH

LV�DW�LWV�SHDN��$�VLQJOH�OHDN�GXULQJ�WKLV�VWDJH�FDQ

GHUDLO�PDUNHWLQJ�FDPSDLJQV��VSRLO�PDMRU�SORW

SRLQWV��DQG�LQíLFW�VHYHUH�ìQDQFLDO�DQG

UHSXWDWLRQDO�GDPDJH��&RQVLGHU�WKH�ìFWLRQDO

�3URMHFW�1H[XV���D�KLJKO\�DQWLFLSDWHG�VFL�ì�HSLF�

-XVW�ZHHNV�EHIRUH�LWV�JOREDO�UHOHDVH��D�VKRUW�

XQUHOHDVHG�VFHQH��FRPSOHWH�ZLWK�XQìQLVKHG

YLVXDO�HëHFWV��DSSHDUHG�RQ�DQ�REVFXUH�RQOLQH

IRUXP��7KLV�LQFLGHQW�VHQW�VKRFNZDYHV�WKURXJK

WKH�VWXGLR��KLJKOLJKWLQJ�WKH�GHYDVWDWLQJ

FRQVHTXHQFHV�RI�LQDGHTXDWH�SRVW�SURGXFWLRQ

VHFXULW\�

Securing Digital Assets Through Post-

Production

3UHYHQWLQJ�OHDNV�OLNH�WKDW�RI��3URMHFW�1H[XV�

UHTXLUHV�D�PXOWL�OD\HUHG�DSSURDFK�WR�VHFXULQJ

GLJLWDO�DVVHWV�WKURXJKRXW�WKH�HQWLUH�SRVW�

SURGXFWLRQ�ZRUNíRZ��7KLV�H[WHQGV�IURP�WKH

LQLWLDO�UDZ�IRRWDJH�LQJHVW�WR�WKH�ìQDO�PDVWHU

GHOLYHU\��(YHU\�GLJLWDO�ìOH��IURP�VRXQG�HëHFWV�WR

KLJK�UHVROXWLRQ�YLVXDO�HëHFWV�UHQGHUV��PXVW�EH

WUHDWHG�DV�D�KLJKO\�YDOXDEOH�DQG�YXOQHUDEOH�DVVHW�

&RPSUHKHQVLYH�VHFXULW\�SURWRFROV�PXVW�EH

HPEHGGHG�LQWR�HYHU\�VWDJH��HQVXULQJ�WKDW�GDWD�LV

SURWHFWHG�ZKHWKHU�LW
V�EHLQJ�ZRUNHG�RQ��VWRUHG�

RU�WUDQVIHUUHG�

Encryption Methods Used by

Professionals

(QFU\SWLRQ�LV�WKH�FRUQHUVWRQH�RI�GLJLWDO�DVVHW

VHFXULW\��UHQGHULQJ�GDWD�XQUHDGDEOH�WR

XQDXWKRULVHG�SDUWLHV��)RU��3URMHFW�1H[XV���D�ODFN

RI�FRQVLVWHQW��VWURQJ�HQFU\SWLRQ�RQ�ìOHV�VKDUHG

ZLWK�WKLUG�SDUW\�9);�KRXVHV�ZDV�D�NH\

YXOQHUDELOLW\��3URIHVVLRQDOV�HPSOR\�YDULRXV

UREXVW�HQFU\SWLRQ�PHWKRGV�WR�SURWHFW�VHQVLWLYH

FRQWHQW�DW�HYHU\�VWDJH�

Regular Security Audits to Test

Vulnerabilities

)RU��3URMHFW�1H[XV���D�FULWLFDO�RYHUVLJKW�ZDV�WKH

LQIUHTXHQW�DQG�VXSHUìFLDO�VHFXULW\�DXGLWV�RI�WKLUG�

SDUW\�YHQGRU�QHWZRUNV��5HJXODU��FRPSUHKHQVLYH

VHFXULW\�DXGLWV�DUH�LQGLVSHQVDEOH�IRU�LGHQWLI\LQJ

DQG�UHFWLI\LQJ�YXOQHUDELOLWLHV�EHIRUH�WKH\�FDQ�EH

H[SORLWHG��7KHVH�DXGLWV�DFW�DV�SURDFWLYH�KHDOWK

FKHFNV�IRU�D�SURGXFWLRQ
V�HQWLUH�GLJLWDO�DQG

SK\VLFDO�VHFXULW\�LQIUDVWUXFWXUH��7KH\�LQYROYH

VLPXODWHG�DWWDFNV��SHQHWUDWLRQ�WHVWLQJ��DQG�D

WKRURXJK�UHYLHZ�RI�DOO�VHFXULW\�SROLFLHV�DQG

FRQWUROV��%\�FRQVLVWHQWO\�WHVWLQJ�WKHLU�GHIHQFHV�

VWXGLRV�FDQ�HQVXUH�WKHLU�VHFXULW\�PHDVXUHV�DUH

UREXVW�DQG�XS�WR�GDWH�DJDLQVW�HYROYLQJ�WKUHDWV�

)RFXVLQJ�RQO\�RQ�SK\VLFDO�VHFXULW\

RI�HGLWLQJ�VXLWHV�DQG�DVVXPLQJ

GLJLWDO�DVVHWV�DUH�VDIH�

1

5HO\LQJ�VROHO\�RQ�VWURQJ�SDVVZRUGV

DQG�DQQXDO�LQWHUQDO�VHFXULW\

UHYLHZV�

2

,PSOHPHQWLQJ�$(6�����HQFU\SWLRQ

IRU�DOO�GDWD�DW�UHVW��PDQGDWLQJ

7/6�66/�DQG�931V�IRU�GDWD�LQ

WUDQVLW��DQG�FRQGXFWLQJ�IUHTXHQW�

H[WHUQDO�SHQHWUDWLRQ�WHVWV�DQG

YXOQHUDELOLW\�DVVHVVPHQWV�

3

'LVWULEXWLQJ�DOO�ìQDO�UHQGHUV�RQ

XQHQFU\SWHG�H[WHUQDO�KDUG�GULYHV

WR�UHGXFH�FORXG�H[SRVXUH�

4
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Steps for Implementing Cloud Access Controls

Role-Based Access Control (RBAC)

Multi-Factor Authentication (MFA)

Principle of Least Privilege

Regular Access Audits

Completed

01

'HìQH�VSHFLìF�UROHV�ZLWKLQ�\RXU�SRVW�SURGXFWLRQ�WHDP��H�J���HGLWRU��9);�DUWLVW��VRXQG

GHVLJQHU��SURGXFHU��DQG�JUDQW�DFFHVV�SHUPLVVLRQV�EDVHG�RQ�WKH�PLQLPXP�QHFHVVDU\

SULYLOHJHV�IRU�HDFK�UROH�

02

0DQGDWH�0)$�IRU�DOO�FORXG�DFFRXQWV��7KLV�DGGV�DQ�H[WUD�OD\HU�RI�VHFXULW\�E\�UHTXLULQJ

XVHUV�WR�YHULI\�WKHLU�LGHQWLW\�XVLQJ�D�VHFRQG�PHWKRG��H�J���D�FRGH�IURP�D�PRELOH�DSS�

LQ�DGGLWLRQ�WR�WKHLU�SDVVZRUG�

03

(QVXUH�XVHUV�DQG�DSSOLFDWLRQV�DUH�JUDQWHG�RQO\�WKH�PLQLPXP�SHUPLVVLRQV�UHTXLUHG�WR

SHUIRUP�WKHLU�WDVNV��5HJXODUO\�UHYLHZ�DQG�UHYRNH�XQQHFHVVDU\�DFFHVV�

04

&RQGXFW�IUHTXHQW�DXGLWV�RI�XVHU�DFFRXQWV�DQG�DFFHVV�ORJV�WR�LGHQWLI\�DQ\�VXVSLFLRXV

DFWLYLW\��GRUPDQW�DFFRXQWV��RU�GHYLDWLRQV�IURP�HVWDEOLVKHG�VHFXULW\�SROLFLHV�

%\�PHWLFXORXVO\�LPSOHPHQWLQJ�WKHVH�DFFHVV�FRQWURO�PHDVXUHV��\RX�FDQ�VLJQLìFDQWO\�UHGXFH

WKH�ULVN�RI�XQDXWKRULVHG�DFFHVV�WR�\RXU�YDOXDEOH�SRVW�SURGXFWLRQ�DVVHWV�LQ�WKH�FORXG�

Log Management and
Analysis

Intrusion Detection
Systems (IDS)

Cloud Security Posture
Management (CSPM)

User and Entity Behaviour
Analytics (UEBA)

Log Management and Analysis

&ROOHFW�DQG�FHQWUDOLVH�DOO�FORXG�DFWLYLW\�ORJV�

LQFOXGLQJ�XVHU�ORJLQV��ìOH�DFFHVV��GDWD

WUDQVIHUV��DQG�FRQìJXUDWLRQ�FKDQJHV��8WLOLVH

VHFXULW\�LQIRUPDWLRQ�DQG�HYHQW�PDQDJHPHQW

�6,(0��V\VWHPV�WR�DQDO\VH�WKHVH�ORJV�IRU

DQRPDOLHV�DQG�SRWHQWLDO�WKUHDWV��$XWRPDWHG

DOHUWV�VKRXOG�EH�FRQìJXUHG�IRU�FULWLFDO�HYHQWV�

Intrusion Detection Systems (IDS)

,PSOHPHQW�,'6�VROXWLRQV�ZLWKLQ�\RXU�FORXG

HQYLURQPHQW�WR�PRQLWRU�QHWZRUN�WUDîF�DQG

V\VWHP�DFWLYLWLHV�IRU�PDOLFLRXV�DFWLYLW\�RU�SROLF\

YLRODWLRQV��7KHVH�V\VWHPV�FDQ�GHWHFW�NQRZQ

DWWDFN�SDWWHUQV�DQG�íDJ�XQXVXDO�EHKDYLRXU�

SURYLGLQJ�HDUO\�ZDUQLQJV�RI�SRWHQWLDO

FRPSURPLVHV�

Cloud Security Posture

Management (CSPM)

8WLOLVH�&630�WRROV�WR�FRQWLQXRXVO\�DVVHVV�\RXU

FORXG�FRQìJXUDWLRQV�DJDLQVW�VHFXULW\�EHVW

SUDFWLFHV�DQG�FRPSOLDQFH�VWDQGDUGV��7KHVH

WRROV�KHOS�LGHQWLI\�PLVFRQìJXUDWLRQV��VHFXULW\

YXOQHUDELOLWLHV��DQG�SROLF\�YLRODWLRQV�WKDW�FRXOG

H[SRVH�\RXU�GDWD�

User and Entity Behaviour

Analytics (UEBA)

(PSOR\�8(%$�VROXWLRQV�WR�HVWDEOLVK�EDVHOLQH

EHKDYLRXUDO�SDWWHUQV�IRU�XVHUV�DQG�HQWLWLHV

ZLWKLQ�\RXU�FORXG�HQYLURQPHQW��7KLV�DOORZV�IRU

WKH�GHWHFWLRQ�RI�GHYLDWLRQV�IURP�QRUPDO

EHKDYLRXU��VXFK�DV�XQXVXDO�ORJLQ�WLPHV�

H[FHVVLYH�GDWD�GRZQORDGV��RU�DFFHVV�WR

VHQVLWLYH�ìOHV�E\�XQDXWKRULVHG�XVHUV��LQGLFDWLQJ

D�SRWHQWLDO�LQVLGHU�WKUHDW�RU�FRPSURPLVHG

DFFRXQW�

6HOHFW�RQH

A post-production studio is using a cloud provider
for its sensitive VFX renders. Which combination of
measures would provide the most robust cloud
security against both external threats and insider
risks?

Cloud Security for Post-Production

7KH�VKLIW�WR�FORXG�EDVHG�ZRUNíRZV�KDV

UHYROXWLRQLVHG�SRVW�SURGXFWLRQ��RëHULQJ

XQSDUDOOHOHG�íH[LELOLW\��VFDODELOLW\��DQG

FROODERUDWLYH�FDSDELOLWLHV��+RZHYHU��WKLV�WUDQVLWLRQ

DOVR�LQWURGXFHV�QHZ�DQG�FRPSOH[�VHFXULW\

FKDOOHQJHV��3URWHFWLQJ�VHQVLWLYH�ìOP�DQG�79

DVVHWVÌIURP�UDZ�IRRWDJH�WR�ìQDO�PDVWHUVÌLQ

WKH�FORXG�UHTXLUHV�D�GHGLFDWHG�VWUDWHJ\�WKDW

DGGUHVVHV�SURYLGHU�VHOHFWLRQ��VWULQJHQW�DFFHVV

FRQWUROV��DQG�FRQWLQXRXV�PRQLWRULQJ��:LWKRXW

UREXVW�FORXG�VHFXULW\��SURGXFWLRQV�ULVN�GDWD

EUHDFKHV��LQWHOOHFWXDO�SURSHUW\�WKHIW��DQG�VHYHUH

ìQDQFLDO�DQG�UHSXWDWLRQDO�GDPDJH�

Selecting Secure Cloud Storage

Providers

&KRRVLQJ�WKH�ULJKW�FORXG�VWRUDJH�SURYLGHU�LV�WKH

IRXQGDWLRQDO�VWHS�LQ�VHFXULQJ�SRVW�SURGXFWLRQ

DVVHWV��1RW�DOO�FORXG�VHUYLFHV�RëHU�WKH�VDPH�OHYHO

RI�VHFXULW\��DQG�D�WKRURXJK�HYDOXDWLRQ�LV�FUXFLDO

WR�HQVXUH�WKDW�WKH�FKRVHQ�SURYLGHU�PHHWV�WKH

VWULQJHQW�UHTXLUHPHQWV�RI�WKH�HQWHUWDLQPHQW

LQGXVWU\��&RQVLGHU�WKH�IROORZLQJ�NH\�IDFWRUV�

Industry Compliance���(QVXUH�WKH

SURYLGHU�DGKHUHV�WR�UHOHYDQW�LQGXVWU\

VWDQGDUGV�DQG�FHUWLìFDWLRQV��H�J���03$$�

731��,62��������

Data Encryption���9HULI\�WKDW�GDWD�LV

HQFU\SWHG�ERWK�LQ�WUDQVLW��GXULQJ

XSORDG�GRZQORDG��DQG�DW�UHVW��ZKHQ

VWRUHG�RQ�VHUYHUV��XVLQJ�VWURQJ��LQGXVWU\�

VWDQGDUG�HQFU\SWLRQ�SURWRFROV�

Physical Security���,QTXLUH�DERXW�WKH

SK\VLFDO�VHFXULW\�PHDVXUHV�LQ�SODFH�DW�WKHLU

GDWD�FHQWUHV��LQFOXGLQJ�DFFHVV�FRQWUROV�

VXUYHLOODQFH��DQG�HQYLURQPHQWDO

VDIHJXDUGV�

Geographic Location���8QGHUVWDQG�ZKHUH

\RXU�GDWD�ZLOO�EH�SK\VLFDOO\�VWRUHG��DV�WKLV

FDQ�KDYH�LPSOLFDWLRQV�IRU�GDWD�VRYHUHLJQW\

DQG�FRPSOLDQFH�ZLWK�UHJLRQDO�UHJXODWLRQV�

Vendor Reputation and Track Record��

5HVHDUFK�WKH�SURYLGHU
V�KLVWRU\�RI�VHFXULW\

LQFLGHQWV��WKHLU�UHVSRQVH�FDSDELOLWLHV��DQG

FXVWRPHU�UHYLHZV�IURP�RWKHU�PHGLD

FRPSDQLHV�

Service Level Agreements (SLAs)���5HYLHZ

6/$V�FDUHIXOO\�WR�XQGHUVWDQG�JXDUDQWHHV

DURXQG�XSWLPH��GDWD�UHFRYHU\��DQG�VHFXULW\

LQFLGHQW�UHVSRQVH�WLPHV�

Implementing Access Controls

(YHQ�ZLWK�D�VHFXUH�FORXG�SURYLGHU��\RXU�RUJDQLVDWLRQ�LV�UHVSRQVLEOH�IRU�PDQDJLQJ�ZKR

FDQ�DFFHVV�ZKDW��5REXVW�DFFHVV�FRQWUROV�DUH�YLWDO�WR�SUHYHQW�XQDXWKRULVHG�DFFHVV�DQG

SRWHQWLDO�OHDNV�RI�VHQVLWLYH�SRVW�SURGXFWLRQ�PDWHULDOV��7KLV�LQYROYHV�D�PXOWL�OD\HUHG

DSSURDFK�WR�XVHU�DXWKHQWLFDWLRQ�DQG�DXWKRULVDWLRQ�

Monitoring Cloud Activity

&RQWLQXRXV�PRQLWRULQJ�RI�FORXG�DFWLYLW\�LV

HVVHQWLDO�IRU�GHWHFWLQJ�DQG�UHVSRQGLQJ�WR

VHFXULW\�WKUHDWV�LQ�UHDO�WLPH��3URDFWLYH

PRQLWRULQJ�DOORZV�SURGXFWLRQ�WHDPV�WR�LGHQWLI\

VXVSLFLRXV�EHKDYLRXU��SRWHQWLDO�EUHDFKHV��DQG

FRPSOLDQFH�YLRODWLRQV�EHIRUH�WKH\�HVFDODWH�LQWR

PDMRU�LQFLGHQWV��7KLV�YLJLODQFH�LV�D�FULWLFDO

FRPSRQHQW�RI�D�FRPSUHKHQVLYH�FORXG�VHFXULW\

VWUDWHJ\�

&RQGXFWLQJ�DQQXDO�VHFXULW\�DXGLWV�

XVLQJ�D�931�IRU�UHPRWH�DFFHVV��DQG

DVVXPLQJ�DOO�FORXG�SURYLGHU

VHFXULW\�LV�VXîFLHQW�

1

,PSOHPHQWLQJ�UROH�EDVHG�DFFHVV

FRQWURO��5%$&���PDQGDWLQJ�PXOWL�

IDFWRU�DXWKHQWLFDWLRQ��0)$��

HQFU\SWLQJ�GDWD�LQ�WUDQVLW�DQG�DW

UHVW��DQG�FRQWLQXRXVO\�PRQLWRULQJ

FORXG�DFWLYLW\�ZLWK�D�6,(0�V\VWHP�

2

5HO\LQJ�RQ�WKH�FORXG�SURYLGHU
V

GHIDXOW�VHFXULW\��XVLQJ�VLPSOH

SDVVZRUGV��DQG�UHYLHZLQJ�ORJV

ZHHNO\�

3

6WRULQJ�DOO�GDWD�LQ�D�VLQJOH�

XQHQFU\SWHG�FORXG�EXFNHW�DQG�RQO\

VKDULQJ�DFFHVV�NH\V�ZLWK�VHQLRU

VWDë�
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Secure File Transfer Protocols

Encrypted Transfers

Virtual Private Networks (VPNs)

Managed File Transfer (MFT) Solutions

Digital Signatures and Checksums

Completed

01

$OZD\V�XVH�VHFXUH��HQFU\SWHG�SURWRFROV�IRU�WUDQVIHUULQJ�ìOHV��VXFK�DV�6)73��66+�)LOH

7UDQVIHU�3URWRFRO��RU�+7736��+\SHUWH[W�7UDQVIHU�3URWRFRO�6HFXUH���$YRLG�XQHQFU\SWHG

PHWKRGV�OLNH�VWDQGDUG�)73�RU�HPDLO�DWWDFKPHQWV�IRU�VHQVLWLYH�GDWD�

02

)RU�UHPRWH�WHDPV�RU�WUDQVIHUV�RYHU�SXEOLF�QHWZRUNV��PDQGDWH�WKH�XVH�RI�931V��$�931

FUHDWHV�D�VHFXUH��HQFU\SWHG�WXQQHO��SURWHFWLQJ�GDWD�IURP�LQWHUFHSWLRQ�GXULQJ�WUDQVLW�

03

&RQVLGHU�GHGLFDWHG�0)7�VROXWLRQV�IRU�ODUJH�YROXPHV�RI�VHQVLWLYH�GDWD��7KHVH

SODWIRUPV�RëHU�HQKDQFHG�VHFXULW\�IHDWXUHV�OLNH�HQG�WR�HQG�HQFU\SWLRQ��DXWRPDWLRQ�

DXGLW�WUDLOV��DQG�JUDQXODU�DFFHVV�FRQWUROV��IDU�VXSHULRU�WR�JHQHULF�FORXG�VWRUDJH�RU

HPDLO�

04

,PSOHPHQW�GLJLWDO�VLJQDWXUHV�WR�YHULI\�WKH�DXWKHQWLFLW\�RI�WKH�VHQGHU�DQG�FKHFNVXPV

WR�HQVXUH�ìOH�LQWHJULW\�GXULQJ�WUDQVIHU��7KLV�FRQìUPV�WKDW�ìOHV�KDYHQ
W�EHHQ�WDPSHUHG

ZLWK�RU�FRUUXSWHG�

$GKHULQJ�WR�WKHVH�VHFXUH�ìOH�WUDQVIHU�SURWRFROV�LV�HVVHQWLDO�IRU�SURWHFWLQJ�YDOXDEOH�DVVHWV�DV

WKH\�PRYH�EHWZHHQ�GLëHUHQW�VWDJHV�DQG�FROODERUDWRUV�LQ�SRVW�SURGXFWLRQ�

6HOHFW�RQH

A post-production studio is preparing to send the
final, unreleased cut of a highly anticipated film to a
distributor in another country. Which combination
of security measures offers the most
comprehensive protection against unauthorised
access, intellectual property theft, and potential
leaks during this transfer?

Securing Post-Production Workflows

7KH�SRVW�SURGXFWLRQ�SKDVH�LV�ZKHUH�WKH�UDZ

HOHPHQWV�RI�D�ìOP�RU�79�VKRZ�DUH�WUDQVIRUPHG

LQWR�WKH�ìQDO�SURGXFW��7KLV�FULWLFDO�VWDJH�LQYROYHV

HGLWLQJ��YLVXDO�HëHFWV��VRXQG�GHVLJQ��DQG�FRORXU

JUDGLQJ��'XULQJ�WKLV�SHULRG��DOO�FUHDWLYH�DVVHWVÌ

IRRWDJH��DXGLR��XQUHOHDVHG�FXWV��DQG�ìQDO

PDVWHUVÌDUH�DW�WKHLU�PRVW�YXOQHUDEOH�DQG

YDOXDEOH��5REXVW�VHFXULW\�PHDVXUHV�DUH�HVVHQWLDO

WR�SUHYHQW�OHDNV��WDPSHULQJ��DQG�XQDXWKRULVHG

GLVWULEXWLRQ��VDIHJXDUGLQJ�WKH�LPPHQVH

LQYHVWPHQW�DQG�FUHDWLYH�LQWHJULW\�RI�WKH�SURMHFW�

Protecting Footage and Audio Files

5DZ�IRRWDJH�DQG�DXGLR�DUH�WKH�IRXQGDWLRQDO

HOHPHQWV�RI�DQ\�SURGXFWLRQ��DQG�WKHLU�VHFXULW\�LV

SDUDPRXQW��/RVV��FRUUXSWLRQ��RU�XQDXWKRULVHG

DFFHVV�WR�WKHVH�ìOHV�FDQ�OHDG�WR�VLJQLìFDQW�GHOD\V

DQG�ìQDQFLDO�UHSHUFXVVLRQV�

Encrypted Storage��$OO�GLJLWDO�DVVHWV�VKRXOG

EH�VWRUHG�RQ�HQFU\SWHG�VHUYHUV�RU�GULYHV�

ERWK�ORFDOO\�DQG�LQ�FORXG�EDVHG�VROXWLRQV�

7KLV�HQVXUHV�WKDW�HYHQ�LI�GDWD�LV�DFFHVVHG

ZLWKRXW�DXWKRULVDWLRQ��LW�UHPDLQV

XQUHDGDEOH�

Redundant Backups��,PSOHPHQW�D�UREXVW

EDFNXS�VWUDWHJ\��RIWHQ�IROORZLQJ�WKH������

UXOH��WKUHH�FRSLHV�RI�GDWD��RQ�WZR�GLëHUHQW

W\SHV�RI�VWRUDJH��ZLWK�RQH�FRS\�Rë�VLWH��7KLV

SURWHFWV�DJDLQVW�GDWD�ORVV�GXH�WR�KDUGZDUH

IDLOXUH��F\EHU�DWWDFNV��RU�QDWXUDO�GLVDVWHUV�

Version Control��8WLOLVH�VRSKLVWLFDWHG

YHUVLRQ�FRQWURO�V\VWHPV�WR�WUDFN�HYHU\

FKDQJH�PDGH�WR�IRRWDJH�DQG�DXGLR�ìOHV�

7KLV�DOORZV�IRU�HDV\�UROOEDFN�WR�SUHYLRXV

YHUVLRQV�LI�HUURUV�RFFXU�RU�LI�WDPSHULQJ�LV

VXVSHFWHG�

Access Logs��0DLQWDLQ�GHWDLOHG�ORJV�RI�ZKR

DFFHVVHV��PRGLìHV��RU�WUDQVIHUV�ìOHV�

SURYLGLQJ�DQ�DXGLW�WUDLO�IRU�IRUHQVLF�DQDO\VLV

LQ�FDVH�RI�D�EUHDFK�

Managing Editing Suites and

Equipment

(GLWLQJ�VXLWHV�DUH�WKH�QHUYH�FHQWUH�RI�SRVW�

SURGXFWLRQ��KRXVLQJ�KLJK�YDOXH�HTXLSPHQW�DQG

VHQVLWLYH�SURMHFW�ìOHV��3K\VLFDO�DQG�GLJLWDO

VHFXULW\�IRU�WKHVH�HQYLURQPHQWV�LV�FUXFLDO�

Physical Access Controls��5HVWULFW�DFFHVV�WR

HGLWLQJ�VXLWHV�WR�DXWKRULVHG�SHUVRQQHO�RQO\�

XVLQJ�NH\FDUG�V\VWHPV��ELRPHWULF�VFDQQHUV�

RU�PDQQHG�VHFXULW\�FKHFNSRLQWV��$OO�YLVLWRUV

PXVW�EH�ORJJHG�DQG�HVFRUWHG�

Network Segmentation��,VRODWH�SRVW�

SURGXFWLRQ�QHWZRUNV�IURP�JHQHUDO

FRUSRUDWH�QHWZRUNV�WR�SUHYHQW�ODWHUDO

PRYHPHQW�RI�WKUHDWV��7KLV�FUHDWHV�D�VHFXUH

�DLU�JDS��IRU�FULWLFDO�V\VWHPV�

Endpoint Security��(QVXUH�DOO�ZRUNVWDWLRQV�

VHUYHUV��DQG�VWRUDJH�GHYLFHV�ZLWKLQ�HGLWLQJ

VXLWHV�KDYH�XS�WR�GDWH�DQWLYLUXV�VRIWZDUH�

ìUHZDOOV��DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV�

Regular Audits��&RQGXFW�IUHTXHQW�VHFXULW\

DXGLWV�RI�ERWK�SK\VLFDO�SUHPLVHV�DQG�GLJLWDO

V\VWHPV�WR�LGHQWLI\�DQG�UHFWLI\

YXOQHUDELOLWLHV�EHIRUH�WKH\�FDQ�EH�H[SORLWHG�

Watermarking and Digital Rights Management

:DWHUPDUNLQJ�DQG�'LJLWDO�5LJKWV�0DQDJHPHQW��'50��DUH�FUXFLDO�WRROV�IRU�SURWHFWLQJ

LQWHOOHFWXDO�SURSHUW\�LQ�SRVW�SURGXFWLRQ��SDUWLFXODUO\�DJDLQVW�OHDNV�DQG�XQDXWKRULVHG

XVH�

Visible Watermarks��$SSO\�YLVLEOH�ZDWHUPDUNV�WR�DOO�UHYLHZ�FRSLHV�RI�IRRWDJH�

HGLWV��DQG�WUDLOHUV��7KHVH�FDQ�LQFOXGH�SURMHFW�QDPHV��GDWHV��DQG�HYHQ�WKH

UHFLSLHQW
V�QDPH��PDNLQJ�LW�WUDFHDEOH�LI�OHDNHG�

Invisible Watermarks��(PEHG�LQYLVLEOH�RU�IRUHQVLF�ZDWHUPDUNV�LQWR�GLJLWDO

DVVHWV��7KHVH�DUH�LPSHUFHSWLEOH�WR�WKH�KXPDQ�H\H�EXW�FDQ�EH�H[WUDFWHG�WR

LGHQWLI\�WKH�VRXUFH�RI�D�OHDN�

DRM Solutions��,PSOHPHQW�'50�WHFKQRORJLHV�WR�FRQWURO�DFFHVV�WR�DQG�XVDJH�RI

GLJLWDO�FRQWHQW��'50�FDQ�UHVWULFW�FRS\LQJ��SULQWLQJ��VKDULQJ��DQG�HYHQ�WKH

GXUDWLRQ�IRU�ZKLFK�FRQWHQW�FDQ�EH�YLHZHG��HQVXULQJ�WKDW�RQO\�DXWKRULVHG�SDUWLHV

FDQ�LQWHUDFW�ZLWK�WKH�PDWHULDO�DV�LQWHQGHG�

Licensing and Usage Rights��&OHDUO\�GHìQH�DQG�HQIRUFH�OLFHQVLQJ�DJUHHPHQWV

DQG�XVDJH�ULJKWV�IRU�DOO�FRQWHQW��'50�ZRUNV�LQ�FRQMXQFWLRQ�ZLWK�WKHVH�OHJDO

IUDPHZRUNV�WR�SUHYHQW�LQIULQJHPHQW�

8WLOLVLQJ�D�0DQDJHG�)LOH�7UDQVIHU

�0)7��VROXWLRQ�ZLWK�HQG�WR�HQG

HQFU\SWLRQ��HPEHGGLQJ�IRUHQVLF

ZDWHUPDUNV��HQIRUFLQJ�VWULFW�DFFHVV

FRQWUROV�ZLWK�PXOWL�IDFWRU

DXWKHQWLFDWLRQ��DQG�PDQGDWLQJ

931�XVDJH�IRU�DOO�UHPRWH�DFFHVV�

1

7UDQVIHUULQJ�WKH�ìOH�XVLQJ�D�SXEOLF

FORXG�VWRUDJH�VHUYLFH�ZLWK�D�VLPSOH

SDVVZRUG��XVLQJ�RQO\�YLVLEOH

ZDWHUPDUNV��DQG�DVVXPLQJ�WKH

UHFLSLHQW�ZLOO�EH�FDUHIXO�

2

6HQGLQJ�WKH�ìOP�YLD�D�VWDQGDUG

HPDLO�DWWDFKPHQW��DSSO\LQJ�D

VPDOO��HDVLO\�UHPRYDEOH�ZDWHUPDUN�

DQG�UHO\LQJ�RQ�WKH�GLVWULEXWRU
V

JHQHUDO�VHFXULW\�

3

6KLSSLQJ�WKH�ìOP�RQ�DQ

XQHQFU\SWHG�KDUG�GULYH�YLD�D

FRXULHU�VHUYLFH��DSSO\LQJ�QR

ZDWHUPDUNV��DQG�FRPPXQLFDWLQJ

WUDQVIHU�GHWDLOV�RYHU�DQ�XQVHFXUHG

SKRQH�OLQH�
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6HOHFW�RQH

Which of the following best describes the most
significant long-term impact of a post-production
data breach involving leaked final renders and
trailers?

Scenario: Post-Production Data Breach

:H�KDYH�D�FDWDVWURSKLF

VLWXDWLRQ��7KH�ìQDO�9);

UHQGHUV�IRU�
&RVPLF

(FKRHV
�DQG�DQ�XQUHOHDVHG

WHDVHU�WUDLOHU�KDYH�EHHQ

OHDNHG�RQOLQH��MXVW�ZHHNV

EHIRUH�RXU�JOREDO

SUHPLHUH��:KDW
V�RXU

LPPHGLDWH�FRXUVH�RI

WL "

)LQG�RXW�ZKLFK�SRVW�

SURGXFWLRQ�KRXVH�RU�HGLWRU�LV

UHVSRQVLEOH�DQG�WHUPLQDWH

WKHLU�FRQWUDFW�LPPHGLDWHO\�

,QLWLDWH�HPHUJHQF\�SURWRFROV�

FRQWDLQ�WKH�VSUHDG��DVVHVV�WKH

IXOO�H[WHQW�RI�WKH�EUHDFK��DQG

QRWLI\�OHJDO�DQG�35�WHDPV

LPPHGLDWHO\�

*RRG��2XU�LQFLGHQW

UHVSRQVH�WHDP�LV�ZRUNLQJ

RQ�WDNHGRZQV�DQG�IRUHQVLF

DQDO\VLV��1RZ��EH\RQG�WKH

LPPHGLDWH

HPEDUUDVVPHQW��ZKDW
V

WKH�PRVW�VLJQLìFDQW

W WL O G WKL O N

6LJQLìFDQW�ìQDQFLDO�ORVVHV

IURP�SRWHQWLDO�UH�HGLWV�

PDUNHWLQJ�FDPSDLJQ

GLVUXSWLRQ��UHGXFHG�ER[�RîFH

UHYHQXH��DQG�VHYHUH

UHSXWDWLRQDO�GDPDJH�WR�WKH

VWXGLR�

,W
V�MXVW�D�WUDLOHU�DQG�VRPH

HëHFWV��ZH�FDQ�DOZD\V�SXW�RXW

D�QHZ�RQH��7KH�PDLQ�LVVXH�LV

WKH�RQOLQH�FKDWWHU�

7KH�ìQDQFLDO�DQG

UHSXWDWLRQDO�LPSDFWV�DUH

LQGHHG�LPPHQVH��,Q

KLQGVLJKW��ZKDW�FUXFLDO

SUHYHQWDWLYH�PHDVXUHV

UHODWHG�WR�GDWD�DFFHVV�DQG

GLJLWDO�VHFXULW\�FRXOG�KDYH

EHHQ�LPSOHPHQWHG�WR

LG WKL W G WL

:H�VKRXOG�KDYH�MXVW�NHSW�DOO

VHQVLWLYH�ìOHV�RQ�D�VLQJOH�

GLVFRQQHFWHG�KDUG�GULYH�LQ�D

ORFNHG�URRP�

,PSOHPHQWLQJ�UREXVW

HQFU\SWLRQ�IRU�DOO�ìQDO�DVVHWV�

VWULFW�UROH�EDVHG�DFFHVV

FRQWUROV�ZLWK�PXOWL�IDFWRU

DXWKHQWLFDWLRQ��DQG�VHFXUH�

DXGLWHG�ìOH�WUDQVIHU�SURWRFROV�

7KRVH�WHFKQLFDO�PHDVXUHV

DUH�YLWDO��:KDW�DERXW

SUHYHQWDWLYH�SUDFWLFHV

UHODWHG�WR�SHUVRQQHO��WKLUG�

SDUW\�YHQGRUV��DQG

RQJRLQJ�VHFXULW\

PDQDJHPHQW�WKDW�FRXOG

K W WK G

-XVW�WUXVWLQJ�RXU�ORQJ�WHUP

SDUWQHUV�DQG�HPSOR\HHV��DV

WKH\�NQRZ�WKH�LPSRUWDQFH�RI

VHFUHF\�

0DQGDWRU\��FRQWLQXRXV

F\EHUVHFXULW\�WUDLQLQJ�IRU�DOO

VWDë��ULJRURXV�YHWWLQJ�DQG

FRQWUDFWXDO�REOLJDWLRQV�IRU

WKLUG�SDUW\�SRVW�SURGXFWLRQ

VWXGLRV��DQG�UHJXODU�VHFXULW\

DXGLWV�

<RX
YH�FOHDUO\�RXWOLQHG�D

UREXVW��PXOWL�OD\HUHG

DSSURDFK��7KLV�LQFLGHQW�

ZKLOH�FRVWO\��KDV�SURYLGHG

LQYDOXDEOH�OHVVRQV�IRU�RXU

IXWXUH�VHFXULW\�VWUDWHJ\�

,QGHHG��3URDFWLYH�VHFXULW\�

FRQWLQXRXV�YLJLODQFH��DQG�D

FXOWXUH�RI�DZDUHQHVV�DUH�WKH

RQO\�ZD\V�WR�VDIHJXDUG�RXU

FUHDWLYH�DVVHWV�

+RSHIXOO\��ZH�MXVW�JHW�OXFN\

QH[W�WLPH�DQG�DYRLG�DQRWKHU

EUHDFK�

Understanding the Damage of a Post-

Production Breach

$�GDWD�EUHDFK�GXULQJ�SRVW�SURGXFWLRQ�FDQ�EH

GHYDVWDWLQJ��DV�WKH�FRQWHQW�LV�RIWHQ�QHDU

FRPSOHWLRQ�DQG�KLJKO\�DQWLFLSDWHG��7KH�OHDN�RI

ìQDO�9);�UHQGHUV�RU�XQUHOHDVHG�WUDLOHUV�FDQ�VSRLO

NH\�SORW�SRLQWV��XQGHUPLQH�PDUNHWLQJ�HëRUWV�

DQG�GLUHFWO\�LPSDFW�DXGLHQFH�HQJDJHPHQW�DQG

ER[�RîFH�SHUIRUPDQFH�

Financial Losses��7KLV�LQFOXGHV�WKH�FRVW�RI�SRWHQWLDO�UH�HGLWV��UH�UHQGHULQJ�9);�

VFUDSSLQJ�DQG�UH�VKRRWLQJ�PDUNHWLQJ�PDWHULDOV��DQG�ORVW�UHYHQXH�IURP

GHFUHDVHG�DXGLHQFH�LQWHUHVW�

Reputational Damage��7KH�VWXGLR
V�DQG�SURGXFWLRQ�FRPSDQ\
V�FUHGLELOLW\�FDQ

EH�VHYHUHO\�KDUPHG��DëHFWLQJ�UHODWLRQVKLSV�ZLWK�WDOHQW��LQYHVWRUV��DQG

GLVWULEXWLRQ�SDUWQHUV�

Creative Integrity��6SRLOHUV�FDQ�UXLQ�WKH�LQWHQGHG�DXGLHQFH�H[SHULHQFH�

GLPLQLVKLQJ�WKH�LPSDFW�RI�\HDUV�RI�FUHDWLYH�ZRUN�

Legal and Contractual Implications��%UHDFKHV�FDQ�OHDG�WR�ODZVXLWV�IURP

SDUWQHUV��WDOHQW��DQG�LQGLYLGXDOV�ZKRVH�SHUVRQDO�GDWD�PD\�KDYH�EHHQ�H[SRVHG�

7KH�LPPHGLDWH�FRVW�RI�UH�

UHQGHULQJ�WKH�OHDNHG�9);

VHTXHQFHV�

1
7HPSRUDU\�HPEDUUDVVPHQW�IRU�WKH

PDUNHWLQJ�WHDP�
2

7KH�QHHG�WR�FUHDWH�D�QHZ�

XQUHOHDVHG�WUDLOHU�
3

(URVLRQ�RI�WUXVW�ZLWK�NH\

VWDNHKROGHUV��LQFUHDVHG�LQVXUDQFH

SUHPLXPV��DQG�SRWHQWLDO�ORQJ�WHUP

GDPDJH�WR�WKH�VWXGLR
V�EUDQG�DQG

IXWXUH�SURMHFW�YLDELOLW\�
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Lessons Learned from 'Starlight Saga'

Best Practices for Enhanced Security

Lessons Learned Best Practices

7KH��6WDUOLJKW�6DJD��LQFLGHQW�SURYLGHG�D�KDUVK�EXW�LQYDOXDEOH�OHVVRQ�LQ�PRGHUQ

SURGXFWLRQ�VHFXULW\�

3URDFWLYH�7KUHDW�0RGHOOLQJ��6HFXULW\�PXVW�EH�LQWHJUDWHG�IURP�SUH�

SURGXFWLRQ��LGHQWLI\LQJ�SRWHQWLDO�WKUHDWV�DQG�YXOQHUDELOLWLHV�VSHFLìF�WR�WKH

SURGXFWLRQ
V�GLJLWDO�DQG�SK\VLFDO�IRRWSULQW�

/D\HUHG�6HFXULW\�$SSURDFK��1R�VLQJOH�VHFXULW\�PHDVXUH�LV�VXîFLHQW��$

FRPELQDWLRQ�RI�WHFKQLFDO��SURFHGXUDO��DQG�SHUVRQQHO�IRFXVHG�FRQWUROV�LV

HVVHQWLDO�

+XPDQ�(OHPHQW�LV�.H\��7HFKQRORJ\�DORQH�FDQQRW�SUHYHQW�EUHDFKHV�LI

SHUVRQQHO�DUH�QRW�DGHTXDWHO\�WUDLQHG�DQG�YLJLODQW��+XPDQ�HUURU�UHPDLQV�D

SULPDU\�YXOQHUDELOLW\�

5DSLG�,QFLGHQW�5HVSRQVH��$�ZHOO�GHìQHG�DQG�UHKHDUVHG�LQFLGHQW�UHVSRQVH

SODQ�LV�FULWLFDO�IRU�FRQWDLQLQJ�GDPDJH��LQYHVWLJDWLQJ�WKH�EUHDFK��DQG

PLWLJDWLQJ�ORQJ�WHUP�LPSDFW�

Lessons Learned Best Practices

7R�SUHYHQW�VLPLODU�LQFLGHQWV��SURGXFWLRQV�VKRXOG�DGRSW�WKHVH�EHVW�SUDFWLFHV�

5REXVW�1HWZRUN�$UFKLWHFWXUH��,PSOHPHQW�QHWZRUN�VHJPHQWDWLRQ��ìUHZDOOV�

DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV��HVSHFLDOO\�IRU�RQ�VHW�QHWZRUNV�

0DQGDWRU\�0XOWL�)DFWRU�$XWKHQWLFDWLRQ��0)$���(QIRUFH�0)$�IRU�DOO

DFFRXQWV�DFFHVVLQJ�VHQVLWLYH�SURGXFWLRQ�GDWD�DQG�V\VWHPV�

&RPSUHKHQVLYH�'DWD�(QFU\SWLRQ��(QFU\SW�DOO�VHQVLWLYH�GDWD�ERWK�LQ�WUDQVLW

DQG�DW�UHVW��ZKHWKHU�RQ�ORFDO�VHUYHUV��FORXG�VWRUDJH��RU�SRUWDEOH�GHYLFHV�

&RQWLQXRXV�&\EHUVHFXULW\�7UDLQLQJ��&RQGXFW�UHJXODU��PDQGDWRU\�WUDLQLQJ

IRU�DOO�FDVW�DQG�FUHZ�RQ�SKLVKLQJ��VRFLDO�HQJLQHHULQJ��VHFXUH�SDVVZRUG

PDQDJHPHQW��DQG�GDWD�KDQGOLQJ�SURWRFROV�

6WULFW�'HYLFH�DQG�$FFHVV�3ROLFLHV��,PSOHPHQW�FOHDU�SROLFLHV�UHJDUGLQJ

SHUVRQDO�GHYLFH�XVDJH�RQ�VHW��UROH�EDVHG�DFFHVV�FRQWUROV��DQG�UHJXODU�DXGLWV

RI�DFFHVV�SHUPLVVLRQV�

7KLUG�3DUW\�9HQGRU�9HWWLQJ��(QVXUH�DOO�H[WHUQDO�YHQGRUV�DQG�SDUWQHUV

DGKHUH�WR�WKH�VDPH�KLJK�VHFXULW\�VWDQGDUGV�WKURXJK�FRQWUDFWXDO�DJUHHPHQWV

DQG�DXGLWV�

6HOHFW�RQH

Following the "Starlight Saga" data breach, which
combination of preventative measures would have
most effectively addressed the identified
vulnerabilities and significantly reduced the
likelihood of the incident?

Real-World Example: The 'Starlight Saga' Data
Breach

,Q�������D�PDMRU�VWUHDPLQJ�VHUYLFH�SURGXFWLRQ�

�6WDUOLJKW�6DJD���H[SHULHQFHG�D�VLJQLìFDQW

VHFXULW\�LQFLGHQW�GXULQJ�LWV�SULQFLSDO�SKRWRJUDSK\

SKDVH��$�KDFNHU�JURXS�PDQDJHG�WR�LQìOWUDWH�WKH

SURGXFWLRQ
V�GLJLWDO�LQIUDVWUXFWXUH��OHDGLQJ�WR�WKH

OHDN�RI�VHQVLWLYH�GDWD��LQFOXGLQJ�XQHGLWHG�GDLOLHV�

FRQìGHQWLDO�VFULSW�UHYLVLRQV��FDVW�DQG�FUHZ

SHUVRQDO�LQIRUPDWLRQ��DQG�IXWXUH�SORW�RXWOLQHV�

7KH�EUHDFK�RFFXUUHG�PLG�SURGXFWLRQ��FDXVLQJ

LPPHQVH�GLVUXSWLRQ��ìQDQFLDO�ORVVHV��DQG

UHSXWDWLRQDO�GDPDJH�WR�WKH�VWXGLR�DQG�LWV

SDUWQHUV�

Analysis of Vulnerabilities Leading to

the Incident

7KH�LQYHVWLJDWLRQ�LQWR�WKH��6WDUOLJKW�6DJD��EUHDFK

UHYHDOHG�VHYHUDO�FULWLFDO�YXOQHUDELOLWLHV�WKDW�WKH

DWWDFNHUV�H[SORLWHG�

,QDGHTXDWH�1HWZRUN�6HJPHQWDWLRQ��7KH

SURGXFWLRQ
V�RQ�VHW�:L�)L�QHWZRUN��XVHG�IRU

ERWK�JHQHUDO�LQWHUQHW�DFFHVV�DQG�VHQVLWLYH

GDWD�WUDQVIHU��OLNH�GDLOLHV�XSORDGV���ZDV�QRW

SURSHUO\�VHJPHQWHG��7KLV�DOORZHG

DWWDFNHUV�ZKR�JDLQHG�LQLWLDO�DFFHVV�WR

PRYH�IUHHO\�DFURVV�WKH�QHWZRUN�

:HDN�$FFHVV�&RQWUROV�DQG�0)$��0DQ\

FUHZ�PHPEHUV�XVHG�VLPSOH�SDVVZRUGV�

DQG�PXOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$��ZDV

QRW�XQLYHUVDOO\�HQIRUFHG�DFURVV�DOO�FULWLFDO

V\VWHPV��PDNLQJ�LW�HDVLHU�IRU�DWWDFNHUV�WR

FRPSURPLVH�DFFRXQWV�

/DFN�RI�'DWD�(QFU\SWLRQ�DW�5HVW��:KLOH

GDWD�LQ�WUDQVLW�KDG�VRPH�HQFU\SWLRQ�

VHQVLWLYH�ìOHV�VWRUHG�RQ�ORFDO�VHUYHUV�DQG

FORXG�GULYHV�ZHUH�QRW�FRQVLVWHQWO\

HQFU\SWHG�DW�UHVW��PHDQLQJ�RQFH�DFFHVVHG�

WKH�GDWD�ZDV�LPPHGLDWHO\�UHDGDEOH�

,QVXîFLHQW�&\EHUVHFXULW\�7UDLQLQJ�

0DQ\�FUHZ�PHPEHUV�ODFNHG�DZDUHQHVV�RI

FRPPRQ�SKLVKLQJ�WDFWLFV�DQG�VHFXUH

GLJLWDO�SUDFWLFHV��OHDGLQJ�WR�D�VXFFHVVIXO

VSHDU�SKLVKLQJ�DWWDFN�WKDW�SURYLGHG�WKH

LQLWLDO�HQWU\�SRLQW�IRU�WKH�KDFNHUV�

8QFRQWUROOHG�3HUVRQDO�'HYLFH�8VDJH�

3HUVRQDO�GHYLFHV��RIWHQ�OHVV�VHFXUH�WKDQ

FRPSDQ\�LVVXHG�RQHV��ZHUH�XVHG�WR�DFFHVV

DQG�VWRUH�SURGXFWLRQ�UHODWHG�LQIRUPDWLRQ�

FUHDWLQJ�DGGLWLRQDO�YHFWRUV�IRU�DWWDFN�

3XUFKDVLQJ�FRPSUHKHQVLYH�F\EHU

LQVXUDQFH��LQVWDOOLQJ�&&79�FDPHUDV

RQ�VHW��DQG�WUXVWLQJ�FUHZ�PHPEHUV

WR�UHSRUW�VXVSLFLRXV�HPDLOV�

1

5HO\LQJ�RQ�VWURQJ�DQWL�YLUXV

VRIWZDUH��FRQGXFWLQJ�DQQXDO

VHFXULW\�DXGLWV��DQG�YHUEDOO\

UHPLQGLQJ�VWDë�DERXW�SDVVZRUG

VHFXULW\�

2

8VLQJ�RQO\�SK\VLFDO�FRSLHV�RI

VFULSWV��EDQQLQJ�DOO�SHUVRQDO

GHYLFHV�IURP�VHW��DQG�KLULQJ�D

VLQJOH�GHGLFDWHG�,7�VHFXULW\

VSHFLDOLVW�

3

,PSOHPHQWLQJ�QHWZRUN

VHJPHQWDWLRQ��HQIRUFLQJ�XQLYHUVDO

PXOWL�IDFWRU�DXWKHQWLFDWLRQ�

PDQGDWLQJ�GDWD�HQFU\SWLRQ�DW�UHVW

DQG�LQ�WUDQVLW��DQG�SURYLGLQJ

FRQWLQXRXV�F\EHUVHFXULW\�WUDLQLQJ�
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6HOHFW�RQH

A production is filming a highly confidential scene.
Which comprehensive approach best addresses
securing on-set data, preventing unauthorised
recording, and managing wireless networks
simultaneously?

Digital Security on Set

The Digital Frontier on Set

,Q�WRGD\
V�LQWHUFRQQHFWHG�SURGXFWLRQ�ODQGVFDSH�

GLJLWDO�DVVHWV�DUH�DV�YDOXDEOH�DV�SK\VLFDO�RQHV�

)URP�UDZ�IRRWDJH�DQG�FRQìGHQWLDO�VFULSWV�WR

FRPPXQLFDWLRQ�ORJV�DQG�ìQDQFLDO�GDWD�

VDIHJXDUGLQJ�GLJLWDO�LQIRUPDWLRQ�RQ�VHW�LV�FUXFLDO�

7KLV�VHFWLRQ�H[SORUHV�WKH�NH\�DUHDV�RI�GLJLWDO

VHFXULW\�GXULQJ�DFWLYH�SURGXFWLRQ��IRFXVLQJ�RQ

SURWHFWLQJ�GDWD��SUHYHQWLQJ�OHDNV��DQG�VHFXULQJ

FRPPXQLFDWLRQ�QHWZRUNV�

Securing On-Set Data Storage

7KH�VKHHU�YROXPH�RI�GLJLWDO�GDWD�JHQHUDWHG�RQ�D

ìOP�RU�79�VHW��LQFOXGLQJ�UDZ�IRRWDJH��GDLOLHV�

DXGLR�ìOHV��DQG�SURGXFWLRQ�GRFXPHQWV��GHPDQGV

ULJRURXV�VHFXULW\��8QVHFXUHG�GDWD�VWRUDJH�FDQ

OHDG�WR�FDWDVWURSKLF�OHDNV��ORVV�RI�LUUHSODFHDEOH

DVVHWV��RU�FRPSURPLVH�RI�VHQVLWLYH�SURMHFW

LQIRUPDWLRQ��,PSOHPHQWLQJ�UREXVW�SURWRFROV�IRU

GDWD�KDQGOLQJ��IURP�FDSWXUH�WR�DUFKLYLQJ��LV�QRQ�

QHJRWLDEOH�WR�PDLQWDLQ�WKH�LQWHJULW\�DQG

FRQìGHQWLDOLW\�RI�WKH�SURGXFWLRQ
V�GLJLWDO

IRRWSULQW�

Preventing Unauthorised Recording

:LWK�WKH�XELTXLW\�RI�VPDUWSKRQHV�DQG�VPDUW

GHYLFHV��WKH�ULVN�RI�XQDXWKRULVHG�UHFRUGLQJ�RQ�VHW

LV�FRQVWDQW��/HDNHG�IRRWDJH��SKRWRV��RU�DXGLR�FDQ

VSRLO�SORW�SRLQWV��UHYHDO�FRQìGHQWLDO�VHW�GHVLJQV�

RU�FRPSURPLVH�WKH�SULYDF\�RI�FDVW�DQG�FUHZ�

(VWDEOLVKLQJ�DQG�VWULFWO\�HQIRUFLQJ�SROLFLHV

DJDLQVW�SHUVRQDO�GHYLFH�XVDJH�LQ�VHQVLWLYH�DUHDV�

DORQJVLGH�WHFKQRORJLFDO�GHWHUUHQWV��LV�HVVHQWLDO�WR

PDLQWDLQ�VHFUHF\�DQG�FRQWURO�RYHU�LQWHOOHFWXDO

SURSHUW\�

Managing Wireless Networks

:LUHOHVV�QHWZRUNV�DUH�LQGLVSHQVDEOH�IRU�PRGHUQ

SURGXFWLRQ��IDFLOLWDWLQJ�FRPPXQLFDWLRQ��GDWD

WUDQVIHU��DQG�UHPRWH�PRQLWRULQJ��+RZHYHU�

XQVHFXUHG�:L�)L�RU�RWKHU�ZLUHOHVV�FRQQHFWLRQV

SUHVHQW�VLJQLìFDQW�YXOQHUDELOLWLHV��DOORZLQJ

XQDXWKRULVHG�DFFHVV�WR�VHQVLWLYH�GDWD��QHWZRUN

GLVUXSWLRQ��RU�HYHQ�WKH�LQMHFWLRQ�RI�PDOZDUH�

5REXVW�QHWZRUN�PDQDJHPHQW��LQFOXGLQJ�VWURQJ

HQFU\SWLRQ�DQG�VHJPHQWDWLRQ��LV�D�FRUQHUVWRQH�RI

FRPSUHKHQVLYH�GLJLWDO�VHFXULW\�RQ�VHW�

Encrypted Storage Solutions��8WLOLVH

HQFU\SWHG�KDUG�GULYHV��VHFXUH�FORXG

VWRUDJH��DQG�SDVVZRUG�SURWHFWHG�VHUYHUV

IRU�DOO�GLJLWDO�DVVHWV��IURP�UDZ�IRRWDJH�WR

VFULSWV�

Access Control & Permissions�

,PSOHPHQW�VWULFW�UROH�EDVHG�DFFHVV

FRQWUROV�DQG�PXOWL�IDFWRU�DXWKHQWLFDWLRQ

�0)$���HQVXULQJ�RQO\�DXWKRULVHG�SHUVRQQHO

FDQ�DFFHVV�VSHFLìF�GDWD�

Device Policy & Enforcement��(QIRUFH�D

VWULFW��QR�XQDXWKRULVHG�UHFRUGLQJ�GHYLFHV�

SROLF\�RQ�VHW��LQFOXGLQJ�SHUVRQDO�SKRQHV�

VPDUWZDWFKHV��DQG�GURQHV��ZLWK

GHVLJQDWHG�VHFXUH�VWRUDJH�IRU�SHUVRQDO

LWHPV�

Secure Wi-Fi Networks��,PSOHPHQW�:3$�

HQFU\SWLRQ��VWURQJ��UHJXODUO\�FKDQJHG

SDVVZRUGV��DQG�VHSDUDWH�JXHVW�QHWZRUNV

IURP�FRUH�SURGXFWLRQ�QHWZRUNV�WR�SUHYHQW

XQDXWKRULVHG�DFFHVV�

Virtual Private Networks (VPNs)�

0DQGDWH�931�XVDJH�IRU�DOO�UHPRWH�DFFHVV

WR�SURGXFWLRQ�QHWZRUNV�DQG�VHQVLWLYH�GDWD�

HQFU\SWLQJ�DOO�WUDîF�

Data Backup & Recovery��(VWDEOLVK

DXWRPDWHG��HQFU\SWHG�EDFNXS�SURFHGXUHV

DQG�D�FOHDU�GLVDVWHU�UHFRYHU\�SODQ�IRU�DOO

FULWLFDO�GLJLWDO�GDWD�WR�SUHYHQW�ORVV�IURP

F\EHUDWWDFNV�RU�KDUGZDUH�IDLOXUH�

&RQGXFWLQJ�GDLO\�VHFXULW\�EULHìQJV�

XVLQJ�D�EDVLF�JXHVW�:L�)L�QHWZRUN

IRU�FDVW�DQG�FUHZ��DQG�EDFNLQJ�XS

GDWD�WR�ORFDO��XQHQFU\SWHG�VHUYHUV�

1

'LVWULEXWLQJ�SK\VLFDO�FRSLHV�RI�DOO

VFULSWV��XVLQJ�SXEOLF�:L�)L�IRU�DOO

LQWHUQHW�DFFHVV��DQG�WUXVWLQJ�WKDW

FUHZ�PHPEHUV�ZLOO�QRW�UHFRUG

DQ\WKLQJ�

2

,PSOHPHQWLQJ�D�VWULFW��QR�SKRQHV

RQ�VHW��SROLF\��XVLQJ�HQFU\SWHG

FORXG�VWRUDJH�IRU�GDLOLHV��DQG

SURYLGLQJ�D�VHSDUDWH��VHFXUH�

HQFU\SWHG�:L�)L�QHWZRUN�IRU

SURGXFWLRQ�XVH�RQO\�

3

5HO\LQJ�RQ�FUHZ�YLJLODQFH��XVLQJ�D

VLQJOH�SDVVZRUG�SURWHFWHG�:L�)L

QHWZRUN��DQG�VWRULQJ�DOO�GLJLWDO

GDWD�RQ�XQHQFU\SWHG�H[WHUQDO�KDUG

GULYHV�
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Pre-Approval and Registration

Escorted Access

Non-Disclosure Agreements

Visitor Pre-Approval and Registration

$OO�YLVLWRUV�WR�WKH�VHW��LQFOXGLQJ�VWXGLR�H[HFXWLYHV��SUHVV��RU�VSHFLDO�JXHVWV��PXVW�EH�

pre-approved�E\�GHVLJQDWHG�SURGXFWLRQ�PDQDJHPHQW��8SRQ�DUULYDO��D�IRUPDO

UHJLVWUDWLRQ�SURFHVV�LV�UHTXLUHG��LQYROYLQJ�LGHQWLìFDWLRQ�YHULìFDWLRQ�DQG�ORJJLQJ

WKHLU�HQWU\�DQG�H[LW�WLPHV��7KLV�HQVXUHV�D�FOHDU�UHFRUG�RI�ZKR�LV�RQ�VHW�DQG�ZKHQ�

Escorted Access and Badging

7R�PDLQWDLQ�FRQWURO�DQG�PLQLPLVH�GLVUXSWLRQ��YLVLWRUV�DUH�W\SLFDOO\�LVVXHG�

temporary, clearly visible badges�DQG�PXVW�EH�escorted by an authorised crew

member�DW�DOO�WLPHV��$FFHVV�WR�VHQVLWLYH�DUHDV��VXFK�DV�DFWLYH�ìOPLQJ�]RQHV��HGLWLQJ

VXLWHV��RU�SURS�VWRUDJH��LV�VWULFWO\�SURKLELWHG�IRU�YLVLWRUV�

Visitor NDAs and Restrictions

'HSHQGLQJ�RQ�WKH�VHQVLWLYLW\�RI�WKH�SURGXFWLRQ��YLVLWRUV�PD\�EH�UHTXLUHG�WR�VLJQ�D�

Non-Disclosure Agreement (NDA)�EHIRUH�HQWHULQJ�WKH�VHW��7KLV�OHJDOO\�ELQGV�WKHP

WR�FRQìGHQWLDOLW\�UHJDUGLQJ�SORW�GHWDLOV��VHW�GHVLJQV��RU�DQ\�RWKHU�VHQVLWLYH

LQIRUPDWLRQ�WKH\�PD\�HQFRXQWHU��3KRWRJUDSK\��YLGHR�UHFRUGLQJ��DQG�VKDULQJ

LQIRUPDWLRQ�RQ�VRFLDO�PHGLD�DUH�W\SLFDOO\�IRUELGGHQ�

6HOHFW�RQH

A film production is shooting a highly anticipated
scene in a public park. Which combination of
security measures would be most effective in
controlling access, monitoring activity, and
managing visitor presence simultaneously?

On-Set Security Protocols

7KH�SURGXFWLRQ�VHW�LV�D�G\QDPLF�DQG�RIWHQ�KLJK�

VWDNHV�HQYLURQPHQW��PDNLQJ�UREXVW�VHFXULW\

SURWRFROV�LQGLVSHQVDEOH��'XULQJ�ìOPLQJ��YDOXDEOH

HTXLSPHQW��VHQVLWLYH�SORW�GHWDLOV��DQG�KLJK�

SURìOH�LQGLYLGXDOV�DUH�DOO�YXOQHUDEOH�WR�YDULRXV

WKUHDWV��(VWDEOLVKLQJ�FOHDU��HQIRUFHDEOH�VHFXULW\

PHDVXUHV�HQVXUHV�WKH�VPRRWK�RSHUDWLRQ�RI�WKH

VHW��SURWHFWV�DVVHWV��DQG�PDLQWDLQV�WKH

FRQìGHQWLDOLW\�RI�WKH�SURMHFW��(ëHFWLYH�RQ�VHW

VHFXULW\�LV�D�PXOWL�IDFHWHG�DSSURDFK�

HQFRPSDVVLQJ�SK\VLFDO�DFFHVV�FRQWURO�

FRQWLQXRXV�PRQLWRULQJ��DVVHW�SURWHFWLRQ��DQG

FDUHIXO�PDQDJHPHQW�RI�DOO�SHUVRQQHO�DQG

YLVLWRUV�

Controlling Access to the Set

(ëHFWLYH�DFFHVV�FRQWURO�LV�WKH�ìUVW�OLQH�RI�GHIHQFH��7KLV�LQYROYHV�HVWDEOLVKLQJ

VHFXUH�SHULPHWHUV�DURXQG�WKH�ìOPLQJ�ORFDWLRQ��ZKHWKHU�LW
V�D�VWXGLR�ORW�RU�DQ

H[WHULRU�ORFDWLRQ��'HVLJQDWHG�HQWU\�DQG�H[LW�SRLQWV��VWDëHG�E\�WUDLQHG�VHFXULW\

SHUVRQQHO��DUH�FUXFLDO��$OO�LQGLYLGXDOV�HQWHULQJ�WKH�VHW�PXVW�SUHVHQW�YDOLG

LGHQWLìFDWLRQ��VXFK�DV�SURGXFWLRQ�LVVXHG�,'�EDGJHV��ZKLFK�FOHDUO\�GLVWLQJXLVK

EHWZHHQ�FUHZ��FDVW��DQG�DXWKRULVHG�YLVLWRUV��9LVLWRU�ORJV�DUH�PHWLFXORXVO\

PDLQWDLQHG��DQG�WHPSRUDU\�SDVVHV�DUH�LVVXHG�IRU�VKRUW�WHUP�DFFHVV��RIWHQ

UHTXLULQJ�DQ�HVFRUW�

Monitoring On-Set Activities

&RQWLQXRXV�PRQLWRULQJ�HQVXUHV�WKDW�VHFXULW\�SURWRFROV�DUH�EHLQJ�IROORZHG�DQG

DOORZV�IRU�UDSLG�UHVSRQVH�WR�DQ\�LQFLGHQWV��7KLV�LQFOXGHV�WKH�VWUDWHJLF�SODFHPHQW

RI�CCTV cameras�DFURVV�WKH�VHW��FRYHULQJ�FULWLFDO�DUHDV�OLNH�HTXLSPHQW�VWRUDJH�

HQWU\�SRLQWV��DQG�KLJK�WUDîF�]RQHV��6HFXULW\�SHUVRQQHO�FRQGXFW�UHJXODU�SDWUROV�

ERWK�YLVLEOH�DQG�FRYHUW��WR�GHWHU�XQDXWKRULVHG�DFWLYLWLHV�DQG�DGGUHVV�SRWHQWLDO

EUHDFKHV��$OO�FUHZ�PHPEHUV�DUH�HQFRXUDJHG�WR�UHSRUW�VXVSLFLRXV�EHKDYLRXU�RU

XQDXWKRULVHG�LQGLYLGXDOV��IRVWHULQJ�D�FROOHFWLYH�UHVSRQVLELOLW\�IRU�VHFXULW\�

Protecting Equipment and Props

)LOP�DQG�79�SURGXFWLRQ�UHOLHV�RQ�LQFUHGLEO\

H[SHQVLYH�DQG�RIWHQ�XQLTXH�HTXLSPHQW�DQG

SURSV��6DIHJXDUGLQJ�WKHVH�DVVHWV�LV�SDUDPRXQW

WR�DYRLG�VLJQLìFDQW�ìQDQFLDO�ORVVHV�DQG

SURGXFWLRQ�GHOD\V��$OO�YDOXDEOH�HTXLSPHQW�

LQFOXGLQJ�FDPHUDV��OLJKWLQJ��VRXQG�JHDU��DQG

VSHFLDOLVHG�SURSV��PXVW�EH�VWRUHG�LQ�secure,

locked facilities�ZKHQ�QRW�LQ�XVH��7KLV�FRXOG�EH

GHGLFDWHG�VWRUDJH�WUDLOHUV��VHFXUH�ZDUHKRXVHV��RU

GHVLJQDWHG�DUHDV�RQ�VHW�ZLWK�UHVWULFWHG�DFFHVV��$

UREXVW�inventory management system�LV

HVVHQWLDO��WUDFNLQJ�HYHU\�LWHP�ZLWK�GDLO\�FKHFN�LQ

DQG�FKHFN�RXW�SURFHGXUHV�WR�HQVXUH

DFFRXQWDELOLW\��2Q�VLWH�VHFXULW\�JXDUGV�SURYLGH�DQ

DGGLWLRQDO�OD\HU�RI�SURWHFWLRQ��SDUWLFXODUO\�GXULQJ

Rë�KRXUV��DQG�FRPSUHKHQVLYH�LQVXUDQFH�SROLFLHV

DUH�YLWDO�WR�PLWLJDWH�ìQDQFLDO�ULVNV�LQ�FDVH�RI�WKHIW

RU�GDPDJH�

6HWWLQJ�XS�EDVLF�FDXWLRQ�WDSH�

UHO\LQJ�RQ�ORFDO�SROLFH�SDWUROV��DQG

DOORZLQJ�SXEOLF�DFFHVV�ZLWK�YHUEDO

ZDUQLQJV�

1

'LVWULEXWLQJ�D�SXEOLF

DQQRXQFHPHQW�DERXW�ìOPLQJ

WLPHV��KLULQJ�D�IHZ�H[WUD

SURGXFWLRQ�DVVLVWDQWV�IRU�FURZG

FRQWURO��DQG�VWRULQJ�DOO�HTXLSPHQW

Rë�VLWH�RYHUQLJKW�

2

'HSOR\LQJ�D�GHGLFDWHG�VHFXULW\

WHDP�IRU�SHULPHWHU�FRQWURO�

HVWDEOLVKLQJ�D�VLQJOH�HQWU\�SRLQW

ZLWK�PDQGDWRU\�,'�FKHFNV�DQG

YLVLWRU�EDGJLQJ��XWLOLVLQJ�SRUWDEOH

&&79��DQG�DVVLJQLQJ�HVFRUWV�IRU�DOO

DSSURYHG�YLVLWRUV�

3

,PSOHPHQWLQJ�D�FRPSOH[�GLJLWDO

DFFHVV�V\VWHP�IRU�FUHZ�RQO\��XVLQJ

GURQHV�IRU�DHULDO�VXUYHLOODQFH��DQG

EDQQLQJ�DOO�YLVLWRUV�IURP�WKH

YLFLQLW\�
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1. Dialogue

2. Dialogue

3. Text

4. Dialogue

5. Dialogue

6. Text

7. Dialogue

8. Dialogue

9. Text

10. Text

11. Text

6HOHFW�RQH

Which combination of preventative measures
offers the most comprehensive protection against
on-set equipment theft?

Scenario: On-Set Security Breach

,
YH�MXVW�UHFHLYHG�D�FDOO

IURP�WKH�QLJKW�VXSHUYLVRU�

$�KLJK�HQG�FDPHUD�DQG

VHYHUDO�SULPH�OHQVHV�ZHUH

VWROHQ�IURP�6HW�%

RYHUQLJKW��7KLV�LV�D

GLVDVWHU��:KDW
V�RXU

LPPHGLDWH�SULRULW\"

/HW
V�LPPHGLDWHO\�UHYLHZ�WKH

&&79�IRRWDJH�WR�LGHQWLI\�WKH

FXOSULWV�DQG�WUDFN�WKHP�GRZQ�

)LUVW��ZH�QHHG�WR�VHFXUH�WKH

VFHQH��GRFXPHQW�HYHU\WKLQJ�

DQG�QRWLI\�ODZ�HQIRUFHPHQW

DQG�RXU�LQVXUDQFH�SURYLGHU

LPPHGLDWHO\�

7KH�SROLFH�DUH�RQ�WKHLU

ZD\��DQG�ZH
YH�ìOHG�WKH

LQLWLDO�UHSRUW��1RZ��EH\RQG

WKH�LPPHGLDWH�FRVW�RI

UHSODFHPHQW��ZKDW
V�WKH

PRVW�VLJQLìFDQW�SRWHQWLDO

G WKL WK IW OG

7KLV�ZLOO�FDXVH�VLJQLìFDQW

SURGXFWLRQ�GHOD\V��SRWHQWLDO

UHVKRRWV�LI�IRRWDJH�LV

FRPSURPLVHG��DQG�VXEVWDQWLDO

EXGJHW�RYHUUXQV�GXH�WR

HTXLSPHQW�UHQWDO�DQG

LQVXUDQFH�SUHPLXP�LQFUHDVHV�

,W
V�MXVW�HTXLSPHQW��ZH�FDQ

UHQW�UHSODFHPHQWV�TXLFNO\��7KH

PDLQ�LVVXH�LV�WKH

HPEDUUDVVPHQW�RI�D�VHFXULW\

EUHDFK�

Continue

:KLOH�HPEDUUDVVPHQW�LV�D�IDFWRU��WKH�RSHUDWLRQDO�DQG

ìQDQFLDO�LPSDFW�LV�IDU�PRUH�VHYHUH��7KLQN�DERXW�KRZ�WKLV

DëHFWV�RXU�DELOLW\�WR�ìOP�DQG�RXU�ERWWRP�OLQH�

<RX
UH�ULJKW��WKH�LPSDFW�LV

VHYHUH��/RRNLQJ�EDFN��ZKDW

SUHYHQWDWLYH�PHDVXUHV

UHODWHG�WR�VHFXULW\

SHUVRQQHO�FRXOG�KDYH

VLJQLìFDQWO\�UHGXFHG�WKH

OLNHOLKRRG�RI�WKLV�WKHIW"

:H�KDG�D�IHQFH��DQG�HYHU\RQH

NQRZV�QRW�WR�VWHDO��:H�MXVW

QHHG�WR�WUXVW�RXU�FUHZ�PRUH�

:H�VKRXOG�KDYH�KDG�GHGLFDWHG

�����RQ�VLWH�VHFXULW\�JXDUGV�

UHJXODU�SHULPHWHU�SDWUROV��DQG

DFWLYH�&&79�PRQLWRULQJ�ZLWK�D

UDSLG�UHVSRQVH�SURWRFRO�

'HGLFDWHG�VHFXULW\�ZRXOG

FHUWDLQO\�KHOS��:KDW�DERXW

RXU�HTXLSPHQW

PDQDJHPHQW"�:KDW

SUHYHQWDWLYH�PHDVXUHV

UHODWHG�WR�LQYHQWRU\

FRQWURO�FRXOG�KDYH�PDGH�D

GLëHUHQFH"

,PSOHPHQWLQJ�D�UREXVW

LQYHQWRU\�PDQDJHPHQW

V\VWHP�ZLWK�GDLO\�FKHFN�

LQ�FKHFN�RXW�SURFHGXUHV�

VHFXUH��ORFNHG�VWRUDJH�DUHDV�

DQG�UHJXODU�HTXLSPHQW�DXGLWV�

:H�MXVW�QHHG�EHWWHU�ORFNV�RQ

WKH�VWRUDJH�FRQWDLQHUV��7KDW
V

XVXDOO\�HQRXJK�

Continue

3K\VLFDO�EDUULHUV�DUH�LPSRUWDQW��EXW�WKH\
UH�RQO\�RQH�SDUW

RI�WKH�VROXWLRQ��:KDW�V\VWHPDWLF�DSSURDFK�KHOSV�XV�NQRZ

H[DFWO\�ZKDW�HTXLSPHQW�ZH�KDYH��ZKHUH�LW�LV��DQG�ZKR�LV

UHVSRQVLEOH�IRU�LW"

7KHVH�DUH�FUXFLDO�SRLQWV�

1RZ��WKLQNLQJ�ORQJ�WHUP�

ZKDW�EURDGHU�LPSOLFDWLRQV

PLJKW�WKLV�HTXLSPHQW�WKHIW

KDYH�IRU�WKH�VWXGLR
V

UHSXWDWLRQ�DQG�IXWXUH

RSHUDWLRQV��EH\RQG�MXVW

WKLV�VSHFLìF�SURGXFWLRQ"

2QFH�ZH�UHSODFH�WKH

HTXLSPHQW��HYHU\WKLQJ�ZLOO�JR

EDFN�WR�QRUPDO��,W
V�D�RQH�Rë

LQFLGHQW�

,W�FRXOG�OHDG�WR�LQFUHDVHG

LQVXUDQFH�SUHPLXPV��GDPDJH

RXU�UHSXWDWLRQ�DV�D�VHFXUH

SURGXFWLRQ�SDUWQHU��DQG

SRWHQWLDOO\�GHWHU�IXWXUH�WDOHQW

RU�LQYHVWRUV�

<RX
YH�DUWLFXODWHG�WKH

ORQJ�WHUP�ULVNV�ZHOO��7KLV

LQFLGHQW�VHUYHV�DV�D�VWDUN

UHPLQGHU��:KDW
V�WKH

XOWLPDWH�WDNHDZD\

UHJDUGLQJ�RQ�VHW�SK\VLFDO

VHFXULW\"

:H�MXVW�QHHG�WR�EH�PRUH

FDUHIXO�QH[W�WLPH�DQG�KRSH�IRU

WKH�EHVW�

3URDFWLYH��PXOWL�OD\HUHG

SK\VLFDO�VHFXULW\��LQFOXGLQJ

GHGLFDWHG�SHUVRQQHO�DQG

ULJRURXV�LQYHQWRU\

PDQDJHPHQW��LV�HVVHQWLDO�WR

PLWLJDWH�ULVNV�DQG�SURWHFW

YDOXDEOH�DVVHWV�

Try again

5HO\LQJ�RQ�OXFN�ZRQ
W�FXW�LW��:KDW
V�WKH�IXQGDPHQWDO

DSSURDFK�ZH�PXVW�DGRSW�WR�SUHYHQW�IXWXUH�LQFLGHQWV"

Continue

6HFXULW\�LQFLGHQWV�UDUHO\�MXVW�GLVDSSHDU��:KDW�DUH�WKH

PRUH�HQGXULQJ�FRQVHTXHQFHV�WKDW�DëHFW�RXU�UHSXWDWLRQ

DQG�ìQDQFLDO�VWDQGLQJ�LQ�WKH�LQGXVWU\"

Continue

:KLOH�WUXVW�LV�YDOXDEOH��LW�GRHVQ
W�UHSODFH�V\VWHPDWLF

VHFXULW\��:KDW�VSHFLìF�KXPDQ�OHG�VHFXULW\�PHDVXUHV

FRXOG�KDYH�SK\VLFDOO\�SURWHFWHG�RXU�DVVHWV"

Lessons Learned from On-Set Theft

7KH�VFHQDULR�XQGHUVFRUHV�WKH�FULWLFDO�QHHG�IRU

UREXVW�RQ�VHW�SK\VLFDO�VHFXULW\��7KH�WKHIW�RI

YDOXDEOH�HTXLSPHQW�FDQ�OHDG�WR�IDU�PRUH�WKDQ

MXVW�UHSODFHPHQW�FRVWV��LW�FDQ�VHYHUHO\�LPSDFW

SURGXFWLRQ�WLPHOLQHV��LQFXU�VLJQLìFDQW�ìQDQFLDO

SHQDOWLHV��DQG�GDPDJH�WKH�VWXGLR
V�UHSXWDWLRQ�

,PSOHPHQWLQJ�D�FRPELQDWLRQ�RI�GHGLFDWHG

VHFXULW\�SHUVRQQHO�DQG�VWULQJHQW�LQYHQWRU\

PDQDJHPHQW�SURWRFROV�LV�SDUDPRXQW�WR

VDIHJXDUGLQJ�DVVHWV�

5HO\LQJ�RQ�JHQHUDO�LQVXUDQFH

SROLFLHV�DQG�EDVLF�SHULPHWHU

IHQFLQJ�

1

,PSOHPHQWLQJ������GHGLFDWHG

VHFXULW\�SHUVRQQHO��&&79

VXUYHLOODQFH��DQG�D�PHWLFXORXV

LQYHQWRU\�PDQDJHPHQW�V\VWHP

ZLWK�VHFXUH�VWRUDJH�

2

7UXVWLQJ�DOO�FUHZ�PHPEHUV�DQG

RQO\�ORFNLQJ�XS�HTXLSPHQW�ZKHQ

WKH�VHW�LV�FRPSOHWHO\�HPSW\�

3

,QVWDOOLQJ�KLJK�WHFK�DODUPV�RQ�DOO

HTXLSPHQW�DQG�DVVXPLQJ�WKH\�ZLOO

GHWHU�DOO�SRWHQWLDO�WKLHYHV�
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�\jmiP\N�/imjl�;\F�-HZP;CPZPlu

*i^lHDlP\N��^\yFH\lP;Z��^\rHij;lP^\j

Background Checks for Cast and Crew

%HIRUH�DQ\RQH�VWHSV�IRRW�RQ�VHW�RU�JDLQV�DFFHVV�WR�VHQVLWLYH�SURGXFWLRQ�LQIRUPDWLRQ�

FRPSUHKHQVLYH�EDFNJURXQG�FKHFNV�DUH�LQGLVSHQVDEOH��7KHVH�FKHFNV�JR�EH\RQG

EDVLF�HPSOR\PHQW�KLVWRU\�DQG�FDQ�LQFOXGH�

&ULPLQDO�5HFRUG�&KHFNV��7R�LGHQWLI\�LQGLYLGXDOV�ZLWK�D�KLVWRU\�RI�WKHIW��IUDXG�

RU�RWKHU�UHOHYDQW�RëHQFHV�

,GHQWLW\�9HULìFDWLRQ��&RQìUPLQJ�WKH�WUXH�LGHQWLW\�RI�LQGLYLGXDOV�WR�SUHYHQW

LPSHUVRQDWLRQ�

(PSOR\PHQW�DQG�5HIHUHQFH�&KHFNV��9HULI\LQJ�SDVW�HPSOR\PHQW�DQG

VSHDNLQJ�ZLWK�UHIHUHQFHV�WR�DVVHVV�UHOLDELOLW\�DQG�SURIHVVLRQDOLVP�

6RFLDO�0HGLD�9HWWLQJ��5HYLHZLQJ�SXEOLF�VRFLDO�PHGLD�SURìOHV�IRU�DQ\�UHG�íDJV

RU�SRWHQWLDO�VHFXULW\�ULVNV�

7KHVH�PHDVXUHV�KHOS�EXLOG�D�WUXVWZRUWK\�WHDP�DQG�PLWLJDWH�ULVNV�DVVRFLDWHG�ZLWK

LQVLGHU�WKUHDWV��ZKHWKHU�LQWHQWLRQDO�RU�DFFLGHQWDO�

Secure Communication Channels

,Q�SUH�SURGXFWLRQ��FRXQWOHVV�VHQVLWLYH�GLVFXVVLRQV�RFFXU�GDLO\��IURP�FDVWLQJ

GHFLVLRQV�DQG�VFULSW�UHYLVLRQV�WR�EXGJHW�QHJRWLDWLRQV��8VLQJ�VHFXUH

FRPPXQLFDWLRQ�FKDQQHOV�LV�SDUDPRXQW�WR�SUHYHQW�HDYHVGURSSLQJ�RU�XQDXWKRULVHG

DFFHVV�WR�WKHVH�FRQYHUVDWLRQV�

.H\�FRQVLGHUDWLRQV�LQFOXGH�

(QG�WR�(QG�(QFU\SWHG�0HVVDJLQJ��8WLOLVLQJ�SODWIRUPV�WKDW�HQFU\SW�PHVVDJHV

IURP�VHQGHU�WR�UHFHLYHU��HQVXULQJ�RQO\�LQWHQGHG�SDUWLHV�FDQ�UHDG�WKHP�

6HFXUH�(PDLO�6HUYLFHV��(PSOR\LQJ�HPDLO�SURYLGHUV�ZLWK�VWURQJ�HQFU\SWLRQ�DQG

VHFXULW\�IHDWXUHV��HVSHFLDOO\�ZKHQ�H[FKDQJLQJ�FRQìGHQWLDO�GRFXPHQWV�

(QFU\SWHG�9LGHR�&RQIHUHQFLQJ��8VLQJ�YLGHR�FRQIHUHQFLQJ�WRROV�WKDW�RëHU

UREXVW�HQFU\SWLRQ�IRU�YLUWXDO�PHHWLQJV�ZKHUH�VHQVLWLYH�WRSLFV�DUH�GLVFXVVHG�

3K\VLFDO�6HFXULW\�IRU�'HYLFHV��(QVXULQJ�DOO�GHYLFHV�XVHG�IRU�FRPPXQLFDWLRQ

�SKRQHV��ODSWRSV��DUH�SDVVZRUG�SURWHFWHG�DQG�KDYH�XS�WR�GDWH�VHFXULW\

VRIWZDUH�

7KHVH�SUDFWLFHV�FUHDWH�D�VHFXUH�HQYLURQPHQW�IRU�LQIRUPDWLRQ�H[FKDQJH��FUXFLDO�IRU

PDLQWDLQLQJ�FRQìGHQWLDOLW\�

6HOHFW�RQH

A production company is preparing to share a
highly confidential script with a select group of cast
members. Which combination of security measures
offers the most comprehensive protection against
unauthorised access and potential leaks?

Security Measures During Pre-Production

7KH�SUH�SURGXFWLRQ�SKDVH�RI�DQ\�PRYLH�RU�79

SURMHFW�LV�D�FULWLFDO�SHULRG�ZKHUH�IRXQGDWLRQDO

VHFXULW\�PHDVXUHV�PXVW�EH�PHWLFXORXVO\

HVWDEOLVKHG��7KLV�VWDJH�LQYROYHV�WKH�GHYHORSPHQW

RI�KLJKO\�VHQVLWLYH�PDWHULDOV��LQFOXGLQJ�VFULSWV�

FDVWLQJ�OLVWV��EXGJHW�EUHDNGRZQV��DQG�ORFDWLRQ

VFRXWLQJ�UHSRUWV��DOO�RI�ZKLFK�DUH�SULPH�WDUJHWV

IRU�OHDNV�RU�WKHIW��,PSOHPHQWLQJ�UREXVW�VHFXULW\

SURWRFROV�IURP�WKH�RXWVHW�LV�HVVHQWLDO�WR�SURWHFW

LQWHOOHFWXDO�SURSHUW\��PDLQWDLQ�FUHDWLYH�LQWHJULW\�

DQG�VDIHJXDUG�WKH�SURMHFW
V�ìQDQFLDO�YLDELOLW\�

%H\RQG�YHWWLQJ�SHUVRQQHO�DQG�VHFXULQJ

FRPPXQLFDWLRQV��WKH�GLUHFW�FRQWURO�RYHU�VHQVLWLYH

GRFXPHQWV�DQG�GLJLWDO�DVVHWV�LV�FULWLFDO��$FFHVV

FRQWURO�HQVXUHV�WKDW�RQO\�DXWKRULVHG�LQGLYLGXDOV

FDQ�UHDFK�VSHFLìF�LQIRUPDWLRQ�RU�ORFDWLRQV��ZKLOH�

GDWD�HQFU\SWLRQ�UHQGHUV�GLJLWDO�LQIRUPDWLRQ

XQUHDGDEOH�WR�DQ\RQH�ZLWKRXW�WKH�SURSHU

GHFU\SWLRQ�NH\��HYHQ�LI�LW�IDOOV�LQWR�WKH�ZURQJ

KDQGV��7KHVH�OD\HUV�RI�SURWHFWLRQ�DUH�YLWDO�IRU

VDIHJXDUGLQJ�WKH�FUHDWLYH�DQG�ìQDQFLDO�EDFNERQH

RI�D�SURGXFWLRQ�

&RQGXFWLQJ�EDVLF�EDFNJURXQG

FKHFNV�RQ�FDVW�PHPEHUV�DQG

VWRULQJ�GLJLWDO�VFULSWV�RQ�D�VKDUHG�

XQHQFU\SWHG�FORXG�GULYH�

1

5HO\LQJ�VROHO\�RQ�QRQ�GLVFORVXUH

DJUHHPHQWV��1'$V��DQG�YHUEDO

ZDUQLQJV�DERXW�FRQìGHQWLDOLW\�

2

'LVWULEXWLQJ�SK\VLFDO�FRSLHV�RI�WKH

VFULSW�LQ�ORFNHG�EULHIFDVHV�DQG

XVLQJ�XQHQFU\SWHG�HPDLO�IRU

GLVFXVVLRQV�

3

,PSOHPHQWLQJ�GLJLWDO�ULJKWV

PDQDJHPHQW��'50��ZLWK

ZDWHUPDUNLQJ��UROH�EDVHG�DFFHVV

FRQWUROV��DQG�XVLQJ�HQG�WR�HQG

HQFU\SWHG�FRPPXQLFDWLRQ

SODWIRUPV�

4



1. Dialogue

2. Dialogue

3. Dialogue

4. Dialogue

5. Text

6. Text

7. Text

8. Text

Match the Pre-Production
Document to its Primary Security
Measure

Scenario: Securing Pre-Production Documents

:H
YH�JRW�D�VHULRXV

VLWXDWLRQ��6RPH�HDUO\

FRQFHSW�DUW�DQG

FRQìGHQWLDO�FDVWLQJ�GHWDLOV

IRU�
3URMHFW�1HEXOD
�KDYH

EHHQ�IRXQG�RQ�DQ

XQDXWKRULVHG�IRUXP�

:KDW
V�RXU�LPPHGLDWH

SULRULW\"

:H�QHHG�WR�FRQWDLQ�WKH�OHDN�

DVVHVV�WKH�IXOO�H[WHQW�RI�WKH

EUHDFK��DQG�LGHQWLI\�WKH

VRXUFH�

)LUVW��ZH�QHHG�WR�ìQG�RXW�ZKR

OHDNHG�LW�DQG�HQVXUH�WKH\
UH

LPPHGLDWHO\�WHUPLQDWHG�

*RRG��2XU�WHDP�LV�ZRUNLQJ

RQ�WDNHGRZQV�DQG�WUDFLQJ

WKH�RULJLQ��1RZ�

FRQVLGHULQJ�LW
V�FRQFHSW�DUW

DQG�FDVWLQJ�GHWDLOV��ZKDW
V

WKH�PRVW�VLJQLìFDQW

SRWHQWLDO�GDPDJH�WKLV�OHDN

FRXOG�FDXVH�WR�WKH�SUH�

SURGXFWLRQ�SKDVH�DQG

E G"

,W
V�MXVW�HDUO\�DUW�DQG�QDPHV�

ZH�FDQ�DOZD\V�FKDQJH�WKHP�

7KH�PDLQ�LVVXH�LV�WKH

HPEDUUDVVPHQW�IRU�WKH�VWXGLR�

,W�FRXOG�FRPSURPLVH�FUHDWLYH

VXUSULVHV��LPSDFW�WDOHQW

QHJRWLDWLRQV��DQG�SRWHQWLDOO\

UHGXFH�DXGLHQFH�H[FLWHPHQW�

OHDGLQJ�WR�ìQDQFLDO�ORVVHV�

<RX
YH�KLJKOLJKWHG�WKH

VHYHUH�FRQVHTXHQFHV��,Q

KLQGVLJKW��ZKDW�VSHFLìF

SUHYHQWDWLYH�PHDVXUHV�

EH\RQG�JHQHUDO�VHFXULW\�

FRXOG�KDYH�EHHQ

LPSOHPHQWHG�WR�SURWHFW

WKHVH�SUH�SURGXFWLRQ

GRFXPHQWV�PRUH

ë WL O "

:H�VKRXOG�KDYH�MXVW�WROG

HYHU\RQH�LQYROYHG�QRW�WR�VKDUH

DQ\WKLQJ�DQG�UHOLHG�RQ�WKHLU

JRRG�MXGJPHQW�

,PSOHPHQWLQJ�VWULFW�UROH�

EDVHG�DFFHVV�FRQWUROV��UREXVW

HQFU\SWLRQ�IRU�DOO�GLJLWDO�ìOHV�

DQG�GLJLWDO�ZDWHUPDUNLQJ�WR

WUDFH�DQ\�XQDXWKRULVHG�FRSLHV�

7KRVH�DUH�VROLG�WHFKQLFDO

PHDVXUHV��%H\RQG

WHFKQRORJ\��ZKDW
V�D

FUXFLDO��RQJRLQJ

SUHYHQWDWLYH�SUDFWLFH

UHODWHG�WR�SHUVRQQHO�DQG

SURFHVVHV�WKDW�FRXOG�KDYH

UHLQIRUFHG�RXU�SUH�

SURGXFWLRQ�VHFXULW\"

:H�VKRXOG�KDYH�MXVW�KLUHG

IHZHU�IUHHODQFHUV��WKH\
UH

DOZD\V�WKH�ZHDNHVW�OLQN�

5HJXODU�F\EHUVHFXULW\�WUDLQLQJ

IRU�DOO�VWDë��PDQGDWRU\�1'$V

ZLWK�VHYHUH�SHQDOWLHV��DQG

IUHTXHQW�VHFXULW\�DXGLWV�RI�RXU

GLJLWDO�LQIUDVWUXFWXUH�

Try again

%ODPLQJ�D�VSHFLìF�JURXS�GRHVQ
W�DGGUHVV�V\VWHPLF

YXOQHUDELOLWLHV��:H�QHHG�PHDVXUHV�WKDW�SURWHFW

LQIRUPDWLRQ�DFURVV�DOO�SHUVRQQHO��ZKHWKHU�LQWHUQDO�RU

H[WHUQDO��:KDW�EURDG��SURDFWLYH�SUDFWLFHV�DUH�HVVHQWLDO"

Continue

9HUEDO�ZDUQLQJV�DUH�LQVXîFLHQW�IRU�VHQVLWLYH�SUH�

SURGXFWLRQ�GRFXPHQWV��:KDW�WHFKQRORJLFDO�RU�SURFHGXUDO

PHDVXUHV�RëHU�VWURQJHU�SURWHFWLRQ�DJDLQVW�XQDXWKRULVHG

DFFHVV�DQG�VKDULQJ"

Continue

7KH�LPSDFW�LV�IDU�PRUH�VHYHUH�WKDQ�MXVW�HPEDUUDVVPHQW�

&RQVLGHU�WKH�ìQDQFLDO�DQG�FUHDWLYH�LPSOLFDWLRQV�RI

DOWHULQJ�SUH�SURGXFWLRQ�HOHPHQWV��/HW
V�WU\�DJDLQ�

Continue

)LQGLQJ�WKH�FXOSULW�LV�D�VHFRQGDU\�VWHS��2XU�LPPHGLDWH

FRQFHUQ�PXVW�EH�OLPLWLQJ�WKH�GDPDJH��/HW
V�UHFRQVLGHU�

7KH�VFHQDULR�KLJKOLJKWV�WKH�FULWLFDO�LPSRUWDQFH�RI

UREXVW�VHFXULW\�GXULQJ�WKH�SUH�SURGXFWLRQ�SKDVH�

/HDNV�RI�VHQVLWLYH�GRFXPHQWV�OLNH�FRQFHSW�DUW�

VFULSWV��DQG�FDVWLQJ�GHWDLOV�FDQ�KDYH�GHYDVWDWLQJ

LPSDFWV�RQ�D�SURMHFW
V�FUHDWLYH�LQWHJULW\�

PDUNHWDELOLW\��DQG�ìQDQFLDO�YLDELOLW\��3URDFWLYH

PHDVXUHV�DUH�DOZD\V�PRUH�HëHFWLYH�WKDQ�UHDFWLYH

GDPDJH�FRQWURO�

8QUHOHDVHG�6FULSW
'LJLWDO�5LJKWV�0DQDJHPHQW��'50�

DQG�ZDWHUPDUNLQJ

%XGJHW�3URMHFWLRQV
5ROH�EDVHG�DFFHVV�FRQWUROV�DQG

HQFU\SWLRQ

&RQìGHQWLDO�&DVWLQJ�'HWDLOV
6HFXUH�GLJLWDO�DVVHW�PDQDJHPHQW

ZLWK�DXGLW�WUDLOV

(DUO\�&RQFHSW�$UW
0XOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$�

IRU�ìQDQFLDO�V\VWHPV

3URGXFWLRQ�6FKHGXOH
&RQWUROOHG�GLVWULEXWLRQ�DQG

VHFXUH�FROODERUDWLRQ�SODWIRUPV
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Scripts and Screenplays

Storyboards and Visuals

Music and Sound Assets

Character and Franchise Concepts

Protecting Scripts and Screenplays

3URWHFWLQJ�\RXU�VFULSW�LV�SDUDPRXQW��%HIRUH�VKDULQJ��HQVXUH�LW
V�UHJLVWHUHG�ZLWK�D

QDWLRQDO�FRS\ULJKW�RîFH�RU�D�UHSXWDEOH�JXLOG��H�J���:ULWHUV�*XLOG�RI�$PHULFD���8VH�

Non-Disclosure Agreements (NDAs)�IRU�DQ\RQH�ZKR�UHDGV�LW��(PSOR\�GLJLWDO

ZDWHUPDUNLQJ�RQ�DOO�HOHFWURQLF�FRSLHV�WR�WUDFN�SRWHQWLDO�OHDNV��:KHQ�VXEPLWWLQJ�

RQO\�VHQG�WR�OHJLWLPDWH��YHWWHG�HQWLWLHV�

Safeguarding Storyboards and Visuals

6WRU\ERDUGV��FRQFHSW�DUW��DQG�FKDUDFWHU�GHVLJQV�DUH�YLVXDO�UHSUHVHQWDWLRQV�RI�\RXU

FUHDWLYH�YLVLRQ�DQG�DUH�DOVR�SURWHFWHG�E\�FRS\ULJKW��.HHS�GLJLWDO�ìOHV�VHFXUH�ZLWK

DFFHVV�FRQWUROV�DQG�HQFU\SWLRQ��3K\VLFDO�FRSLHV�VKRXOG�EH�VWRUHG�LQ�ORFNHG�IDFLOLWLHV�

&OHDUO\�PDUN�DOO�PDWHULDOV�DV��&RQìGHQWLDO��DQG�HQVXUH�DUWLVWV�DQG�GHVLJQHUV�VLJQ

ZRUN�IRU�KLUH�DJUHHPHQWV�RU�DVVLJQ�WKHLU�ULJKWV�WR�WKH�SURGXFWLRQ�FRPSDQ\�

Securing Music and Sound Assets

2ULJLQDO�VFRUHV��VRXQGWUDFNV��DQG�VRXQG�GHVLJQV�DUH�FUXFLDO�WR�D�SURGXFWLRQ
V

LGHQWLW\��&RPSRVHUV�DQG�VRXQG�GHVLJQHUV�VKRXOG�KDYH�FOHDU�FRQWUDFWV�RXWOLQLQJ

RZQHUVKLS�DQG�OLFHQVLQJ��5HJLVWHU�RULJLQDO�FRPSRVLWLRQV�ZLWK�SHUIRUPLQJ�ULJKWV

RUJDQLVDWLRQV��H�J���356�IRU�0XVLF��$6&$3��%0,��DQG�FRS\ULJKW�RîFHV��(QVXUH�DOO

WKLUG�SDUW\�PXVLF�LV�SURSHUO\�OLFHQVHG�WR�DYRLG�LQIULQJHPHQW�FODLPV�

Managing Character and Franchise Concepts

%H\RQG�LQGLYLGXDO�ZRUNV��WKH�RYHUDUFKLQJ�FRQFHSWV��XQLTXH�FKDUDFWHUV��DQG

SRWHQWLDO�IUDQFKLVH�HOHPHQWV�KROG�VLJQLìFDQW�,3�YDOXH��7KHVH�UHTXLUH�GLOLJHQW

SURWHFWLRQ��&RQVLGHU�WUDGHPDUNLQJ�FKDUDFWHU�QDPHV��GLVWLQFWLYH�ORJRV��DQG

FDWFKSKUDVHV��'HYHORS�D�FOHDU�VWUDWHJ\�IRU�PDQDJLQJ�DQG�OLFHQVLQJ�WKHVH�DVVHWV�IRU

PHUFKDQGLVH��VSLQ�RëV��DQG�RWKHU�GHULYDWLYH�XVHV�WR�PD[LPLVH�WKHLU�ORQJ�WHUP

YDOXH�

6HOHFW�RQH

Which of the following statements most accurately
describes the primary function of copyright in the
context of film and TV production?

Understanding Intellectual Property in Film and TV

,Q�WKH�IDVW�SDFHG�ZRUOG�RI�ìOP�DQG�WHOHYLVLRQ��

intellectual property (IP)�UHIHUV�WR�FUHDWLRQV�RI

WKH�PLQGÌLQYHQWLRQV��OLWHUDU\�DQG�DUWLVWLF�ZRUNV�

GHVLJQV��DQG�V\PEROV��QDPHV��DQG�LPDJHV�XVHG

LQ�FRPPHUFH��)RU�SURGXFWLRQ��WKLV�HQFRPSDVVHV

HYHU\WKLQJ�IURP�WKH�LQLWLDO�VWRU\�FRQFHSW�WR�WKH

ìQDO�HGLWHG�ìOP��LQFOXGLQJ�VFULSWV��FKDUDFWHU

GHVLJQV��PXVLFDO�VFRUHV��DQG�HYHQ�XQLTXH�YLVXDO

HëHFWV��3URWHFWLQJ�WKHVH�DVVHWV�LV�FUXFLDO��DV�WKH\

UHSUHVHQW�WKH�FRUH�YDOXH�DQG�FRPSHWLWLYH�HGJH�RI

DQ\�SURGXFWLRQ��:LWKRXW�SURSHU�VDIHJXDUGV�

WKHVH�YDOXDEOH�DVVHWV�DUH�YXOQHUDEOH�WR�WKHIW�

XQDXWKRULVHG�XVH��DQG�H[SORLWDWLRQ��OHDGLQJ�WR

VLJQLìFDQW�ìQDQFLDO�DQG�UHSXWDWLRQDO�GDPDJH�

Copyright Laws and Regulations

&RS\ULJKW�LV�D�OHJDO�ULJKW�WKDW�JUDQWV�WKH�FUHDWRU�RI�DQ�RULJLQDO�ZRUN�H[FOXVLYH�ULJKWV�WR

LWV�XVH�DQG�GLVWULEXWLRQ��XVXDOO\�IRU�D�OLPLWHG�WLPH��ZLWK�WKH�LQWHQWLRQ�RI�HQDEOLQJ�WKH

FUHDWRU�WR�UHFHLYH�FRPSHQVDWLRQ�IRU�WKHLU�LQWHOOHFWXDO�HëRUW��,Q�ìOP�DQG�79��FRS\ULJKW

DXWRPDWLFDOO\�DSSOLHV�WR�RULJLQDO�ZRUNV�RQFH�WKH\�DUH�ì[HG�LQ�D�WDQJLEOH�PHGLXP��VXFK

DV�D�ZULWWHQ�VFULSW��UHFRUGHG�IRRWDJH��RU�D�FRPSRVHG�PXVLFDO�SLHFH�

.H\�DVSHFWV�RI�FRS\ULJKW�LQFOXGH�

Exclusive Rights��7KH�FRS\ULJKW�KROGHU�KDV�WKH�VROH�ULJKW�WR�UHSURGXFH�

GLVWULEXWH��SHUIRUP��GLVSOD\��DQG�FUHDWH�GHULYDWLYH�ZRUNV�IURP�WKHLU�RULJLQDO

FUHDWLRQ�

Duration��&RS\ULJKW�SURWHFWLRQ�W\SLFDOO\�ODVWV�IRU�WKH�OLIH�RI�WKH�DXWKRU�SOXV���

\HDUV��RU�IRU�FRUSRUDWH�ZRUNV�����\HDUV�IURP�SXEOLFDWLRQ�RU�����\HDUV�IURP

FUHDWLRQ��ZKLFKHYHU�LV�VKRUWHU�

Registration��:KLOH�FRS\ULJKW�H[LVWV�XSRQ�FUHDWLRQ��UHJLVWHULQJ�ZLWK�WKH�UHOHYDQW

QDWLRQDO�FRS\ULJKW�RîFH��H�J���WKH�8�6��&RS\ULJKW�2îFH�RU�WKH�8.�,QWHOOHFWXDO

3URSHUW\�2îFH��SURYLGHV�D�SXEOLF�UHFRUG�RI�RZQHUVKLS�DQG�LV�RIWHQ�QHFHVVDU\�WR

ìOH�DQ�LQIULQJHPHQW�ODZVXLW�

Fair Use/Dealing��7KHVH�GRFWULQHV�DOORZ�OLPLWHG�XVH�RI�FRS\ULJKWHG�PDWHULDO

ZLWKRXW�SHUPLVVLRQ�IRU�SXUSRVHV�VXFK�DV�FULWLFLVP��FRPPHQW��QHZV�UHSRUWLQJ�

WHDFKLQJ��VFKRODUVKLS��RU�UHVHDUFK��+RZHYHU��WKH�DSSOLFDWLRQ�RI�IDLU�XVH�GHDOLQJ�LV

FRPSOH[�DQG�RIWHQ�VXEMHFW�WR�OHJDO�LQWHUSUHWDWLRQ�

&RS\ULJKW�HQVXUHV�WKDW�DOO�FUHDWLYH

ZRUNV�DUH�SXEOLFO\�DFFHVVLEOH

ZLWKRXW�UHVWULFWLRQ�WR�SURPRWH

DUWLVWLF�VKDULQJ�

1

&RS\ULJKW�JUDQWV�WKH�FUHDWRU

H[FOXVLYH�ULJKWV�WR�WKHLU�RULJLQDO

ZRUN��SULPDULO\�WR�FRQWURO�LWV�XVH

DQG�GLVWULEXWLRQ�IRU�HFRQRPLF

EHQHìW�
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:KDW�LV�WKH

SULPDU\�JRDO

RI�

&RQìGHQWLDO

LW\"

To ensure

sensitive

information is

accessible only to

authorised

individuals,

preventing

unauthorised

disclosure.

:KDW�GRHV�

,QWHJULW\

DLP�WR

SURWHFW"

The accuracy and

completeness of

data, ensuring it

remains

unaltered and

trustworthy.

:KDW�LV�WKH

FRUH�SXUSRVH

RI�

$YDLODELOLW\"

To ensure

authorised users

have reliable and

timely access to

information and

resources.

The CIA Triad: Core Security Principles

,Q�WKH�UHDOP�RI�LQIRUPDWLRQ�VHFXULW\��WKH�CIA

Triad�VHUYHV�DV�D�IRXQGDWLRQDO�PRGHO�IRU

GHYHORSLQJ�UREXVW�VHFXULW\�SROLFLHV��,W�RXWOLQHV

WKUHH�FULWLFDO�SULQFLSOHV�WKDW�DUH�HVVHQWLDO�IRU

SURWHFWLQJ�LQIRUPDWLRQ�DQG�V\VWHPV�

&RQìGHQWLDOLW\��,QWHJULW\��DQG�$YDLODELOLW\�

8QGHUVWDQGLQJ�WKHVH�SULQFLSOHV�LV�SDUDPRXQW�IRU

DQ\�SURGXFWLRQ�DLPLQJ�WR�VDIHJXDUG�LWV�YDOXDEOH

DVVHWV�DQG�RSHUDWLRQV�

�^\yFH\lP;ZPlu

&RQìGHQWLDOLW\�HQVXUHV�WKDW�VHQVLWLYH�LQIRUPDWLRQ

LV�accessible only to authorised individuals��,Q

PRYLH�DQG�79�SURGXFWLRQ��WKLV�PHDQV�SURWHFWLQJ

HYHU\WKLQJ�IURP�XQUHOHDVHG�VFULSWV�DQG�SORW

GHWDLOV�WR�ìQDQFLDO�EXGJHWV��FDVWLQJ�GHFLVLRQV�

DQG�SURSULHWDU\�YLVXDO�HëHFWV�WHFKQLTXHV�

%UHDFKLQJ�FRQìGHQWLDOLW\�FDQ�OHDG�WR�VSRLOHUV�

FRPSHWLWLYH�GLVDGYDQWDJHV��DQG�VLJQLìFDQW

ìQDQFLDO�ORVVHV��0HDVXUHV�OLNH�HQFU\SWLRQ��DFFHVV

FRQWUROV��DQG�QRQ�GLVFORVXUH�DJUHHPHQWV�DUH�YLWDO

IRU�PDLQWDLQLQJ�FRQìGHQWLDOLW\�

�\lHNiPlu

,QWHJULW\�IRFXVHV�RQ�PDLQWDLQLQJ�WKH�accuracy

and completeness of data�WKURXJKRXW�LWV

OLIHF\FOH��7KLV�SULQFLSOH�SUHYHQWV�XQDXWKRULVHG

PRGLìFDWLRQ��DOWHUDWLRQ��RU�GHVWUXFWLRQ�RI

LQIRUPDWLRQ��)RU�D�SURGXFWLRQ��WKLV�FRXOG�LQYROYH

VDIHJXDUGLQJ�RULJLQDO�VFULSW�YHUVLRQV��HGLWLQJ

WLPHOLQHV��ìQDQFLDO�UHFRUGV��DQG�UDZ�IRRWDJH

IURP�WDPSHULQJ��(QVXULQJ�GDWD�LQWHJULW\�PHDQV

WKDW�WKH�LQIRUPDWLRQ�\RX�UHO\�RQ�LV�WUXVWZRUWK\

DQG�KDVQ
W�EHHQ�FRUUXSWHG��HLWKHU�DFFLGHQWDOO\�RU

PDOLFLRXVO\��'LJLWDO�VLJQDWXUHV�DQG�FKHFNVXPV�DUH

FRPPRQ�WRROV�XVHG�WR�YHULI\�LQWHJULW\�

�r;PZ;CPZPlu

$YDLODELOLW\�HQVXUHV�WKDW�authorised users have reliable access to information and

resources when needed��,Q�D�IDVW�SDFHG�SURGXFWLRQ�HQYLURQPHQW��GRZQWLPH�FDQ�EH

FDWDVWURSKLF��7KLV�SULQFLSOH�FRYHUV�WKH�RSHUDWLRQDO�UHDGLQHVV�RI�V\VWHPV��DSSOLFDWLRQV�

DQG�GDWD��)RU�H[DPSOH��HQVXULQJ�WKDW�HGLWLQJ�VXLWHV�DUH�IXQFWLRQDO��GLJLWDO�DVVHW

PDQDJHPHQW�V\VWHPV�DUH�RQOLQH��DQG�FRPPXQLFDWLRQ�QHWZRUNV�DUH�DFFHVVLEOH�WR�WKH

FUHZ��7KUHDWV�WR�DYDLODELOLW\�LQFOXGH�GHQLDO�RI�VHUYLFH�DWWDFNV��KDUGZDUH�IDLOXUHV��DQG

QDWXUDO�GLVDVWHUV��5HGXQGDQF\��EDFNXSV��DQG�GLVDVWHU�UHFRYHU\�SODQV�DUH�NH\�WR

PDLQWDLQLQJ�DYDLODELOLW\�
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Introduction

Strengthening Your Production's Defences

Digital Rights Management (DRM)

Strict Access Controls

Cybersecurity Training

Non-Disclosure Agreements (NDAs)

Regular Security Audits

Completed

01

,PSOHPHQW�UREXVW�'50�VROXWLRQV�WR�HQFU\SW�VHQVLWLYH�GRFXPHQWV�OLNH�VFULSWV��OLPLWLQJ

ZKR�FDQ�DFFHVV��SULQW��RU�VKDUH�WKHP��7KLV�SUHYHQWV�XQDXWKRULVHG�GLVWULEXWLRQ�DQG

WUDFNV�XVDJH�

02

8WLOLVH�PXOWL�IDFWRU�DXWKHQWLFDWLRQ��0)$��DQG�UROH�EDVHG�DFFHVV�WR�HQVXUH�RQO\

DXWKRULVHG�SHUVRQQHO�FDQ�YLHZ�VSHFLìF�GRFXPHQWV��5HJXODUO\�UHYLHZ�DQG�XSGDWH

DFFHVV�SHUPLVVLRQV�

03

0DQGDWRU\�DQG�UHJXODU�F\EHUVHFXULW\�DZDUHQHVV�WUDLQLQJ�IRU�DOO�VWDë�LV�FUXFLDO�

(GXFDWH�HPSOR\HHV�RQ�SKLVKLQJ��VHFXUH�SDVVZRUG�SUDFWLFHV��DQG�WKH�LPSRUWDQFH�RI

1'$V�

04

(QVXUH�DOO�FDVW��FUHZ��DQG�WKLUG�SDUW\�YHQGRUV�VLJQ�FRPSUHKHQVLYH�1'$V�ZLWK�FOHDU�

VHYHUH�SHQDOWLHV�IRU�EUHDFKHV��/HJDO�IUDPHZRUNV�DUH�D�FULWLFDO�GHWHUUHQW�

05

&RQGXFW�IUHTXHQW�LQWHUQDO�DQG�H[WHUQDO�VHFXULW\�DXGLWV�WR�LGHQWLI\�YXOQHUDELOLWLHV�LQ

GLJLWDO�V\VWHPV�DQG�SK\VLFDO�ORFDWLRQV��$GGUHVV�DQ\�LGHQWLìHG�ZHDNQHVVHV�SURPSWO\�

7KHVH�PHDVXUHV��ZKHQ�FRPELQHG��FUHDWH�D�PXOWL�OD\HUHG�VHFXULW\�VWUDWHJ\�HVVHQWLDO�IRU

SURWHFWLQJ�YDOXDEOH�LQWHOOHFWXDO�SURSHUW\�LQ�ìOP�DQG�79�SURGXFWLRQ�

Scenario: The Leaked Script

:H�KDYH�D�PDMRU�SUREOHP�

7KH�VFULSW�IRU�
3URMHFW

&KLPHUD
�KDV�EHHQ�OHDNHG

RQOLQH��MXVW�GD\V�EHIRUH�ZH

VWDUW�SULQFLSDO

SKRWRJUDSK\��:KDW
V�\RXU

LPPHGLDWH�FRQFHUQ"

0\�LPPHGLDWH�FRQFHUQ�LV

VWRSSLQJ�WKH�VSUHDG�DQG

DVVHVVLQJ�WKH�H[WHQW�RI�WKH

OHDN�

:H�QHHG�WR�ìQG�RXW�ZKR�GLG

WKLV�ULJKW�DZD\�DQG�ìUH�WKHP�

<RX
UH�ULJKW��2XU�WHDP�LV

ZRUNLQJ�RQ�WDNHGRZQV�

1RZ��EH\RQG�WKH

LPPHGLDWH�YLUDO�VSUHDG�

ZKDW
V�WKH�PRVW�VLJQLìFDQW

potential damage�WKLV�OHDN

FRXOG�FDXVH�WR�WKH

SURGXFWLRQ"

,W
V�MXVW�D�VFULSW��ZH�FDQ�DOZD\V

UHZULWH�SDUWV�RI�LW��7KH�PDLQ

LVVXH�LV�WKH�HPEDUUDVVPHQW�

7KH�FUHDWLYH�LQWHJULW\�RI�WKH

VWRU\�LV�FRPSURPLVHG��DQG

DXGLHQFH�DQWLFLSDWLRQ�FRXOG�EH

UXLQHG��SRWHQWLDOO\�LPSDFWLQJ

ER[�RîFH�

Continue

:KLOH�HPEDUUDVVPHQW�LV�D�IDFWRU��WKH�LPSDFW�RQ�WKH�VWRU\
V

YDOXH�DQG�SRWHQWLDO�ìQDQFLDO�ORVV�LV�IDU�JUHDWHU��/HW
V�UH�

HYDOXDWH�WKH�FRUH�GDPDJH�

)LQDQFLDO�DQG�FUHDWLYH

GDPDJH�DUH�KXJH��:KDW

DERXW�WKH�EURDGHU

LPSOLFDWLRQV�IRU�WKH�VWXGLR

DQG�IXWXUH�SURMHFWV"�:KDW

ORQJ�WHUP�GDPDJH�FRXOG

WKLV�OHDN�LQíLFW"

,W�PLJKW�PDNH�XV�PRUH�FDUHIXO

LQ�WKH�IXWXUH��ZKLFK�LV�D�JRRG

WKLQJ��6R��QRW�PXFK�ORQJ�WHUP

GDPDJH�

,W�FRXOG�HURGH�WUXVW�ZLWK

WDOHQW��LQYHVWRUV��DQG

GLVWULEXWLRQ�SDUWQHUV��PDNLQJ

IXWXUH�FROODERUDWLRQV�GLîFXOW

DQG�LQFUHDVLQJ�LQVXUDQFH

FRVWV�

Continue

7KH�FRQVHTXHQFHV�RI�D�VHFXULW\�EUHDFK�DUH�UDUHO\�SRVLWLYH�

&RQVLGHU�KRZ�WKLV�DëHFWV�RXU�VWDQGLQJ�LQ�WKH�LQGXVWU\�

/HW
V�WU\�DJDLQ�

$OULJKW��OHW
V�VKLIW�JHDUV��,Q

KLQGVLJKW��ZKDW
V�RQH

FUXFLDO�preventative

measure�ZH�VKRXOG�KDYH

KDG�LQ�SODFH�WR�DYRLG�WKLV

VFULSW�OHDN"

,PSOHPHQWLQJ�UREXVW�GLJLWDO

ULJKWV�PDQDJHPHQW��'50�

DQG�VWULFW�DFFHVV�FRQWUROV�ZLWK

PXOWL�IDFWRU�DXWKHQWLFDWLRQ�IRU

DOO�VFULSW�GRFXPHQWV�

:H�VKRXOG�KDYH�MXVW�NHSW�DOO

VFULSWV�RQ�SDSHU�DQG�ORFNHG

WKHP�LQ�D�YDXOW�

7KDW
V�D�NH\�WDNHDZD\�

:KDW
V�DQRWKHU�FULWLFDO

SUHYHQWDWLYH�PHDVXUH�

SHUKDSV�UHODWHG�WR

SHUVRQQHO�RU�SURFHVV"

&RQGXFWLQJ�UHJXODU�VHFXULW\

DXGLWV��PDQGDWRU\

F\EHUVHFXULW\�WUDLQLQJ�IRU�DOO

VWDë��DQG�FOHDU�QRQ�GLVFORVXUH

DJUHHPHQWV��1'$V��ZLWK

VHYHUH�SHQDOWLHV�

:H�VKRXOG�RQO\�KLUH�SHRSOH�ZH

WUXVW�FRPSOHWHO\�DQG�DYRLG

VKDULQJ�WKH�VFULSW�ZLWK�WRR

PDQ\�SHRSOH�

Continue

:KLOH�OLPLWLQJ�DFFHVV�LV�SDUW�RI�LW��UHO\LQJ�VROHO\�RQ�WUXVW

LVQ
W�HQRXJK��:KDW�V\VWHPDWLF�PHDVXUHV�FDQ�ZH�SXW�LQ

SODFH�WR�SURWHFW�DJDLQVW�ERWK�DFFLGHQWDO�DQG�LQWHQWLRQDO

OHDNV"

([DFWO\��7KLV�LQFLGHQW��ZKLOH

GDPDJLQJ��KDV�KLJKOLJKWHG

WKH�FULWLFDO�QHHG�IRU�D

PXOWL�OD\HUHG�VHFXULW\

DSSURDFK��7KDQN�\RX�IRU

\RXU�LQVLJKWV�

+RSHIXOO\��ZH�ZRQ
W�KDYH�WR

GHDO�ZLWK�VRPHWKLQJ�OLNH�WKLV

DJDLQ�

,W
V�D�VWDUN�UHPLQGHU�WKDW

SURDFWLYH�VHFXULW\�LV�DOZD\V

EHWWHU�WKDQ�UHDFWLYH�GDPDJH

FRQWURO�

Try again

:LVKLQJ�IRU�WKH�EHVW�LVQ
W�HQRXJK��:KDW
V�WKH�NH\�OHVVRQ

KHUH�DERXW�IXWXUH�VHFXULW\�HëRUWV"

Continue

3K\VLFDO�VHFXULW\�LV�D�SLHFH�RI�WKH�SX]]OH��EXW�GLJLWDO�DVVHWV

UHTXLUH�GLJLWDO�SURWHFWLRQ��:KDW
V�D�PRGHUQ��HëHFWLYH

GLJLWDO�SUHYHQWDWLYH�PHDVXUH"

Continue

:KLOH�DFFRXQWDELOLW\�LV�LPSRUWDQW��ZH�QHHG�WR�DGGUHVV�WKH

LPPHGLDWH�FULVLV�ìUVW��/HW
V�UHFRQVLGHU�WKH�PRVW�XUJHQW

DFWLRQ�

Key Preventative Measures


